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HMI is a highly visible and critical component of the SCADA system.
Over time, HMI has shifted from individual machine interfaces to higher
level views visualizing information from SCADA for the entire plant or
even multiple operations.

Digital Transformation. IIoT. Industry 4.0. While they may
seem like trending buzzwords, the technologies are critical
to operations being efficient and competitive, and reducing
unplanned downtime. Every industry strives for maximum
efficiency; be that manufacturing, oil & gas, or water/waste-
water. For capturing production data, the days of the clip-
board and manual data analysis are gone.

Digital technology and interconnectivity are driving
influential technologies like advanced computing solu-
tions; cloud and remote computing; IoT and connected
devices; smart and real-time data sensors; data capture,
software analytics and processing; and the adoption of Al
and machine learning. To remain competitive—particu-
larly in light of worker shortages—and increase produc-
tivity, Industry 4.0 and complementary technology must
be embraced.

Operators are being asked to do more work than ever
before as myriad advanced control features are incorporated
for process optimization and improved safety. Fortunately,
there are many systems and technologies to aid in this.
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Prionty Alarms

Metric Target As Found
Annunciated alarms per hour per 6 ~12 58
opérator console (average)
Annunciated alarms per 10 minutes 2 2 09
per operator console (average)
Percentage of 10-minute penods <1% 6.20%
containing more than 10 alarms
Maxamum number of alarms in a 10 <10 157
minute penod ‘
Percentage of time the alarm system 1% 22 0%
is in a flood condition e
Percentage contribution of the top 10
most fequent alarms 1o the overall ~<1% to 5% maxdmum 470%
alarm load
Quantity of chattering and fleeting Zero, 132
alarms
Stale alarms Less than 5 present on any day 2
Annunciated Priorty - % of Highest —et¥% 075%
Priority Alarms
Annunciated Prionty - % of High 5% 9.19%
Prionty Alarms .
Annunciated Pnonty - % of Medum
~15! 15
Pronty Alarms * 5.00%
Annunciated Priority - % of Low ~80% 75 06%

Evaluation

Manageable

Research has shown that a well-managed alarm system results in
production efficiency, product quality and operator effectiveness.
Alarm prioritization provides a mechanism for placing a qualitative
value of importance on an alarm. The priority usually signifies how
quickly the operator should respond to an alarm.

powertransmission.com
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Operations and
Technology

The ultimate goal of adopting
modern systems is to have a wholly
efficient, maybe even an autono-
mous process that cuts out excess
fat, ballooning costs and waste-
ful operations. Focus should be
on end-to-end process improve-
ment, which will, in turn, help
shape collaboration within the
organization. That means invest-
ing in training and education, pro-
cess automation, related hard-
ware and new tools or software
(interestingengineering.com/innovation
/how-manufacturing-plants-can-pre-
pare-for-industry-40).

Continuous operational improve-
ment starts with capturing data
from machine assets. This data pro-
vides immediate insights for both
people and systems, enabling them
to make better, faster decisions and
drive automation.

Let’s take an example of a smart
manufacturing plant using data.
Characterized by increasing auto-
mation and the employment of
smart machines and smart facto-
ries, informed data helps to produce
goods more productively across the
value chain. By collecting additional
data from the factory floor and com-
bining that with other enterprise
operational data, a smart factory can
achieve information transparency.
(ibm.com/topics/industry-4-0).

Accurate, real-time production
data is pivotal to shop floor opera-
tions and the effective operation of
each machine asset.

Once real-time process infor-
mation is gathered, the next logi-
cal step is to define conditions of
concern on those process vari-
ables. For example, “Is an oven
too hot or a motor spinning too
slowly?” “Is a tank nearing empty
or a pressure too high?” “Are there
issues with the centrifugal pumps
drawing liquid?” SCADA systems
provide for such conditions to be
defined and tracked, monitoring
process variables and surfacing
active conditions to HMI. These
condition-based events and alarms
add another level to optimizing the

process—they allow greater situa-
tional awareness for plant opera-
tors by calling attention to irreg-
ularities and suboptimalities.
Real-time process variables and
alarm conditions can then be cap-
tured over time, and calculations
can be performed to improve plan-
ning and offer solutions to detect
patterns in the data.

Remote Alarm Notification
Software

A key theme of Industry 4.0 is greater
connectivity—increasing connectiv-
ity between devices, industrial net-
works, and physical assets and the
cloud. Growing connectivity allows
for greater process transparency and
the added potential for predictive
analytics and sentinel alarm condi-
tions. Smart manufacturing allows
potential issues to be addressed
before they become problems, but
only by extending that connectiv-
ity to the people who operate and
optimize manufacturing assets.
Connecting devices and getting the
right information (with increased
sophistication of modeling) to the
right people at the right time is the
strength of remote alarm notifica-
tion software.

Remote monitoring and alarm
management enables operators to
take on more proactive, hands-on
tasks in the field or on the plant
floor, without hiring additional staff.

Historization and
Analytics

The convergence of advanced tech-
nologies and data-driven strategies
has ushered in a new era of optimi-
zation, where historical data analy-
sis plays a pivotal role in achieving
accurate forecasting and sched-
uling. The ability to harness this
data effectively can lead to smarter
decision-making, improved pro-
cesses, and a competitive edge.
Analyzing historical data allows
operations management to iden-
tify patterns, trends and anoma-
lies that may otherwise go unno-
ticed. These insights serve as the
foundation for creating accurate
forecasts and efficient produc-
tion schedules (planettogether.com
/blog/analyzing-historical-data-for-
enhanced-forecasting-and-scheduling-
in-pharmaceutical-manufacturing).

As the past threet+ years have
shown, supply chain disruptions
and unexpected demand shifts
make forecasting more challenging.
However, historical data analytics
can help plants transition from reac-
tive to proactive planning and keep
planning aligned with operations.

Reporting
Reports provide a visualization of
this historized process information
and correlate related process vari-
ables, compute metrics on that data,
and visually graph such data for eas-

“ “
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Any improvements to an alarm system starts by identifying problem areas. Third-party
reporting software can provide filters that help reveal the unknown challenges.
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ISA 18.2 Alarm Performance Indicators

Data Source Alarm Data Report Start Date T-hun-17 Alarm Period (hrs) BOE
Area (s) All Areas Report Bnd Date G-bul-17
|Key Performance Indicators |
|Total Number of New Alarms 2956 Total Numibser of Stale Alarms Sources 7
:Tuldl Number of Alarm Floods n Standing Alarms at Period End 10
|Teotal Mumber of Alarm Suppression Actions 0
Average Alarm Rate 101.93 ‘ Average Alarm Rate 4.25 Average Alarm Rate 0.71
per day per hour par 10 min
Manageable Manageable Manageable
| Critical Critical Critical
=30 Alarms 1.01% | =10 Alarms 0.57% a1
per hour | per 10} min Average Alarm Rate i 48
| Manageabile Manageabile aagen
Critical 1 1 Criical =
Tood e torrmeaer= | simeei 101%
Floo | 'op 10 Contribution r—r |
e 0.96% | e 69.82% ~ 48
I Acceptable s
Manageable Manageable et 0.96%
Stale ] [ Average Alarm -
ke
| par pariod 3 | per hour during flond 80.10 - u | 4.25
Acceptable Acceplable I ] [
Manageable Manageable . |
|
[ ——
Top 10 Comriution e
-y

A dashboard showing the Key Performance Indicators (KPI) uses configurable targets to show
the health of the alarm system in an “at-a-glance” display.

ier pattern and anomaly detection.
These reports are created through
third-party software that seamlessly
integrates with PLCs, SCADA and
historian systems. Advanced report-
ing solutions can even pull informa-
tion from remote alarm notification
software, allowing further analy-
sis and optimization of condition
response times.

Reporting software enables orga-
nizations to turn raw process data
into actionable information, thereby
increasing efficiency and reduc-
ing costs. Furthermore, automated
reporting solutions streamline regu-
latory compliance by collecting data
from various sources like SCADA,
LIMS, manual entry and others. As
the data is collected it is summa-
rized as key metrics—flow totals or
turbidity threshold analysis. The
final output is published into a for-
matted document accepted by regu-
latory agencies.

Leveraging aggregated data at the
plantlevel offers economies of scale
for managers. With a summation of
performance across all machines,
larger performance inefficiencies
become evident, and managers
can develop a deeper understand-
ing of their machine performance,
people performance and process

performance (machinemetrics.com
/production-monitoring).

Alarm Management

A robust alarm management system
enhances operational efficiency and
enables timely detection of failures.
A comprehensive alarm system pro-
vides actionable information to the
operator and helps in taking cor-
rective action. Research has shown
that a well-managed alarm system
results in production efficiency,
improved product quality and bet-
ter operator effectiveness.

Since 1991, alarm management
standards have been published
and currently the ISA-18.2 and IEC
62682 are the most widely accepted.
The standards define a seven-step
Alarm Management Cycle program
from identification to monitoring
and assessment.

A cloud-connected alarm man-
agement system provides access to
real-time alarms even when working
remotely to decrease response times
and help reduce unplanned down-
time. Alarm audits and reporting
provide an efficient means to docu-
ment and track the history of individ-
ual alarms, consequences, response
time and the action taken to mitigate
the alarms. As this rationalization is
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performed, continued system-level
monitoring and assessment reports
validate that these efforts are driv-
ing real improvement.

An effective alarm management
program can help the processes get
closer to an optimal operating point
resulting in lower production costs,
higher quality, greater through-
put and eventually safer operations
(sciencedirect.com/science/article/abs
/pii/S0950423017306320).

Continuous Improvement

The fourth industrial revolution,
rapid globalization, technological
advancements, changing consumer
preferences and evolving govern-
ment policies are reshaping indus-
tries. Trying to meet these chal-
lenges with manually intensive
processes and outdated technol-
ogy is difficult. However, by lever-
aging advanced technology such as
real-time alarms and automated
processes, operations can increase
productivity and efficiency, and
reduce costs.

Prioritizing operational excellence
not only fosters growth but also
positions organizations for contin-
ued success.
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