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1 PURPOSE

The Internal Audit function reports to the Chief Compliance Officer and operates independently
of the Information Security Team. In essence, the Internal Audit function is a check against
Information Security to ensure that work is performed as it is documented.

This policy is designed to provide the authority for members of <<Company Name>>'s Internal
Audit team to conduct audits on any system within the scope of the security program—this
authority also extends to privacy compliance.

Audits may be conducted to:
e Ensure integrity, confidentiality, and availability of information and resources.
e Investigate possible security incidents to ensure conformance to <<Company Name>>'s

security policies.
¢ Monitor user or system activity where appropriate.

2 SCOPE

This policy establishes the audit teams broad authority to operate in area that falls within the
scope of the company’s ISMS.

3 PERSONNEL

It’s imperative that audits are performed by individuals with sufficient knowledge of what is
being evaluated. As a result, auditors should have demonstrated experience in performing
audits in a particular subject area prior to being given autonomy to run an audit independently.
It’s is the discretion of the CCO to establish qualifications for audit personnel.

4 RESPONSIBILITY

4.1 AUDITS

The internal audit function is responsible for coordinating the testing and review of business
processes, procedures, and systems to ensure that <<Company Name>> is operating in a way
that is consistent with our security program. When planning an audit, the internal auditor
should account for the following:

¢ Audit requirements and activities involving checks on operational systems shall be
carefully planned and minimize the risk of disruptions to business processes.
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e The scope of testing should be limited to those systems and resources specified in the
audit plan and agreed to by the resource owner(s).

e Persons performing audit services must document their activities, procedures, findings,
and recommendations. Audit documentation and evidence should be stored in a secure
location consistent with <<Company Name>>'s data retention policies.

e The scope of the audit limits the auditor’s authority. Audit scope is determined by the
CCO, or a delegated authority.

4.2 MANAGEMENT REVIEW

Executive management shall review the organization's information security management
system at planned intervals to ensure its continuing suitability, adequacy and effectiveness. The
management review shall include consideration of:

¢ the status of actions from previous management reviews;
e changes in external and internal issues that are relevant to the information security
management system;
o feedback on the information security performance, including trends in:
o nonconformities and corrective actions;
o monitoring and measurement results;
o audit results; and
o fulfilment of information security objectives;
o feedback from interested parties;
o results of risk assessment and status of risk treatment plan; and
e opportunities for continual improvement.

The organization shall retain documented information as evidence of the results of
management reviews. The ultimate aim of the audit activity is continuous improvement.

4.3 CONTINUOUS IMPROVEMENT

<<Company Name>>'s Information Security Management System (ISMS) program is based on
the Plan — Do — Check — Act (PDCA) cycle, often referred to as a “continuous process
improvement” approach. The Internal Audit Team is instrumental in driving the continuous
improvement process.

5 AUTHORITY

When requested, and for the purpose of performing an audit, any access needed will be
provided to members of <<Company Name>>'s Internal Audit team. This access may include:

e User level and/or system-level access to any computing or communications device.
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e Access to information (electronic, hardcopy, etc.) may be produced, transmitted, or
stored on <<Company Name>> equipment or premises.

e Access to work areas (labs, offices, cubicles, storage areas, etc.).

e Access to interactively monitor and log traffic on the company’s networks.

6 ENFORCEMENT

Any employee found to have violated this policy may be subject to disciplinary action, up to and
including termination of employment.
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7 CONTACT INFORMATION
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Title of Security Program Manager
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9 LICENSE INFORMATION

This work is licensed under a Creative Commons Attribution-NonCommercial-No Derivatives 4.0
International Public License (the link can be found at https://creativecommons.org/licenses/by-
nc-nd/4.0/legalcode)

To further clarify the Creative Commons license related to the Open-ISM™ content, you are
authorized to copy and redistribute the content as a framework for use by you, within your
organization and outside of your organization for non-commercial purposes only, provided that
(i) appropriate credit is given to Aberrant, Inc., and (ii) a link to the license is provided.
Additionally, if you remix, transform, or build upon the Open-ISM, you may not distribute the
modified materials. Users of the Open-ISM framework are also required to refer to
(http://www.aberrant.io/open-ism/license) when referring to the Open-ISM to ensure that
users are employing the most up-to-date guidance. Commercial use of the Open-ISM is subject
to the prior approval of Aberrant, Inc.
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