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1 OVERVIEW

The Data Recovery Policy establishes formal procedures to ensure that data is reliably available
in the event of a technical incident.

2 PURPOSE

The ultimate aim of this policy is to ensure that customer data is available in the event of
technical incident can be recovered with minimal loss and disruption to business operations.

3 SCOPE

This document relates to all data used across the organization.

4 SERVICE LEVEL AGREEMENT, UPTIME, AND RTO / RPO

As per <<Company Name>>’s Service Level Agreement (SLA) with its clients we honor a Service
Level Agreement where services are provided under normal business hours. <<Company
Name>> supports an uptime of 99.95% annually—24 hours should also be our maximum
acceptable outage (MAO) duration. Internally, we target a Recovery Time Objective (RTO) and
Recovery Point Objective (RPO) of 4 hours. Our recovery objectives accounts for a catastrophic
loss of services or equipment at our host facility. Aberrant provides an uptime portal that
allows customers to subscribe to alerts and review historical uptime data. The page can be
viewed at <<Uptime Website>>.

The company should establish a minimum Service Level Agreement or Service Level Objective
for each application and service utilized by the business. Data repositories that are critical to
the business, or that are leveraged by other system should be held to a higher standard than
non-critical systems.

Recovery Time Objectives (RTO)s and Recovery Point Objectives (RPO)s should be established
for systems that hold data. For systems that hold email or other sensitive data an archive must
be maintained that complies with legal or regulatory requirements. Requirements should align
with the company’s Data Retention Policy.
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5 PROTECTION OF RECOVERY DATA

Data used for recovery, e.g. backups, servers images, etc., should be available in the event of a
system outage. This may require that backups are stored in separate regional datacenters,
offsite at third party locations, or held in escrow.

e Recovery data should be encrypted at rest as per the company’s Encryption Policy.

e Backup Testing should be performed in accordance with the Business Continuity and
Disaster Recovery Policy.

6 INFORMATION BACKUPS

6.1 FILE SHARES AND IMAGES

Backups of file shares and images are completed nightly. Backup retention is set at 30 days.

6.2 DATABASE BACKUPS

e Full backups of our database are executed nightly. Period snapshots of transaction logs a
performed every five minutes. Database backups are held for 7 days.

¢ Inthe event that a backup job fails, the backup tool sends an alert to the SRE team. The
failure is investigated and resolved on a timely basis.

e Backup should be stored on encrypted storage media.

6.3 OFFSITE BACKUPS

Offsite DB backups and file backups are encrypted and stored in an off-site location. Offsite
backups are retained for two weeks.

7 BACKUP RESTORATION TESTING

e Backup restoration tests should be performed at least annually on all system that hold
customer data, or proprietary data.

e A backup test should be considered a failure if it cannot meet stated RPO and RTO
objectives.
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8 DATA RESTORATION

8.1 RESTORATION REQUESTS

Requests for the restoration of an archived backup should be made directly to IT Operations.
Backups restored into non-production environments must have Pll elided. Requests are
handled on an ad-hoc basis.

8.2 RECOVERY FROM AN INCIDENT

Recovery from an incident falls with the scope of the Incident Response Procedure.
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11 LICENSE INFORMATION

This work is licensed under a Creative Commons Attribution-NonCommercial-No Derivatives 4.0
International Public License (the link can be found at https://creativecommons.org/licenses/by-
nc-nd/4.0/legalcode)

To further clarify the Creative Commons license related to the Open-ISM™ content, you are
authorized to copy and redistribute the content as a framework for use by you, within your
organization and outside of your organization for non-commercial purposes only, provided that
(i) appropriate credit is given to Aberrant, Inc., and (ii) a link to the license is provided.
Additionally, if you remix, transform, or build upon the Open-ISM, you may not distribute the
modified materials. Users of the Open-ISM framework are also required to refer to
(http://www.aberrant.io/open-ism/license) when referring to the Open-ISM to ensure that
users are employing the most up-to-date guidance. Commercial use of the Open-ISM is subject
to the prior approval of Aberrant, Inc.
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