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ABSTRACT

Purpose of this project is to design, develop and demonstrate the usage of EBS Demonstration

using EC2 Windows Server Instances using AWS having the following features:

e Creation of Custom VPC, Subnets, Route Tables, etc.

e Creation of EC2 Windows Server Instances in different Availability Zones and EBS
Volume in the just created Custom VPC.

e Attach EBS volume to the EC2 Instance and Initialize the additional EBS volume in
Disk Management.

e Create a text file in attached disk and verify the availability of the text file in another
EC2 instance (Availability Zone “1b”).

e Demonstrating the EBS Demo
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EBS Demonstration using EC2 T. John College

INTRODUCTION

1) Project Goal:

To design, develop and demonstrate the usage of AWS EBS Demonstration using EC2
Windows Server Instances by Creating a Custom VPC, Subnets, Route Tables, etc.

and Creating EC2 Windows Server Instances and EBS Volume in the just created Custom
VPC and Demonstrating the EBS Demo.

Key components include EC2 instances running Windows Server spread across different
availability zones, enhancing redundancy and fault tolerance.

The project exemplifies efficient data storage management through the seamless integration of
EBS volumes and snapshots. Additionally, remote desktop access facilitates the smooth
administration and monitoring of Windows Server instances. This demonstration underscores
the practical implementation of AWS services, showcasing their scalability, resilience, and ease
of management.

It emphasizes the adaptability and strength of AWS cloud computing solutions in hosting
Windows-based applications or services. So, the main motive of this project is to Integrate the
EBS volume with the EC2 instance and initialize the additional EBS volume in Disk
Management and create a text file in attached disk and verify the availability of the text file in
another EC2 instance.

2) AWS Tools and Technologies Used:

e Custom VPC, Subnets, Route Tables, Internet Gateway...etc.
e EC2 Instance Windows Server, In Different availability zones.
e EBS volume, Snapshots.

e Remote Desktop.

3) Hardware Specifications:

e Operating System: Windows 10/ 11.
e RAM:8GB

e Processor: Intel i3 12Gen Processor.
e Storage: 512GB SSD

Department of Computer Applications 7
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4) System Design:

4.1) Solution Design

Available Zone [ AZ-1a ]

Snapshot of EBS
Volumn - 01

, EC2 WS Instance -

, EC2 WS Instance -

Available Zone [ AZ-1b ]

, EC2 WS Instance -
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4.3) Sequence Diagram

& Ec2 instance "' EBS Volume

— Launch EC2 Windows Server >

Attach EBS Volume —>

@Y | vntil attached
2 <— Check attachment status —

Snapshot EBS
Volume

-

Mount EBS
Volume

if successful
< - Display success message — -

if failure
€ — — - Error message — — — .

E EC2 Instance " EBS Volume

Virtual Private Computer

Department of Computer Applications
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5) PVC -Project Set-Up and Executions

5.1) Creation of Custom VPC. Subnets, Route Tables, etc

Login to AWS Management Console, click on services, search for “VPC” and select
“VPC”.

s Home | Console Hom: X +

% ap-south- on=a * 0 0%

Chandan_NL v

ervices | Q| VPC ® L @ (o} Mumbai v

to default layout + Add widgets
. S

Services

Features (57) Create application
@
Resources ' New
Isc
Documentation (12,792)
Knowledge Articles (244) L hi LT
Marketplace (576) 1
Blogs (838)
Region v | Originating account

Events (15)
Tutorials (10)

ons

an application

Features

Cookie preferences

(@ Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or . Privacy  Terms

* O oO®

B £ &  Mumbaiv  Chandan NL v

VPC dashboard X Your VPCs (1) info [¢] Actions ¥ @
1 @

EC2 Global View [& Q search

[ Name v vPCID v State v 1Pv4 CIDR A\ ‘ 1Pv6 CIDR v DHCI
Filter by WPC:

] - vpc-028a82dd3450a8363 @ Available 172.31.0.0/16 - dopt
Select a VPC v

rtual private cloud

Subnets

Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets

Elastic IPs
) Select a VPC above

Managed prefix lists

Endpoints

Endpoint services

NAT gateways

Peering connections

4

Security
Network ACLS
Security groups

W DNS firewall

3 cloudShell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

Department of Computer Applications 10
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Enter Name for your VPC

When you create a VPC, you must specify a range of [Pv4 addresses for the VPC in the form
of a Classless Inter-Domain Routing (CIDR) block; for example, 10.0. 0.0/16. This is the
primary CIDR block for your VPC. ... After you create a VPC, you can add one or more subnets
in each Availability Zone. Enter “IPv4 CIDR” as “10.0.0.0/26”

VPC » YourVPCs » Create VPC

Create VPC o

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon ECZ instances.

VPC settings

Resources to create Info
t PC = or the VPC and other networking re

O VPConly ‘ | ) VPC and more ‘

Name tag - optional
Creates a tag with a key of "Name' and a value that you specif

I PVC-1 I ‘

IPv4 CIDR block  Info
© IPv4 CDR manual input
O IPAM-allocated IPv4 CIDR block

IPv4 CIDR

I 10.0.0.0/26 I

IDR block size must be between /16 and /28

IPv6 CIDR block  Info

© No IPvé CIDR block

O IPAM-allocated IPv6 CIDR block
O Amazon-provided IPv6 CIDR block
O IPv6 CIDR owned by me

Tenancy _info

[ cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

VPC IP Address Block:
IP Adress Range: 10.0.0.0/26

Total Number of IP Addresses:
2~ (30-26) =2 ~ 6 = 64 (IP Addresses)

Starting IP Addresses: 10.0.0.0
Ending IP Addresses: 10.0.0.63

Department of Computer Applications 11
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Enter the “Tags Info” and click on “Create VPC”

® CreateVipe| VP

IPv4 CIDR block
© IPv4 CIDR manual input
O IPAM-allocated 1Pv4 CIDR block

Info

IPv4 CIDR

10.0.0.0/26

CIDR block size must be between /16

IPv6 CIDRblock  Info

O No IPv6 CIDR block
PAM-allocated IPv6 CIDR block
© Amazon-provided IPv6 CIDR block

(O IPv6 CIDR owned by me

Tenancy info

I Default I

and /28

Tags

resources or track y

Add tag

Ir AWS costs.

d 49 more tag

(I CloudShell  Feedba

AWS resource. Each tag consists of a key and an optional value. You ¢

Value - optional

x| [a pv

e tags to search and filter

x‘ ‘ Remove tag

Caneel

B & @ @

Mumbai ¥ Chandan_NL ¥

Terms

Verify the creation of your VPC

@ You successfully created vpc-0a8c30761f40a6945 / PVC-1

VPC dashboard

EC2 Global View [3

ilter by VPC:

VWPC » YourVPCs » wpc-0a8c30761f40a6945

vpc-0a8c30761f40a6945 / PVC-1

Privacy

@

Oolo% :

Mumbal ¥ Chandan_NL ¥

Actions ¥ ‘

Select a VPC v
w Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists

Details infs

VPCID
vpc-0a8c30761f40a6945

Tenancy
Default

Default VPC
No

Network Address Usage metrics
Disabled

State
@ Available

DHCP option set
dopt-0a271b9facffbOci2

IPv4 CIDR
10.0.0.0/26

Route 53 Resolver DNS Firawall rule

groups

DNS hostnames
Disabled

Main route table
rtb-07b3b600eabs1d23e

IPv6 pool

Owner ID
B 773907428510

DNS resolution
Enabled

Main network ACL
acl-0b1fb3039f593c7a6

IPv6 CIDR (Network bord

er group)

Endpoints

Endpoint services

NAT gateways

Peering connections
¥ Security

Network ACLs

Security groups

¥ DNS firewall

[3J CloudsShell  Feedba

Resource map CIDRs Flow logs

Resource map info

VPC show details

Your irtual n

Tags Integrations

Subnets (0)

Subn

ithin this VPC

Route tables (1)

Route network traffic to resources

Privacy

Terms

Department of Computer Applications
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5.2) Creation of an Internet Gateway and attaching it to your created Custom
VPC

Select an Internet Gateway and click on Create Internet gateway

® igws | VPC Console _ a

jon=ap-south-1#ig ¥ 9 o%

B 4 ® & tMumbaiv Chandan NL ¥

VPC dashboard X Internet gateways (1) info c Actions ¥ H Create internet gateway I ®
1 ]

EC2 Global View [ Q Search ®

[ Name v | Internet gateway 1D v | State v | vPCID v | Owner
Filter by VPC
-

- igw-06825a0869:

@ Attached vpc-028a82dd3450a8363 773907428510

w Virtual private cloud
Your VPCs

Subnets

Route tables

Egress-only intemet
gateways

DHCP option sets
Elastic IPs - BE®

Select an internet gateway above

Managed prefix lists
Endpoints
Endpaint services
NAT gateways
Peering connections
¥ Security
Network ACLs

Security groups

¥ DNS firewall

[ cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

Enter Name to your Internet gateway and click on Create Internet gateway

* 9 0%

B 4 ® @& tumbaiv Chandan_NL v

VPC » Internet gateways » Create internet gateway

Create internet gateway e

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name

for the gateway below.

Internet gateway settings

Name tag

Creates a tag with a key of "Name' and a value that you specify.
1GW-1

Tags - optional

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q, Name x| [ w1 X | [ Rremove
Add new tag

Vou can 2dd 49 more tags

Cancel Create internet gateway

() CloudShell  Feedback ® 2024, Amazon Web Services, Inc. or Its affiliates.  Privacy ~ Terms  Cookie preferences

Department of Computer Applications 13
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Click on “Attach to VPC” option

® IntemetGatew:

r D 0%

[en] L @ & Mumbai v Chandan_NL v

VPC dashboard X VPC > Internet gateways » igw-09d8b0771d04b6147 @

£C2 Global View (3 igw-09d8b0771d04b6147 / 1GW-1 | Actions a

I Attach to VPC

Filter by VPC Details info

Select a VPC v
— Manage tags
. . Internet gateway ID State VPCID Owner
w Virtual private cloud Y
igw-09d8b0771d04b6147 © Detached - 77390742851 Delete
Your VPCs
Subnets ———
Tags Manage tags |
Route tables
Q Search tags 1 &
Internet gateways
Egress-only internet Key Value
gatewa Name 1GW-1

DHCP option sets

Elastic IPs

Managed prefix lists

Endpoints

Endpaint services

NAT gateways

Peering connections
¥ Security

Network ACLs

Security groups

W DNS firewall

[ cloudShell  Feedback ©2024, A Web Services, Inc. or its affiliates. Terms  Cookie preferences

Select your created Custom VPC and click on “Attach Internet Gateway” option

ap-south-1#AttachintemetGe yld=igy d0 # O 0%

t+5] B 4 ® & Mumbaiv  ChandanNL v

VPC > Internet gateways » Attach to VPC (igw-09d8b0771d04b6147) ®
Attach to VPC (igw-09d8b0771d04b6147) .

VPC

Attach an intemnet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs

| vpc-0a8c3076140a6945 - PVC-1 | ‘
» AWS Command Line Interface command
Cancel Attach internet gateway

3 cloudShell  Feedback ©2024, A Web Services, Inc. or s affiliates. P Terms  Cookie preferences

Department of Computer Applications 14
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Verify the attachment

* D0 %

[en] L @ & Mumbai v Chandan_NL v

VPC dashboard X VPC > Intemnetgateways » igw-09d8b0771d04b6147 @
£ Slobal view [ igw-09d8b0771d04b6147 / IGW-1

Filter by WPC:

— - Details inio
Select a VPC v

. . Internet gateway 1D State VPCID Owner
w Virtual private cloud Y ) )
igw-09d8b0771d04b6147 @ Attached ¥pc-0aBc3076 | PvC 773907428510
Your VPCs
Subnets ——————
Tags Manage tags |
Route tables
Q Search tags 1 &
Internet gateways.
Egress-only internet Key Value
gate

Name 1GW-1
DHCP option sets

Elastic IPs
Managed prefix lists
Endpoints
Endpaint services
NAT gateways

Peering connections

Ll

Security
Network ACLs
Security groups

W DNS firewall

Web Services, Inc. or its affiliates. eferences

5.3) Create a Public Subnet and attach it to your VPC created

Select Subnets option and click on Create subnet

®

subnets | VP

* O O%

B 4 @ @& Mumbaiv  ChandanNL ¥

1 ® c}

VPC dashboard X

EC2 Global View [3

[ Name v | Subnetip v | State v | vpC v | IPvaciDrR v
Filter by VPC:
) (m] - subnet-0d40023c7f2800d8f vpc-028a82dd3450a8363 172.31.32.0/20
Select a VPC v
B — O - subnet-0590c8c031d775861 vpc-028a82dd3450a8363 172.31.16.0/20
w Virtual private cloud
O - subnet-0c88905c2eeef69d1 @ Available vpc-028a82dd3450a8363 172.31.0.0/20

Your VPCs

Internet gateways

Egress-only intemet
gate

DHCP option sets
Elastic IPs = EEE
Select a subnet

Managed prefix lists
Endpoints
Endpoint services
NAT gateways

Peering connections

Ll

Security
Network ACLs
Security groups

¥ DNS firewall

[ cloudshell  Feedback . Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

Department of Computer Applications 15
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Select Your VPC created

* O O%

B 4 @ @& Mumbaiv  ChandanNL ¥

VPC » Subnets » Create subnet
Create subnet

VPC

Selec
[a |

vpc-028a82dd3450a8363 (default)
172.31.0.0/16

-]

| vpc-0a8c30761140a6345 (PVC-1) |

100.0.0/26

Select a VPC first to create new subnets.

Cancel Create subnet

[ cloudsShell  Feedback Web Services, Inc. or its affliates. kie preferences

Enter the relevant “Subnet Settings” values & click on “Create subnet” buttons

?region=ap-south-1#CreateSubnet Q ¥ 0O a % :
¥i¥ @ [c] Murmbai v Chandan NL

Subnet 10f 1

Subnet name
tag with 2 key of '

SN-1

The name can be up to 2

Availability Zone  Info
Chaose the zone in which y

Asia Pacific (Mumbai) / ap-south-1a v

TPv4 VPC CIDR block Infa

Choase the IPvd VPC CIDR block to create a subnet in

10.0.0.0/26 v

IPv4 subnet CIDR block
100.0.0/28
>

v Tags - optional

Key Value - optional

Q Name X | | Q sn1 X Remove

Add new tag

more tags.

Remove

Add new subnet

Cancel

Amazon Web Services, 2 Cookie preferences

Department of Computer Applications 16
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Verify the creation of the Public Subnet

VPC dashboard

EC2 Glabal View [4

Filter by VPC:

lect o VP

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Intemet gateways

Egress-only internet

gateways
DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints
Endpoint services
NAT gateways
Peering connections
¥ Security
Netwark ACLs
Security groups

¥ DN firewall

Domain lists

w Network Firewall

@ You have successfully created 1 subnet: subnet-06cfd14b6df2917f0

(2] ¥i¥ @ [a] Murmbai v Chandan NL

Subnets (1/1) info [+] Actions ¥ Create subnet ]
‘ Q Find resources by attribute or tog
[ subnet 1D subnet-06cfd14b6d12917f0 | x| Clear filters ) ®
Name v | SubnetiD v | State v | wpC v | IPv4CIDR v | IPv6CIDR
SN-1 subnet-06cfd14b6df29170 © Available c-0aBc30761140a6545 | PVC-1  10.0.0.0/28 I
v
= EEE
|subnet-06cfd14b6df2917f0 / SN-1 |
Details | Flow logs Routetable | MetworkACL  CIDRreservations | Sharing | Tags
Details
Subnet ID Subnet ARN State IPv4 CIDR
subnet-06cid14b6T291710 amiaws:ec2ap-south- © Available P 10000728
1:773907428510:subnet/subnet-
e 1Pvd addresses 06cid14b6dF291710 lability Zone Availability Zone 1D
1 ap-south-1a P apsi-azl
1PV6 CIDR
Network border group - Route table Network ACL
rtb-07h3b600eab61d23e acl-0b11b3039f593¢7a6
VPC

Default submet
No

Customer-owned IPv4 pool

vpc-DaBc30761f40a6945 | PVC-1

Auto-
No

public IPv4 address

Outpost ID

Auto-assign IPv6 address
No

1Pv4 CIDR reservations

Auto-assign customer-owned IPv4 address
Mo

1Pv6 CIDR reservations

5.4) Create a Private Subnet and attach it to your VPC created

Select Subnets option and click on Create subnet

subnets | VPC Conso

VPC dashboard
EC2 Global View [4

Filter by VPC

ta VPC v
¥ Virtual private cloud

Your VPCs

DHCP option sets
Elastic IPs

Managed prefix lists
Endpoints
Endpoint service:

NAT gateways

P

ing connections
¥ Security
Network ACLs
Security groups
v DN firewall
Rule groups
Domain lists
¥ Network Firewall

() Cloudshell  Feedback

Subnets (4) info

[Q Findre

( Name

Select a subnet

v | SubnetiD v | state
subnet-0d40023¢7f2800 @© Available
subnet-0590c8c031d775: @ Available
subnet-0c88905c2eeef69d1 © Available
subnet-06cfd14b6df29 © Available

28382dd3

vpe-0aBc3076140a69:

©20;

5 | PVC-1

Q a ’\h

Mumbai v Chandan NL v

4 0 @

[0 [ | o

1 @
IPv4 CIDR v | IPVECIDR
17231.32.0/20 -
172.31.16.0/20 -
172.31.0.0/20 =
10.0.0.0/28 %
»
EE®

Inc. or its affil

Privacy  Terms  Cookie preferences

Department of Computer Applications
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Select Your VPC created

@ CreateSubnet |VPC Consale X +

uth-1.console.aws.amazon.com/!

B 4 ® & Mumbaiv  ChandanNLv

VPC » Subnets ) Create subnet ®
Create subnet i

VPC

VPCID

vpc-0a8c30761f40a6945 (PVC-1) v

Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/26

Subnet settings

Specify the CIDR blocks and Availability Zone for

Subnet 1 of 1

Subnet name

Create a tag v

p to 256 character )

Availability Zone info

(3 Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookle preferences |

Enter the relevant “Subnet Settings” values and click on “Create subnet” button

a % 9 O0%

B £ @ @ tMumbaiv ChandanNLv

Subnet10f 1

Subnet name
te a tag with a key of '\

SN-2

"The name can be up 0 2

Availability Zone  Info

Chaese the zone in which you

0se ane for you

Asia Pacific (Mumbai) / ap-south-1b v

IPva VPC OIDR block  Info

Choase the IPvd VPC CIDR block to creste a subnet in.

100.0.0/26 v

IPvd subnet CIDR block

10.0.0.16/28

¥ Tags - optional

Key Value - optional
Q Name x| |[a sn2 X Remove

Add new tag

You

43 mare tags.

Remove

Add new subnet

Cancel Create subnet

Amazon Web Services, Inc. or its affiliates.

Department of Computer Applications 18
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Verify the creation of the Public Subnet

Subnets | VPC Management Cc X +

25 ap-south-1.col amazon.com/

B &4 O © Mmbiv Chandan_NL ¥

VPC dashboard

EC2 Global View [4 Subnets (1/1) nfo \ c \ Actions v Create subnet c]

esources by attribute

tag

Filter by VPC:

| subnet 1D : su 4ed7d0be8650b1c | X Clear filters n
ctaV vl B === it @

w Virtual private cloud Name v Subnet ID v State v VPC v 1Pv4 CIDR v
Your VPCs I SN-2 subnet-Oc4ed7d0bc8650b1c @ Available 0761f40a6945 | PVC-1 10.0.0.16/28 I
Subnets '
Route tables
Internet gateways = E =

sc-only internet | subnet-Ocded7dobc8650b1c / SN-2 |
: Details Flow logs Route table Network ACL CIDR reservations Sharing Tags
DHCP option sets
Elastic IPs Details
Managed prefix lists
& Subnet ID Subnet ARN State 1Pv4 CIDR
Endpoints
subnet-Oc4ed7d0bc8650b1c arn:aws:ec2:ap-south- © Available 3 100.0.16/28
Erdpointsesvices 1:773907428510:subnet/subnet-
NAT gateways Available IPv4 addresses Ocaed7dObCBES0bIC Availability Zone Availability Zone ID
1 {3 ap-south-1b @ apsi-az3
Peering connections |Pv6 CIDR
S— Network border group _ Route table Network ACL
- rtb-07b3b600eab61d23e acl-0b1fb30391593¢726
Network ACLs VPC
Sackiy arovos Default subnet VpC-0a8c30761£4026945 | PVC-1 Auto-assign IPv6 address Auto-assign customer-owned IPv4
No No address
¥ DNS firewall il Auto-assign public IPv4 address No -
@ CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences |

5.5) Route Tables Checking, Creation and association with the Subnets created

Check and associate the Main Route Table of your VPC with the Public-Subnet and verify
the successful association.

Click on the “Route Table” option and check for the “Main Route Table” created along
with your VPC

% O 0%

(o] Mumbai ¥ Chandan_NL ¥
VBC dashboard x Route tables (1/2) info Cc Actions ¥ Create route table 0]
EC2 Global View [ Q, Find resource 1 ® ®
[-] Name L4 Route table ID v Explicit subnet associati... Edge associations | Main w | wpc
Filter by VPC
o - rth-060d09e030a6ha793 - - Yes vpc-028382dd3450a83¢

Select a VPC v

I - rtb-07b3b600eab61d23e - - Yes v L-DnEdG?G’IMDuBQi

g

w Virtual private cloud

Your VPCs

Subnets _ B EE

rtb-07b3b600eab61d23e

Internet gateways dant N i
Details Routes Subnet associations Edge assaciations Route propagation Tags
Egress-only internet

gateways

DHCP option sets

Details

Elastic IPs

Main Explicit subnet assaciations Edge associations
Yes - -

Managed prefix lists

Endpoints

Endpoint services VPC Owner ID

vpc-0a8c30761f40a6945 | PVC-1 773907428510
NAT gateways

Peering connections
¥ Security
Network ACLs
Security graups

W DNS firewall

[ cloudshell  Feedback © 2024, An Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences.
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Name the “Main Route Table” as “PUBRTVPC1”

® RouteTables | VPC Console

& Mumbai ¥ Chandan_NL w
VPC dashboard X Route tables (1/2) info [<] Actions w Create route table ®
EC2 Global View [4 Q Find resources ute or tag 1 ® ®
[-] Name v Route table ID v Explicit subnet associati... Edge associations | Main @ | wpc
Filter by VPC
) - rth-060d09e030a6ba793 - - Yes vpc-028a82dd3450a83¢
Select a VPC v
le Edit Name 07b3b600eab61d23e - - Yes vpc-0a8c3076140a694
rtual private cloud ;
[ PUB-RT-VPC-1 I |
Your VPCs

Subnets _ -
o

Internet gateways

Details Routes Subnet associations Edge assaciations Route propagation Tags
Egress-only internet
gatews
DHCP option sets -
P Details
Elastic IPs
Managed prefix lists Route table ID Main Explicit subnet associations Edge assaciations
J rtb-07b3b600eab61d23e F Ves - -
Endpoints
Endpoint services vPC Owner ID
vpc-0a8c30761f40a6945 | PVC-1 @ 773907428510

NAT gateways

Peering connections

Ll

Security
Network ACLs
Security groups

W DNS firewall

[2J cloudshell  Fey Privacy  Terms

Click on “Edit subnet associations” option

& Mumbai ¥ Chandan_NL ¥

VPC dashboard X Route tables (1/2) info c Create route table @
EC2 Global View [4 Q, Find resources View details (o] ®
= Name % | Routetable ID v | Explicit subnet associati... Edge
Filter by VPC: | Edit subnet associations I
—_— o - rth-060d09e030a6ba793 - - 2dd3450a85¢
Select a VPC 4 Edit edge assodiations. T
B — PUB-RT-VPC-1 rth-07b3b600eab61d23e - - 30761f40a6394

Edit route propagation

¥ Virtual private cloud
Your VPCs Edit routes
Subnets Manage tags
Route tables Delete route table

Internet gateways rth-07b3b600eab61d23e / PUB-RT-VPC-1

Egress-only internet Details Routes Subnet associations Edge associations Route propagation Tags
gateways
DHCP option sets
Elastic IPs Details
Managed prefix list
Anaged prefiiist Route table ID Main Explicit subnet associations Edge associations
Endpoints 5-07b3b600eab6 1d23e Yes - -
Endpoint services vPC Owner ID
NAT gateways VpCc-028c30761740a6945 | PVC-1 773907428510

Peering connections
v Security

Network ACLs

Security groups

W DNS firewall

23 cloudshelt , Privacy  Terms
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Select the “Public-Subnet-(SN1)” subnet, click on “Save associations” button and verify
the association

@ EditRouteTableSubnetAssociat X + - a

tions:RouteTableld=rt

& C @ % ap-south-1.console.aws.

& Mumbai ¥ Chandan_NL ¥

VPC > Routetables » rth-07b3b600eab61d23e ) Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

Q Filt 1 (o]
B  Name a | SubnetiD v | IPv4 CIDR v | IPV6CIDR v | RoutetableID v
SN-1 subnet-06¢fd14b6df2917f0 10.0.0.0/28 - Main (rtb-07b3b600eab61d23e / PUB-RT-VPC-1) I
O SN-2 subnet-Oc4ed7d0bc8650b1c 10.0.0.16/28 - Main (rtb-07b3b600eab61d23e / PUB-RT-VPC-1)

Selected subnets

subnet-06cfd14b6df2917f0 / SN-1 X

Cancel

(I cloudshell  Feedback Web Services, Inc. or its affiliates.  Privacy ~ Terms  Cookie preferences.

SS

Create a new Route Table in your VPC and associate it with the Private-Subnet created
and verify the successful association

Click on “Create route table” button

* O 0%

& Mumbai v Chandan_NL ¥

VPC didht i @ You have successfully updated subnet associations for rtb-07b3b600eab61d23e / PUB-RT-VPC-1.
VPC dashboard

EC2 Global View [3 Route tables (1/2) o <] \ Actions v | | Create route table c]
Q. Find resources by attribute or tag 1 ®
Filter by VPC:
Select o VPL v (-] Name v | Routetable D v | Explicit subnet associations Edge associations | Main v | vepc
Select a VP(
i - rtb-060d09e030a6ba793 - - Yes vpc-028a82dd
w Virtual private cloud e e ——
‘ < PUB-RT-VPC-1 > rtb-07b3b600eab61d23e subnet-06cfd14b6df2917f0 / SN-1 - Yes vpc-0a8c3076
Your VPCs
y
Subnets
Route tables
= EE®
Internet gateways
rtb-07b3b600eab61d23e / PUB-RT-VPC-1
Egress-only internet
gateways Details Routes Subnet associations Edge associations Route propagation Tags
DHCP option sets
Elastic IPs
Details
Managed prefix lists
Endpoints Route table ID Main Explicit subnet associations Edge associations
Endpoint services rtb-07b3b600eab61d23e @ Yes subnet-06¢fd14b6df2917f0 / SN-1 "
NAT gateways VPC Owner ID
Peering connections vpc-0a8c3076140a6945 | PVC-1 (9 773907428510
v Security
Network ACLs
Security groups
¥ DNS firewall
@ CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences |
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Enter the Route table Tag and select Your VPC created

@ Route tables | VPC Managem

ap-south-1.consc amazon.com/ Vg ome?regio

= ] B 4 ® @& Mmbiv Chandan_NL ¥

N i— © You have successfully updated subnet associations for rtb-07b3b600eab61d23e / PUB-RT-VPC-1.
/PC dashboard

EC2 Global View [ Route tables (2) info (] ‘ Actions v c]

Q. Find resources by attribute or tag 1

Filter by VPC:

Name v Route table ID v Explicit subnet associations Edge associations Main ¥ VPC

Select a VPC v
= = [ - rtb-060d09e030a6ba793 - - Yes vpc-028a82dd
v Virtual private cloud
PUB-RT-VPC-1 tb-07b3b600eab61d23e subnet-06cfd14b6df2917f0 / SN-1 - Yes vpc-0a8¢3076

»

Your VPCs

Subnets

Internet gat

ways Select a route table

Egress-only internet

gate
DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints
Endpoint services
NAT gateways
Peering connections
¥ Security
Network ACLs
Security groups

¥ DNS firewall

(@ Cloudshell  Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

Click on the “Create route table” button

& Mumbai ¥ Chandan_NL ¥

VPC » Routetables » Create route table ©

Create route table .

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN

connection.
Route table settings

Name - optional

‘ a tag with a key of 'Name' and a value that you specif

| P;’EI-RT—VFC-‘\ | |

VPC
The

| vpe-0ascsozeitavagsas (ve1) | v |

table

Tags
Atagis a label that you assig
your rasources or track you

to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
costs.

Key Value - optional
Q. Name x| |[Q PRIRT-vPCA X | [ Remove

Add new tag

You can add 49 more

23 cloudshe! Fe Inc. or its affiliates. Privacy  Terms ‘ookie preferences.
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T. John College

Verify its successful creation

® RouteTableDetails | VPC Cons:

WPC dashboard

EC2 Global View [4

Filter by WPC:

Select a VPC v

rtual private cloud
Your VPCs

Subnets

Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints
Endpoint services
NAT gateways

Peering connections

Ll

Security
Network ACLs
Security groups

W DNS firewall

[2J cloudshell  Fey

VPC dashboard X

EC2 Global View [4

Filter by WPC:

Select a VPC v

w Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists
Endpoints
Endpoint services
NAT gateways

Peering connections

Ll

Security
Network ACLs
Security groups

W DNS firewall

x

@ Route table rtb-0849830783eab22fa | PRI-RT-VPC-1

VPC » Routetables }» rth-0849830783eab22fa

was created successfully.

rtb-0849830783eab22fa / PRI-RT-VPC-1

Details info

Route table 1D Main
rtb-0849830783eab22fa
VPC Own

vpc-0a8c3076140a6945 | PVC-1

Explicit subnet associations
No -

er 1D
773907428510

Routes Subnet associations Edge associations Route propagation Tags
Routes (1)

Q Filter routes |
Destination v | Target v | Status
10.0.0.0/26 local @ Active

Route tables (1/3) info

Q Find resource

attribute or tag

2 Name v
i -

0 PUB-RT-VPC-1

Route table ID v Explicit subnet associations
rth-06 ( 793 -

rtb-07b3b6 1 subnet-06cfd14b6df2917f0 / SN-1

Mumbai ¥ Chandan_NL ¥

Edge associations

Both w Edit routes

1 ®
v | Propagated v

No

Privacy  Terms

& Mumbai ¥ Chandan_NL ¥

G| Create route table o]
View details & ®
Set main route table

Edge VP

] Edit subnet associations I
pc-028a82dd

Edit edge associations
- vpc-0a8c3076
Edit route propagation —

PRI-RT-VPC-1

rth-0849830783eah22fa -

- wpc-0a8c3076
Edit routes | ——

rtb-0849830783eab22fa / PRI-RT-VPC-1

Details Routes Subnet associations Edge associations Route propagation Tags
Details

Route table ID Main Explicit subnet associations
rtb-0849830783eab22fa No -

VRC Owner ID

vpc-0a8c30761f40a6945 | PVC-1 773907428510

v

Manage tags

Delete route table

Edge associations

23 cloudshelt
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Click on save association

Associati X

outh-1#EditR

& Mumbai ¥ Chandan_NL w

VPC » Routetables » rth-0849830783eab22fa )» Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

Q, Filter subnet associations 1 &
@  Name v | SubnetiD v | IPvaCIDR v | IPVGCDR v | Routetable D v
‘O SN-2 subnet-Oc4ed7d0be8650b1c 10.0.0.16/28 - Main (rtb-07b3b600eab61d23e / PUB-RT-VPC-1)
O SN subnet-06cfd14b6df2917f0 10.0.0.0/28 - rtb-07b3b600eab6 1d23e / PUB-RT-VPC-1

Selected subnets

subnet-0cded7d0bc8650b1c / SN-2 X

Cancel

[2J cloudshell  Fey Privacy  Terms

Verify the successful association

@ Route tables | VPC Managem

< € @ % ap-south-1.consolea outh-1#RouteTable * O

s.amazon.com/vpcconsole/home?region

L4 ® ©® Mumbaiv Chandan_NL ¥

@© You have successfully updated subnet associations for rtb-0849830783eab22fa / PRI-RT-VPC-1.

VPC dashboard X
EC2 Global View [2 Route tables (1/3) info G || Actions v | [Greate voute table ]
Q, Find resources by attribute or tag 1 o}
Filter by VPC:
- (-] Name v | Routetable ID v | Explicit subnet associations Edge associations | Main v | vpcC
ta
[ s 1th-060d09e030a6ba793 - - Yes vpc-028a82dd
w Virtual private cloud
[ PUB-RT-VPC-1 rtb-07b3b600eab61d23e subnet-06cfd14b6df2917f0 / SN-1 - Yes vpc-0a8c3076
Your VPCs
PRI-RT-VPC-1 rth-0849830783eab22fa subnet-Oc4ed7d0bc8650b1c / SN-2 - No vpc-0a8c3076
Subnet: = ==
ubnets -
Route tables
Internet gateways = B EE
Egress-only internet rtb-0849830783eab22fa / PRI-RT-VPC-1
gateways
Details Routes Subnet associations Edge associations Route propagation Tags
DHCP option sets
Elastic IPs
Managed prefix lists Details
Endpoints
Eridpokitseriicas Route table ID Main Explicit subnet associations Edge associations
rtb-0849830783eab22fa 3 No subnet-Ocded7d0bc8650b1c / SN-2 -
NAT gateways
Peering connections vec Owner ID
vpc-0a8c30761f40a6945 | PVC-1 @ 773907428510
¥ Security
Network ACLs
Security groups
v DN firewall
@ CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affill Privacy Terms Cookie preferences
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5.6) Associate the created Internet Gateway with the Public Subnet (SN1)

Select the Public Route Table and click on “Routes” option and click on “Edit routes”

& Mumbai ¥ Chandan_NL ¥

VPC dashboard
EC2 Global View [4 Route tables (1/3) info c Actions v || Create route table S
1 o]
Filter by VPC:
P—— . B Name v | Routetable ID v | Explicit subnet associations Edge associations | Main ¥ | VPC
[ - rtb-060d09e030a6ba793 - - Yes vpc-028a82dd
w Virtual private cloud
| ' ' PUB-RT-VPC-1 rtb-07b3b600eab61d23e subnet-06cfd14b6df2917f0 / SN-1 - Yes vpc-0a8c3076
Your VPCs
o [ PRI-RT-VPC-1 rth-0849830783eab22fa subnet-Ocded7d0bc650b1c / SN-2 - No vpc-0aBc3076
bnet:
ubnets ,
Internet gateways _ EEE
Egress-only internet rtb-07b3b600eab61d23e / PUB-RT-VPC-1
gateways

Details Subnet associations Edge associations Route propagation Tags

DHCP option sets

Elastic IPs
1 @

Managed prefix lists
‘ Q, Filter routes ‘

Endpoints
Endpaint services Destination v | Target v | Status v | Propagated v
NAT gateways 10.0.0.0/26 local @ Active No

Peering connections
v Security

Network ACLs

Security groups

W DNS firewall

[ cloudshell  Feedback Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookie preferences.

Click on “Add route” option and make entry for created Internet Gateway then save

# O 0%

&

& Mumbai ¥ Chandan_NL ¥

2

VPC > Routetables » rtb-07b3b600eab61d23e » Edit routes i
Edit routes
Destination Target Status Propagated
10.0.0.0/26 local v ‘ @ Active No
Q local x|
Q 0.0.00/0 X Internet Gateway v I - No Remove
Q, igw-09d8b0771d04b6147 | x ‘

[ cloudshell  Feedback ©2024, A Web Services, Inc. or its affiliates.  Privacy ~Terms  Cookie preferences.

Click on save changes
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T. John College

5.7) Finding, Naming and Updating the default Security Group created along

with VPC created with required info

Click on “Security Groups”, note down your VPC ID, select the default Security Group

and name it as “SG-My-VPC-01”

® SsecurityGroups | VPC

Your VPCs -
Subnets Security Groups (2} nfo

Route tables

Q Find s by attribute or tag
Internet gateways
Egress-only internet O Name v Security grou,
gateways
O -

DHCP option sets
Elastic IPs 59-0ddc7f309
Managed prefix lists

Endpoints

Endpoint services

NAT gateways

Peering connections

p ID v

sg-01acda?c90e58b6bc

9045132

*

jn)

B 4 O @

Mumbai ¥

1
Security group name v VPCID v
default c-028a82dd3450a8363
default

Create security group.

n ]

Chandan_NL ¥

(6]

S
@

Description
default VPC seat

default VPC sea

b

w Security

Network ACLs

4

DNS firewall
Rule groups
Domain lists

Network Firewall

4

Firewalls
Firewall policies
Network Firewall rule
groups

[J cloudShell  Feedback

Your VPCs =

Subnets Security Groups (1/2) infe

Route tables Q. Find resources by attribute or tag

Internet gateways

Egress-only internet - Name v | Security grou

gateways
i -
DHCP option sets

Elastic IPs Edit Name

5g-0lacda7c90e58b6be

Web Services, Inc. or

Cookie preferences

* O o0%
(2] L @ & Mumbai v Chandan_NL ¥
| c | Actions v ‘ ‘ Export security groups to CSV | v | Create security group @
()
1 C]
pID v Security group name v VPCID v Description
default vpc-028a82dd3450a8363 default VPC sect
52 default vpc-038c30761f40a6945 default VPC sea

Managed prefix lists | SG-VPC-1 I

Endpoints
Endpoint services

NAT gateways

5g-0ddc7f3 oo .o .=

Peering connections

¥ Security
Details Inbound rules

Network ACLs

Security groups

4

DNS firewall
Details

Rule groups

Domain lists

Security group name
default

4

Network Firewall
Firewalls
QOwner

773907428510

Firewall policies

Network Firewall rule
groups

2J cloudshent

Outbound rules

caneet E

Tags

Security group 1D
59-0ddc7f309d9045132

Inbound rules count
1 Permission entry

VPCID
B vpc-0a8c30761f40a6945

Description
default VPC security group

Outbound rules count
1 Permission entry

Terms

3

= =

Cookie preferences
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Click on “Inbound rules” tab and

Click on “Edit Inbound rules” tab

* 9 0%

B 4 @ & tmav Chandan_NL ¥

Your Vi 3 -

Subinets Security Groups (2) mfo ‘Z‘ S — @
[c]

Route tables Q. Find resources by attribute or tag 1 ®

Internet gateways
Egress-only internet (m Name v Security group ID v Security group name v VPCID v Description
- sg-01acda7c90e58b6be default vpc-028a82dd3450a8363 default VPC s,
DHCP option sets
Elastic IPs [ 5G-VPC-1 59-00dc7(309d9045132 default vpc-028c30761f40a6945 default VPC s
Managed prefix lists L
Endpoints EEE
Endpoint services sg-0ddc7f309d9045132 - default
NAT gateways
Peering connections Details Outbound rules Tags
¥ Security
Network ACLs
Security groups
Inbound rules (1) c Edit inbound rules
¥ DNS firewall
Rule groups ‘ 1 &
Domain lists
v i e W i v v v v
v Network Firewsll O Name Security group rule IP version | Type | Protocol | Portrange
Firewalls (] - 5gr-0309635dcBee243... - All traffic All All

Firewall policies

Network Firewall rule

groups

its affiliates Cookie preferences

* 9 0%

B &4 @ & Mmmar Chandan_NL ¥

VPC > Security Groups » s5q-0ddc7f309d9045132 » Edit inbound rules

Edit inbound rules .

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Infe Port range Source Info Description - optional Info

Info

59r-0309635dcBee2438b ‘ALI traffic v A A Custom v ‘ Q ‘ Delete ‘
sg-0ddc7f309d2045132 X ‘

Delete ‘

152.58.194.160/32 X

Cancel Preview changes I Save rules I

33 cloudshelt i Cookie preferences
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Verify and confirm

* O

2] L @ & Mumbai v Chandan_NL v

BC dashboard @ Inbound security group rules successfully modified on security group (sg-0ddc7f3099045132 | default)
EC2 Global View [ ¥ Detalls [¢]
Filter by VPC: Security Groups (1/2) info ‘ c ‘ ‘ Actions ¥ | | Export security groups to CSV ‘ v ‘ Create security group
Select a VPC v
S | Q Find resource: attribute or tag L @
¥ Virtual private cloud
Your VPCs -] Name v | Security group ID v | Security group name v | vPCID v | Description
Subnets SG-VPC-1 5g-0ddc7f309d9045132 default vpc-0a8c30761F40a6945 default VPC s
Route tables
y -
Internet gateways
= BE®

Egress-only internet
gate

5g-0ddc7f309d9045132 - default
DHCP option sets
Elastic IPs
Details Inbound rules Outbound rules Tags
Managed prefix lists

Endpoints

Endpoint services

NAT gateways Inbound rules (2) ‘ c Edit inbound rules

Peering connections Q, Search 1 &
w Security

Network ACLs m] Name v Security group rule... ¥ IP version v | Type v Protocol v Port range

Security groups m - sgr-0309635dcBee243. . - All traffic All All

W DNS firewall

Cookie preferencs

5.8) Update the default ACL that has got created along with VPC creation with
required info

Click on “Network ACLs” and check that the relevant Networks ACL is displayed

* 9 0%

B 4 @ & tmav Chandan_NL ¥

Network ACLs (2) info ¢] Actions ¥ Create network ACL 0]
g 1 @ [c]

NAT gateways

Peering connections Q Find resour

Ll

Security [m Name v | Network ACLID ¥ | Associated with v | Default v | veciD v | mn

Network ACLs (m] - acl-0b1fb3039f593¢c7a6

Security groups 0O - acl-0aa7f379c13f71baf 3 Subnets Yes vpc-028a82dd3450a8363 21

¥ DNS firewall ’
Rule groups
Domain lists

Network Firewall

4

Firewalls
Firewall policies

Network Firewall rule

groups

TLS inspection
Select a network ACL
configurations
Network Firewall
resource groups
¥ Virtual private
network (VPN)
Customer gateways
Virtual private

gate

Site-to-Site VPN
connections

33 cloudshelt 3 Cookie praferences
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Name the “Network ACLs” and check

* O o0 %

2] L @ & Mumbai v Chandan_NL v

NAT gateways Network ACLs (1/2) info ¢ |[ Actions ¥ Create network ACL ®
Peering connections Q Find resources ute or tag L @ &
¥ Security v | Network ACLID w | Associated with v | Default v | wvpCiD v | m
Network ACLs Edit Name b Yes vpe-0aBc30761f40a6945 / PVC-1 21
Security groups 028282dd3450a8363 21

[ noaciveca | ‘ wbnets Yos

¥ DNS firewall »
Rule groups.
Domain lists

¥ Network Firewall

Firewalls

Firewall policies

acl-0b1fb3039f593¢7a6 / N-ACL-VPC-1

Network Firewall rule

groups

. N Details Inbound rules Outbound rules Subnet associations Tags

TLS inspection

configurations

Network Firewall Details

resource groups

. Network ACL ID Associated with Default WPCID

¥ Virtual private

network (VEN) B ac-0b1fb3039f593c7a6 2 Yes

Customer gateways Owner

Virtual private O 773907428510

gateways

Site-to-Site VPN
connections

[2J cloudshell  Fey Terms ‘ookie preferences

* Do ®

BB & @ @& Mumbaiv ChandanNL¥

NAT gateways Network ACLs (1/2) info @ | Actions v Create network ACL ®
Peering connections Q, Find resources 2 ® ®
¥ Security =] Name @ | Network ACLID v | Associated with v | Default w | vpcip v | m
Network ACLs N-ACL-VPC-1 acl-0b1fh30309f593c7a6 2 Subnets Yes wpc-0a8c30761f40a6945 / PVC-1 21
Security groups 0O - acl-02a7f379c13f71baf 3 Subnets Yes vpe-028a82dd3450a8363 21
¥ DNS firewall C
Rule groups
Domain lists = EE @
¥ Network Firewall acl-0b1fb3039f593¢7a6 / N-ACL-VPC-1

Firewalls

Details Outbound rules Subnet associations | Tags
Firewall policies

Network Firewall rule
groups
Inbound rules (2)

TLS inspection
configurations Q, Filter inbound rules ! @

Network Firewall

resource groups Rule number v Type v Protocal v Port range v Source v Allow/Deny v
v Virtual private 100 All traffic All All 0.0.00/0 @ Allaw
network (VPN) “ All traffic All All 0.00.0/0 ® Deny

Customer gateways
Virtual private
gateways
Site-to-Site VPN
connections

2 cloudshent ) 2024, Amazon Web Services, Terms ookie preferences
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Copy your IP info from security groups

@ EditinboundRules | VPC Consol X

uth-1#EditinboundR

r D o0%

@ & Mumbai v Chandan_NL v
VPC > Network ACLs )I acl-0b1fb3039f593¢7a6 / N-ACL-VPC-1 > Edit inbound rules I

@
Edit inbound rules info

nbound rules control the incoming traffic that's

d to reach the VPC
Rule Type Info Protocol Info Port range Info Source Info Allow/Deny Info
number Info

100 All traffic

v‘ | Remove

| 152.58.194.160/32 | [ Attow

Add new rule Sort by rule number

Cancel Preview changes I Save changes I

[2J CloudShell  Feedback

2024, Amazon Web Services, Inc. or its affiliates.

Terms  Cookie preferences

Paste your IP info under “Source Info” and click on “Save changes” button

® Maodifyinboun

# 0 0%
B 4 @ @ Mmav

Chandan_NL v
VPC > Security Groups » sg-Oddc7f309d9045132 - default ) Edit inbound rules

Edit inbound rules .

Inbound rules control the incoming traffic that's allowed to reach the instance.
Inbound rules ino

Security group rule ID Type Info Protocol Info Port range Source Info Description - optional Info
Info

sgr-0309635dcBee2438b

‘ All traffic v Al Custom ¥ ‘ Q ‘ Delete ‘
5g-0ddc7f309d9045132 X ‘
sqr-07d08724ff8adafat ‘ All traffic v Custom ¥ ‘ Q ‘ Delete ‘

152.58.194.160/32 X

Add rule

Cancel Preview changes Save rules

[2J cloudsShell  Feedback

© 2024, Amazon Web Services, Inc. o its affiliates.

Pri Terms  Cookie preferences
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Verify the changes s

*

B & O & Mmav Chandan_NL ¥

N i— © You have successfully updated inbound rules for acl-Ob1fb3039f593¢7a6 / N-ACL-VPC-1
/PC dashboard

EC2 Global View [4 Network ACLs (1/2) info c \ Actions v Create network ACL [C]

Q. Find resources by attribute or tag 1 @
Filter by VPC:
-] Name v | Network ACLID v | Associated with v | Default v | vPCID v | In

Select a v

N-ACL-VPC-1 acl-0b1fb3039f593c7a6 2 Subnets Yes

v Virtual private cloud

i - acl-03a7f379¢13f71baf 3 Subnets Yes

Your VPCs
Subnets

Route tables
Internet gateways

acl-0b1fb3039f593c7a6 / N-ACL-VPC-1

Egress-only internet
ga

ways
Details Inbound rules Outbound rules Subnet associations Tags
DHCP option sets _—

Elastic IPs

Managed prefix lists Inbound rules (2) ‘ Edit inbound rules

Endpoints
[ @ Fitter inbound rutes 1 ®

Endpoint services
NAT gateways Rule number v | Type v | Protocol v | Portrange v | Source v | Allow/Deny v

Peering connections 100 All traffic All All 152.58.194.160/32 © Allow

- All traffic All All 0.0.0.0/0 ® Deny

<

Security
Network ACLs
Security groups

¥ DNS firewall

(@ Cloudshell  Feedback © 2024, Amazon Web Services, its affiliates. Privacy Terms  Cookie preferences

5.9) Create a Security Group for the EC2 Instances

Create a Security Group namely “SGEC2VPC1”

[ T s [T

Mumbai v Chandan_NL ¥

Launch Templates Security Groups (1/2) info | Cc | Actions ¥ H Export security groups to CSV/ v || Create security group | ®
1 ]

Spat Requests

QU Find resources by attribute or tag

Savings Plans
Reserved Instances

B Name v | Security group ID v | Security group name v | vPCID v | Description
Dedicated Hosts

Capacity Reservations - sg-01acda7?c90e58b6bc default vpc-028a82dd3450a8363 [4 default VPC sea

Ne:
e SG-VPC-1 59-0ddc7f309d9045132 default vpc-038c30761f40a6945 [A default VPC sea

v Images ,
AMIs

AMI Catalog
¥ Elastic Block Store = B E =

Volumes 59-0ddc7309d9045132 - default

Snapshots

Lifecycle Manager
Details Inbound rules Outbound rules Tags

¥ Network & Security

Elastic IPs
e Inbound rules (2) ‘ c Edit inbound rules

Placement Groups
1 @

Key Pairs Q Search ‘
Network Interfaces
(] Name v | Securitygrouprule... ¥ | IP version v | Type v Protocol v Port range
¥ Load Balancing
[m] - 5qr-0309635dcBee243... - All traffic All Al
Load Balancers - 3 hd

2J cloudshelt okie preferences
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B CreateSecurityGroup | EC2 |ap X +

% ap-south-1.console.aws.amazon.com/ec2/home ecurityGroup: * O L 0%

t+5] B 4 ® @& tumbiv  ChandannLy

EC2 » Security Groups » Create security group ®

Create security group

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below

Basic details

Security group name Info
SG-EC2-VPC-1

Name cannot be edited after creation,

Description Info

SG-EC2-VPC-1

VPC Info

vpc-0a8c30761f40a6945 (PVC-1) v

Inbound rules info

Type info Protocol info  Portrange Info Source Info Description - optional info
All traffic v Custom w Q, sg-0ddc7f309d904512 X ‘ ‘ Delete ‘
59-0ddc7f309d9045132 X

() cloudshetl  Feedback © 2024, Amazon Web Services, Inc. o its affiliates. Terms  Cookie praferences

Click on “Add rule” button, select “All traffic” and select the Security Group created
for the “MY-VPC-01”. Click on “Add rule” button again, select “All traffic” and select
“My IP” option

b4

2] L @ & Mumbai v Chandan_NL v

VPC info -

vpc-0a8c30761f40a6945 (PVC-1) v

Inbound rules info

Type Info Pratocol Info Portrange Info Source Info Description - optional Info

All traffic v y | Custom w Q sg-0ddc7f309d904512 X ‘ ‘ Delete ‘
59-0ddc7130905045132 X |

All traffic v | MylP ¥ ‘ ‘ Delete ‘

3/32 X

Outbound rules info

Type info Protocol Info  Portrange Info Destination Info Description - optional Info

All traffic v Custom w Q ‘ Delete ‘
0.0.00/0 X

[ cloudShell  Feedback Web Services, Inc. or ts affiliates Terms  Cookie praferences
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Click “Save changes” button

o4O &

Mumbai ¥ Chandan_NL ¥

Outbound rules info

Type Info Protocol Info  Portrange Info Destination Info Description - optional Info

All traffic v Custom W Q ‘ Delete

Add rule

A\ Rules with source of 0.0.0.0/0 or ::/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only. X

Tags - optional

A tag is a label that you assign to

y and an optional value. You can use tags

Key Value - optional

Q Name x Q SG-EC2-VPC-1 X Remove

Add new tag

fou can add ug

Cancel Create security group

Verify the created Security Group

* O L 0%

BB & @ @& Mumbaiv ChandanNL¥

EC2 Dashboard @ Security group (sg-081b44f4f82f9351¢ | SG-EC2-VPC-1) was created successfully x

EC2 Global View b E=ED
Events
EC2 > Security Groups » sg-081b44f4f§2f9351c - SG-EC2-VPC-1
¥ Instances
Instances sg-081b44f4f82f9351c - SG-EC2-VPC-1 Actions ¥
Instance Types
Launch Templates .
Details
Spot Requests
Savings Plans
Security group name Security group ID Description VPCID
Reserved Instances SG-EC2-VPC-1 5g-081b44F4F82f9351¢ SG-EC2-VPC-1 wpc-0a8c30761£40a6945 [
Dedicated Hosts
. Owner Inbound rules count Outbound rules count
Capacity Reservations
New (3 773907428510 2 Permission entries 1 Permission entry
v Images
AMIs Inbound rules Outbound rules Tags
AMI Catalog
¥ Elastic Block Store
Volumes Inbound rules (2) c Edit inbound rules
Snapshots Q sear 1 Iy
Lifecycle Manager
0 Name v | Securitygrouprule... ¥ | IP version v | Type v | Protocol v | Portrange

v Network & Security

23 cloudshelt r its affiliates. Priv okie preferences

Department of Computer Applications 33



EBS Demonstration using EC2 T. John College

6) EC2 - Project Set-Up and Execution

6.1) Creation of EC2 Windows Server Instances and EBS Volume in the just
created Custom VPC

Launch three EC2 Instances using “Amazon Windows Server AMI”.

ole Home | Console Hom: X+

%5 ap-south-1.co amazon.com/ e?region=ap-south-1# * O O%

ervices | Q EC2| @ &  Mumbaiv

Chandan_NL ¥

to default layout

Services
Features (57) Create application
Resources (NeW .
Documentation (34,444)
Knowledge Articles (608)
Marketplace (3,317) uild s 1

Blogs (2,123)

Events (30) & Region v | Originating account

Tutorials (21) Protect resources from accidenta
ons

- Ar h-Ashee ‘ an application
Continual vulnerabi
ation
Features
7

ptal costs per month

Cookie preferences

3 cloudshelt mazon Web Servic Privacy  Terms

D
1.console.aws. com/ o # 9 0%

B 4 @ & tMmbiv Chandan NL ¥

EC2 Dashboard X Instances info c | Instance state v H Actions ¥ i Launch instances ¥ |

EC2 Global View Q. Find Instance by attribute or tag (case-sensitive) |Anys‘ratr~ v 1 &

Events Name © | Instance ID Instance state ¥ | Instancetype ¥ | Status check Alarm status Availability Zone @ | Public IPva DNS

v Instances
No instances

You do not have any instances in this region

Instance Types Launch instances
Launch Templates
Spot Requests

Savings Plans

Reserved Instances

Select an instance & X
Dedicated Hosts
Capacity Reservations
New
¥ Images
AMIs
AMI Catalog
v Elastic Block Store
Volumes
Snapshots
Lifecycle Manage
¥ Network & Security
@ CloudShell Feedback ® 2024, Amazon Web Services, or its affiliates. Privacy Terms Cookie praferences
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Give instance name and click on Browse more AMI’s

= Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

|WIN—] I

Add additional tags

¥ Application and OS Images (Amazon Machine Image) it

An AMI is a template that cantains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for
below

Q. Search our full catalog including 10005 of application and OS i

Recents Quick Start
Amazon mac0S Ubuntu Windows Red Hat SUSE Li Q
Linux
Browse more AMIs
>
& ubuntu® || B% Microsoft || & Rearat c- ncluding AMIs from
Mac SUS| WS, Markety and

[2J cloudshe!

th-1#Launch

r O
B 4 O @

Mumbai ¥

¥ Summary

Number of instances  Info

1

Software Image (AMI)

Amazon Linux 2023 AMI 2023.3.2...read more
149e347967dbf 182

Virtual server type (instance type)

t2.micro

Firewall (security group)
New security group

Storage (volumes)

1 volumels) - 8 GiB

@ Free tier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which
t2.micro is unavailable) instance
usage on free tier AMIs per
month, 30 GiB of EBS storage, 2 -

Cancel Launch instance
Review commands

Terms

* O
B & O @

Mumbai ¥

rdows"

by entering a search term e.g. *

Community AMIs (500)

Published by anyone

Quickstart AMIs (47) My AMIs (0) AWS

Commonly used AMIs Created by me »

Marketplace AMIs (9123)

& trusted third-party AMIs

W \icrosoft Microsoft Windows Server 2022 Core Base

ami-0220b02479%featcd (64-bit (x86))
‘Windows

Free tier eligible

Platform: wi

ce type: ebs

Micrasoft Windaws 2022 Datacenter Core edition. [English]

Select

O 64-bit (x86)

Virtualization: hvm ENA enabled: Yes

E® Microsoft Microsoft Windows Server 2019 Base

ami-Ocdad8f13c46c8fes (64-bit (xB86))
Windows

Free tier eligible o
Verified provider

Microsoft Windows 2019 Datacenter edition. [English]

Select

© 64-bit (x86)

Virtualization: hvm ENA enabled: Yes

B® Microsoft  Microsoft Windows Server 2019 Core Base

ami-Oe5cdf27baaal Ofda (64-bit (x86))
‘Windows

Microsoft Windows 2019 Datacenter Core edition. [English]

Free tier eligible

Platform: windows Rox

ce type: ebs
Verified provider

W \dicrosoft Microsoft Windows Server 2016 Base

ami-0db8668:

b2977cf (64-bit (x86))

23 cloudshe! Fex

Select

P cusensoteves | © 64DILHEO)

o% :

Chandan_NL ¥

o% :

Chandan_NL ¥
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Select instance type “t2.micro” and select existing “key pair”

¥ Instance type info | Get advice

Instance type

t2zmicro Free tier eligible

t2 1vCPU  1GiBMemory Current generatio

-Demand Linux base pricing: 0.0124 USD

Hour v
0.017 USD per Hour

se pr
base pricing
SUSE base pricini

Wind
RE

Additional costs apply for AMIs with pre-installed software

* Key pair (login) info

(D All generations

Compare instance types

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance

Key pair name - required

fecrypt the administrator pas

v Network settings fo

[2J cloudshe! Fe:

* O

2] L @ & Mumbai v

¥ Summary

Number of instances  Info

1

Software Image (AMI)
Microsoft Windows Server 2019 ...read more
edadsf13

d6ctifel

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volumels) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.

Terms

Chandan_NL ¥

Click on edit in network settings panel

th-1#Launch

v Network settings mfo

Network  info

wpc-028a82dd3450a8363

Subnet  Info

No preference (Default subnet in any availability zone)
Auto-assign public IP Infe

Enable

Firewall (security groups)  Info

set of firewall rules that control the rules to al

our instance.

ity grou

© Create security group ‘ ‘ (O Select existing security group |

We'll create a new security group called 'launch-wizard-1° with the following rules:

Allow RDP traffic from

Helps you connect to your instance

Anywhere v
0.000/0

| Allow HTTPS traffic from the internet

en creating a web server

p an endpoint, for axampl

(] Allow HTTP traffic from the internet

Te set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting

security group rules to allow access from known IP addresses only.

23 cloudshe! Fex

X

Mumbai ¥

¥ Summary

Number of instances  Info

1

Software Image (AMI)

Microsoft Windows Server 2019 ...read more
ami-Ocdad8f1 3ea6enfes

virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volumels) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.

Chandan_NL ¥
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Select a custom VPC created

Select a Subnet Public (SN1) availability zone in 1a and select an existing security group
created in VPC

For Windouws instances, you use a k
our instance

pair to decrypt the administrator password. You then use the decrypted password to con

v Network settings mfo

VPC - required  Info

vpe-0a8c30761f40a6945 (PYC-1)

v C
10.00.0/26

Subnet  Info

subnet-06cfd14b6df2917f0 SN-1
vpc-0aBC30761/40a6845 Owner: 773907428510 v C Create new subnet [
ability Zone: ap- a 1P addresses available: 11 CIDR: 10.

Auto-assign public IP  info

Enable v |

Firewall (security groups)  Info

A security groug 2 set of firewall rul hat control the traffic for your instas t reach your
instance

O Create security group © Select existing security group I
Common security groups Info

Select security groups v

Compare security

SG-EC2-VPC-1 sg-081b44f4f82f9351c X

VPC: vpc-0a8c30761f4026945

group rules

jou 2dd or remove here will be added 1o or remos

ty groups t

» Advanced network configuration

group rules

Security groups o add or remove here wil dded to or remon

d from all your network interface

» Advanced network configuration

Advanced

¥ Configure storage o

¥ | Root volume (Not encrypted)

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

@ Click refresh to view backup information ¢}

The tags that you assign determine whether the instance will be bac

Data Lifecycle ©

policies.

0 x File systems Edit

» Advanced details in%

*

B & O @

¥ Summary

Number of instances  info

1

Software Image (AMI)

Microsoft Windows Server 2019 ...read more
ami-Ocdadgf13 3

Virtual server type (instance type)

t2.micro

Firewall (security group)
SG-EC2-VPC-1

Storage (volumes)

1 volumels) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.

Web Services, Inc. or ts affiliates

Software Image (AMI)

Microsoft Windows Server 2019 ...read more
ami-Ocdad8f13c

fe6

virtual server type (instance type)

t2.micro

Firewall (security group)

SG-EC2-VPC-1

Storage (valumes)

1 volumels) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.ricro i
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.

Cancel Launch instance

Review commands

33 cloudshet

S BT

Mumbai ¥ Chandan_NL ¥

Terms

S BECTI

Mumbai ¥ Chandan_NL ¥

ki preferencas
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Click on view all instances

EC2 > Instances > Launch an instance

@ Success
Successfull;

tiated launch of instance (i-08a1d33615dd3d22b)

L

Mumbai ¥

B & 0 @

Chandan_NL ¥

w Launch log

Initializing requests @ Succeeded
Launch initiation @ Succeeded
Next Steps
Q What would you like to do next with this instance, for

Create billing and free tier usage
alerts

To manage costs and avoid surprise bills, set
up email notifications for billing and free

tier usage thresholds.

Create billing alerts [4

1" or “create backup’

Connect to your instance

Once your instance is running, log into it
from your local computer.

Connect to instance [7

Learn more [4

Connect an RDS database

Configure the connection between an EC2
instance and a database to allow traffic flow
between them

Connect an RDS database [

Create a new RDS database [

Learn more [4

Create EBS snapshot policy

Create a policy that automates the creation,
retention, and deletion of EBS snapshots

Create EBS snapshot palicy [3

preferences

Create another EC2 instance using same steps. Two EC2 Instances (WIN1 and WIN2)

in the Mumbai AZ “1a”.

B £c2)apsouth-1

2/home?region=ap-south-1#instan: e=tags:true? tagsfalse in) & O%
Mumbai ¥ Chandan_NL ¥
EC2 Dashboard % Instances (2) info Instance state ¥ Actions ¥ Launch instances v @
EC2 Global View Q Find Ins e by attribute or t se-sensitive) | Any state v 1 @
. [ Name /- v | instance 1D Instancestate v | Instancetype ¥ | Status check Alarm status Availability Zone @ || Public IPw
v Instances [ WIN-T i-08a1d33615dd3d22b Ostopped @ @ tZmicro - Viewalarms 4+ | ap-south-1a -
[ WIN2 i-0c03ad08ac6bee514 @ Stopping & t2.micra - View alarms 4+ ap-south-1a -

Instance Types
Launch Templates
Spot Requests
Savings Plans )
Select an instance
Reserved Instances
Dedicated Hosts

Capacity Reservations
New

Ll

Images
AMIs

AMI Catalog

L]

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

r its affiliates. Priy Terms

okie preferences

[2J cloudShell  Feedba
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Create one EC2 Instance (WIN3) in the Mumbai AZ “1b”.

B £c2)apsouth-1

2] L @ & Mumbai v Chandan_NL v

EC2 Dashboard Instances (2) info Instance state ¥ Actions v i Launch instances v | ]
EC2 Global View Q Find ttribute or tag (case-sensitive) | Any state v 1 @
Events [ Name v | Instance D Instance state ¥ | Instancetype ¥ | Status check Alarm status Availability Zone ¥
¥ Instances L WIN-1 i-0Ba1d33615dd3d22b OStopped @ @ t2mico - Viewalarms +  ap-south-1a -
[ WIN-2 i-0c03ad08ac6bees14 O sStopped & t2.micro - View alarms =+ ap-south-1a -
Instance Types I H
Launch Templates
Spot Requests
Savings Plans Select an instance - & X

Reserved Instanc

Dedicated Hosts

Capacity Reservations

New

Images
AMIs

AMI Catalog

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security

[2J cloudshe! Fe: Terms

* O &0

B &4 @ & Mmar Chandan_NL ¥

= Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by ®
following the simple steps below. ¥ Summary
S
Name and tags info Number of instances  info
1
Name
I WIN-3 | Add additional tags Software Image (AMI)
Amazon Linux 2023 AMI 2023.3.2...read more

ami-0449¢

967dbf18a

Virtual server type (instance type)

v Application and OS Images (Amazon Machine Image) info t2.micro

Firewall (security group)
New security group

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for

below
Storage (volumes)

1 volumels) - 8 GiB

Q. Search our full catalog including 10005 of application and OS images

Recents Quick Start @ Free tier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regiens in which
Amazon macOs Ubuntu Windows Red Hat || SUSELi Q t2.micro is unavailable) instance
Linux usage an free tier AMIs per
5 Brawse more AMIs month, 30 GiB of EBS storage, 2 -
aws & ubuntu® || BE Micosoft || @ rearat o=
Mac sus!
Cancel Launch instance

view commands

[2J cloudshe! Web Services, Inc.
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Select Microsoft Windows Server 2019 Base

2J cloudshelt

sth-1#Laur

B 4 O @

b4

o

Mumbai ¥

by entering a search term e.g.

Quickstart AMIs (47) My AMis (0)

Commonly used AMIs Create

B2 Microsoft

Windows

Free tier eligible

AWS Marketplace AMIs (9123)

WS & truste

Community AMIs (500)

third-party AMIs Published by anyone

Microsoft Windows Server 2022 Core Base
ami-0220b024799feasced (64-bit (x86))

Micrasoft Windaws 2022 Datacenter Core edition. [English]

Platform

vice type:

Select

Virtualization: hvm ENA enabled: Yes

O 64-bit (x86)

Microsoft

Windows

Free tier eligible
Verified provider

Microsoft Windows Server 2019 Base
ami-Ocdad8f13c46¢8fet (64-bit (xB6))

Micrasoft Windows 2019 Datacenter edition. [English]

Platform: wind Root device type: el

Select

Virtualization: hvm ENA enabled: Yes

© 64-bit (x86)

B8 Microsoft

‘Windows

Free tier eligible
Verified provider

Microsoft

Fey

aws.amazon.com/ec

v Instance type info | Get advice

Microsoft Windows Server 2019 Core Base
ami-Oe5cdf27baaal Ofda (64-bit (xB6))

Microsoft Windows 2019 Datacenter Core edition. [English]

Platform: windows

Microsoft Windaws Server 2016 Base
ami-0db8668351b9977cF (64-bit (x86))

Instance type

t2.micro

Additional costs apply for AMIs with pre-installed software

Free tier eligible
(D All generations

Compare instance types

) Cloudshell

v Key pair (login) o

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

before you launch the instance.

Key pair name - required

v Network settings info

edback

C Create new key pair

Select

Virtualization: hvm ENA enabled: Yes

*
4 0 @

v Summary

Number of instances  Info
1
Software Image (AMI)

Microsoft Windows Server 2019 ...read more
ami-Ocdadsf

3cabeafes

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volumels) - 30 Gig

X

@ Free tier: In your first year includes
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the intemnet.

© 2024, Amazon Web Services,

vacy

© 64-bit (x86)

Terms

tn)

Mumbai ¥

Terms

o% :

Chandan_NL ¥

ookie preferences

Chandan_NL ¥

Cookie preferences
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Click on edit in network settings panel

Select a custom VPC created

Select a Subnet Private (SN2) availability zone in 1b and select an existing security
group created in VPC

Mumbai ¥ Chandan_NL ¥

33 cloudshent

v Network settings info

VPC - required  Info

vpe-0aBc30761140a6945 (PVC-1) - c
10.0.0.0/26
Subnet  Info
subnet-Oc4ed7d0be8650b1c SN-2
1t v C Create new subnet [2

CIDR: 10.0.0.16/28

Auto-assign public IP Infe

Firewall (security groups)  Info

ity group s a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

ance.

O Create security group I O Select existing security group |

Common security groups Info

Select security groups v
Compare security
SG-EC2-VPC-1 sg-081b44faf82f9351c X group rules

VPC: vpc-0aBc3076 11402694

Security groups that you add or remave here will be added to or removed from all your network interface

» Advanced network configuration

Fey

¥ Summary

Number of instances  Info

1

Software Image (AMI)

Microsoft Windows Server 2019 ...read more
ami-Ocdad8f1 3ea6enfes

virtual server type (instance type)

t2.micro

Firewall (security group)
SG-EC2-VPC-1

Storage (volumes)

1 volumel(s) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshats, and 100 GB of bandwidth
to the internet.

ritsaffiliates.  Priy Terms  Cookie preferences

Click on Launch instance

23 cloudshelt

g-08 1044f4f

VPC: vpe-0aBc30761f4026945

group rules

hat you add or remove here wi dded to or removed from all your network interface

» Advanced network configuration

¥ Configure storage nfo Advanced

x| 30 GiB  gp2 v | Rootvolume (Not encrypted)

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

@ Click refresh to view backup information (¢ ]

The tags that you assign determine whether the instance will be backed up by any
Data Lifecycle M

policies

0 x File systems Edit

» Advanced details o

* O
L @ & Mumbai v

Chandan_NL ¥

Software Image (AMI)

Microsoft Windows Server 2019 ...read more

ami-0cdad8f13¢a6eBre6

Virtual server type (instance type)

t2.micro

Firewall (security group)

SG-EC2-VPC-1

Storage (volumes)

1 volumels) - 30 GiB

@ Free tier: In your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per month, 30 GiB of EBS
storage, 2 million 10s, 1 GB of
snapshots, and 100 GB of bandwidth
to the internet.

Cancel Launch instance

Review commands

2

) 2024, Amazon Web Services, Terms ‘ookie preferences
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Click on view all instances

B Instances | EC2 | ap-south-1

* O

Mumbai ¥

B 4 O @

Chandan_NL ¥

EC2 Dashboard % Instances (3) info Instance state v Actions v Launch instances v @
E£C2 Global View attribute or tag (case-sensitive) |Any~;ran- v 1 (0]
Fvents [ @ | Instance ID Instance state ¥ | Instancetype ¥ | Status check Alarm status Availability Zone ¥ | Public IPw
¥ Instances L i-0c03ad08acGbee514 OStopped @ @ t2mico - Viewalarms + | ap-south-1a -
[ WIN-1 i-0Ba1d33615dd3d22b O sStopped & t2.micro - View alarms =+ ap-south-1a -
Instance Types [ WIN-3 i-0314c0echBb8553dc @Pending @ & t2.micro - View alarms + ap-south-1b -
Launch Templates LS
Spot Requests
Savings Plans Select an instance & X

Reserved Instances
Dedicated Hosts

Capacity Reservations

New

Images
AMIs

AMI Catalog

<

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager
w Network & Security

Terms

[2J cloudshell  Fey

ookie preferences

6.2) Create an EBS Volume (Addl-EBS-01-Demo) in Mumbai AZ “1a” and attach
it to the Instance (EC2-WIN-01-EBS-DEMO)

Create a new EBS volume

B £c2)apsouth-1

Mumbai ¥ Chandan NL ¥

EC2 Dashbaaed x Volumes (3) info L Actions ®
EC2 Global View Q Search 1 [5) [c]
Fvents 0 Name v | VolumeID v | Type ¥ | Size v | 10PS v | Throughput ¥ | Snapshot v | Created v

v Instances [ Win-3 vol-0511c707fbe521ecs gp2 30 Gib 100 - snap-Oe7eaScfdc2..  2024/03/25 19:20 GMT+
Instances [ Win-1 vol-Obe2c14b2eedf69c2 gp2 30 GiB 100 - snap-0badfasbal...  2024/03/25 19:02 GMT+5:...
Instance Types ( Win-2 vol-07e2815d017a339b7  gp2 30 GiB 100 - snap-0baSfasbaB.. 2024/03/25 19:16 GMT#5:....

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity
Reservations New

v Images
AMIs

AMI Catalag

w Elastic Block Store

Snapshets

Lifecycle Manager

Summary for all volumes in this Region

[2J cloudShell  Feedba

) 2024, Amazon Web Services,

r its affiliates.

Priv Terms  Cookie preferences
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Set volume size to 60 GB and Availability Zone as “1a”

* O & 0%

aws, s i 3 &  Mumbai v Chandan NL ¥

@ vec B ec2
= Create an Amazon EBS volume to attach to any EC2 instance in the same Availability Zone.

Volume settings

Volume type _Info

General Purpose SSD (gp2) v

Size (GiB)  Info

16384 GiB. The value must be an integer.
I0PS  Info
180/ 3000
Baselin, OPS per th a minimum of 100 I0PS, burstable to 3000 IOPS

Throughput (Mig/s)  Info
Not applicable

Availability Zone _info
|ap—suu s v

Snapshot ID - optional  Infa

Don't create volume from a snapshot v ‘ c

Encryption  Info

Jse Amazon EBS encryption as an encryption solution for your EBS resources associated with your ECZ instances

Web Services, Inc. Cookie preferences

v [ Create volume | EC2 . B Free Tier | Billing and
< C @ % ap-south-1.con

Services | Q | & Mumbai v Chandan NL v

- Don't create volume from a snapshot C ®
Encryption Info ®
se Amazon EBS encryption as an encryption solution for your EBS resources associated with your EC2 nstances

] Encrypt this volume

Tags - optional info

tagisa you ource. Each tag consists of a key and an optional value. You can use ch and filter
Value - optional
X | | Q Add-eBsvi X Remove
J
Add tag

Snapshot summary info c

@ Click refresh to view backup information
at you select and the tags that you assign determine whether the volume will be backed up by any

The volume typs
Data Lifecy

Cancel

(@ Cloudshell  Feedback © 2024, Amazon Web Services,

oritsaffiliates.  Privacy Terms  Cookle preferences
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Verify your created volume

v @ £c2|ap-south-1 B rre v | Billing and Cc

< e?regio th v L * O
Services | Q | & L @ (O] Mumbai v Chandan NL v
@l vec B 2

665 Bt x Volumes (1/4) info [ G ][ Actions v Create volume ©
EC2 Global View Q Search . ® ®
Events -] Name v | VolumeID v | Type @ | Size v | 10PS v | Throughput ¥ | Snapshot v | Created v

v Instances C Win-3 vol-0511c707fbc921ecs gp2 30GiB 100 - snap-Oe7ca5cfdc2.. 2024/03/25 19:20 GMT+5:....
Instances [ Win-1 vol-Obe2c14b2ee9f69c2 gp2 30GiB 100 - snap-0badfdsba8...  2024/03/2519:02 GMT+5:...
Instance Types [ Win-2 vol-07e2815d017a339b7 ap2 30 GiB 100 - snap-0badfasbas. 2024/03/2519:16 GMT+5:....
Launch Templates L Add-EBS-V1 vol-0f287508ef1c2906¢ ap2 60 GiB 180 - - 2024/03/25 19:33 GMT+5: I

Spot Requests %

Savings Plans
Reserved Instances
Dedicated Hosts

Capacity

Reservations New Volume ID: vol-0f287508ef1¢2906d (Add-EBS-V1) & X
v Images Details | Status checks Monitoring | Tags
AMIis
Volume e Volume stz
AMi Catalog Volume ID Size Typ olume status
vol-0f287508ef1c2906¢ (Add-EBS-V1) 60 GiB ap2 © Okay
¥ Elastic Block Store AWS Compute Optimizer finding Volume state 10Ps Throughput
Volumes ® Opt-in to AWS Compute Optimizer for re @ Creating 180
shas commendations. | Leam more (2
Lifecycle Manager Encryption KMS key ID KMS key alias KMS key ARN
Not encrypted
@ CloudShell Feedback © 2024, Amazon Web Services, its affiliates. Privacy Terms Cookie preferences

Attach the created volume to the EC2 Instance

9 & 08

Mumbai ¥ Chandan NL ¥

EC2 Dashboard X Volumes (1/4) info c Actions & Create volume 6]

EC2 Global View Q. Search Modify volume ®
Events . Create snapshot
B Name v | VolumeID v | Type v | Size v | 10Ps v | Throughput ¥ | Snapshot ]
Create snapshot lifecycle policy
¥ Instances [ Win-3 vol-0511¢707fbe921ecs gp2 30 GiB 100 - snap-Oe7ci
Delete volume
Instances [ Win-1 vol-Obe2c14b2ee9f69c2 ap2 30GiB 100 - snap-0ba
| awach volume
Instance Types [ Win-2 vol-07e2815d017a339b7 ap2 30 GiB 100 - snap-0l
Launch Templates Add-EBS-V1 vol-0287508ef 1c2906¢ ap2 60 GiB 180 - E 5.

Spot Requests
Manage auto-enabled 1/Q
Savings Plans
Manage tags
Reserved Instances

= Fault injection >
Dedicated Hosts Volume ID: vol-0f287508ef1¢2906¢ (Add-EBS-V1) e
Capacity
Reservations New Details Status checks Monitoring Tags
¥ Images Volume ID Size Type Volume status
vol-0f287508ef1c2906¢ (Add-EBS-V1) 60 GiB gp2 @ Okay
AMIs
AMI Catalog WS Compute Optimizer finding Volume state 10PS, Throughput
) @ Opt-in to AWS Compute Optimizer forre @) Available 180
v Elastic Block Store commendations. | Learn more [5
Volumes Encryption KMS key ID KMS key alias KMS key ARN
Snapshots Not encrypted - - -
Lifecycle Manager Fast snapshot restored Snapshot Availability Zone Created
No - ap-south-1a (3 Mon Mar 25 2024 19:33:28 GMT+0530

[2J cloudShell  Feedba Terms ookie preferences
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Select instance “WIN1” and click on Attach volume

me |EC2|ap-south % [ Free Tier | Biling and Cost M

* O & 0%

& Mumbai ¥ Chandan NL ¥

EC2 > Volumes » vol-0f287508ef1c2906c » Attach volume

Attach volume .

Attach a volume to an instance ta use it as you would a regular physi

al hard disk drive.

Basic details

Volume ID

@ vol-0f287508ef 1¢2906¢ (Add-EBS-V1)
Availability Zone
ap-south-1a
Instance  Info
i-04f53c28e2c7700fa A l&]

al layed.
i-04f53c28e2c7700fa

IN-1) (stopped) —

i-0e4c511f06d2611b2

WIN-2) (stoppec)

Cancel Attach volume

2J cloudshelt Terms ‘ookie preferences

B Instances | EC2| ap-south-1 B Free Tier | Billing and Cost M:
* O L OB

& Mumbai ¥ Chandan NL v

£C2 Dashboard x Instances (1/3) ifo Instance state ¥ Actions ¥ Launch instances  w O
EC2 Global View Q, Find Instance by attribute or tag ( [Austates v 1 @
Fvents = Name /& v | Instance D instancestate v | Instancetype ¥ | Status check Alarm status Availability Zone ¥ | Public IPw

¥ Instances 0 WIN-3 i-09abc82fcbda9200f ©Stopped & & t2.micro - View alarms 4 ap-south-1b -
Instances I WIN-1 i-04f53c2802c7700fa © stopped @ @ t2.micro - View alarms + ap-south-1a - I
Instance Types 0O WIN-2 i-0e4c511f06d2611b2 Ostopped @ @ t2micro - Viewalarms 4+ ap-south-1a -
Launch Templates ’
Spot Requests
Savings Plans
Reserved Instances = ~
Dedicated Hosts Instance: i-04f53c28e2c7700fa (WIN-1) & X
Capacity w Block devices
Reservations New

v Images Q Filter block devices |
AMIs Volume ID | Device name Volume size (GiB) | Attachmentstatus | Attachment time Encrypted KMS key ID
AMI Catalog vol-Obe2c14b2eeof69c2 fdev/sdal 30 @ Attached 2024/03/25 19:37 GMT+5:30 Mo N

v Elastic Block Store vol-0f287508ef1c2906¢ xvdf 60 @ Attached 2024/03/25 19:33 GMT+5:30 No -
Volumes ,
Snapshots ¥ Recent root volume replacement tasks

Lifecycle Manager

Q Filt

[2J cloudShell  Feedback Terms ookie preferences
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6.3 Connect to the Instance (WIN1) through RDP.

Billing and Cost M +

aws.amazon.com, me?region=a t s e=ta ien ex=tags:false%5C clientfalse * O R )

® L @ (O] Mumbai v Chandan NL v

€65 Dadhibosia x Instances (1/3) wfo &) \ Connect Instance state v Actions ¥ Launch instances v (]
EC2 Global View Q Find Instance by attribute or tag (case-sensi All states w 1 o]
Events (-] Name /' v Instance ID Instance state ¥ Instance type ¥ Status check Alarm status Availability Zone ¥ Public IPw
¥ Instances E WIN-3 i-09a6c82fc6da9200f © sStopped @ @ t2.micro - View alarms 4= ap-south-1b -
Instances WIN-1 i-0453c28e27700fa @Running @ @  t2.micro @ Initializing Viewalarms +  ap-south-1a -
Instance Types 5 WIN-2 i-0e4c511f06d2611b2 © Stopped @ @ t2.micro - View alarms 4 ap-south- -

Launch Templates
Spot Requests
Savings Plans Instance: i-04f53c28e2¢7700fa (WIN-1) @ X
Reserved Instances

Details Status and alarms New Monitoring Security Networking Storage Tags
Dedicated Hosts
Capacity

¢ ¥ Instance summary Info
Reservations New

Instance ID Public IPv4 address Private IPv4 addresses
v Images i-04f53c28e2c7700fa (WIN-1) 3.110.195.33 open address [4 10.0.0.10
AMIs
IPv6 address Instance state Public IPv4 DNS
AMI Catalog = © Running -
v Elastic Block Store Hostname type Private IP DNS name (IPv4 only)
s 1P name: ip-10-0-0-10.ap-south-1.compute.internal ip-10-0-0-10.ap-south-1.compute.internal
Volume:
Snapshots Answer private resource DNS name Instance type Elastic IP addre
= L MICre -
Lifecycle Manager K
Auto-assigned IP address VPCID AWS Compute Optimizer finding IS

3 cloudshelt © 2024, Amazon Web Services, Inc. Terms  Cookie preferences

* 8|2 aM

B &4 ® @® Mumbv Chandan NL ¥

EC2 ) Instances » i-04f53c28e2c7700fa » Connect to instance

Connect to instance .

Connect to your instance i-04f53c28e2¢7700fa (WIN-1) using any of these options

Session Manager EC2 serial console

Instance ID
@ i-04f53c28e2c7700fa (WIN-1)

Connection Type

© Connect using RDP client

wnload a file to use with your RDP client and ret

Working
with SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

I [ Download remote desktop file I

When prompted, connect to your instance using the following username and password:

Public IP Username Info

& 3.110.195.33 Administrator v

© 2024, Amazon Web Service: Privacy Terms  Cookie preferences

(3 cloudshelt
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Click on Get password

@ wec

Instance ID @
i-04f53c28e2c7700fa (WIN-1)

Connection Type

© Connect using RDP client
file to use with your RDP client and retrieve

load 2

Waorking
with SSM Agent [3

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortut file below:

M Download remote desktop file

When prompted, connect to your instance using the following username and password:

Public IP Username Info

311019533 Administrator v

Password

(@ If you've joined your instance te a directory, you can use your directory credentials to connect to your
instance.

Cancel

[2J cloudshe! Web Services, Inc. Terms

B Free Tier | Billing and C
9 & 08

Services F Mumbai ¥ Chandan NL v

@ vec |8 ec2

I
@

EC2 > Instances » i-04f53c28e2c7700fa » Get Windows password

Get Windows password

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance

Instance ID
i-04f53c2Be2c7700fa (WIN-1)

Key pair associated with this instance

Project-Key

Private key

the field below,

your private key file or copy and paste its contents

I [ Upload private key file I |

Private key contents - optional

Cancel Decrypt password

[2J cloudshe!
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Select your key pair .pem file

& Open =
— wo = Desktop * git » - y

Cwganize ~ Mew folder =- 0 @

"'J\_'HCI'T‘:I.' AT Drate modified Ve

& OneDrive - Persc

il Deskrop *
= Downloads

o Documents

P9 Pictures *
& rtuzic *
I videos *
w [l Thic v
File rusmrme: FEM File (*.peerm)

Open Cancel

Click on decrypt password

v @ Getwindows p: wd | EC2

25 ap-south-1.cons oA d=i-0 ( \g=Englis! In) & 0%

Services t Mumbai v Chandan NL ¥
Q
@l vec B 2

= Get Windows password i ®

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance.

Instance ID
i-04f53c28e2c7700fa (WIN-1)
Key pair associated with this instance
@ Project-Key

Private key

@ Upload private key file

© Project-Key.pem
67!

8K8

Private key contents - optional

MIIEpgIBAAKCAQEASMVWRADTNWXB6fYJG1YpSkaHhO+VK JRFbIf7811FX+1W9001
yMCxYX7wWKZ5PSK7GBLgTcSEBWgdSnK 15eiLPS6EAUAUO/QOVkjrddYhjSPKNSfUs
KBAEXWdHOO06KMIENUIGgVq8scMn6KC +ipdOeYpuldy Qjx6GAc8wkvFnOJMNFjd/4
PE/egHVLCUf8P9yjVoRaFdnWmHCcCVpPS+wQUWh]j1T3FbS7KmbKigflRzZWEmMDvDgA
vh/DrhEsYH62z6VEjgAO65QUfPLotIx4gsIKZmDS)1GFXiSXFNsrNqun+wekIlYW
OscreSRCwI4MKXKRX|T+T8kv7i+B/3VLdpDS5QIDAQABAOIBAQC30EUHYBfLP+AP
LXZmdoa7i0yHPcBcz2N+E/g2831Cdpb2XBSBKG7bAknZJaX 19iNPVMIzWcjunrCl

Cancel Decrypt password

(3 cloudshelt

© 2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences
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Copy the password

& 0%

Chandan NL v

@ wec

Instance 1D -
®

i-04f53c28e2c7700fa (WIN-1)

Connection Type

© Connect using RDP client
D
your pas

Working
with S5M Agent [4

*You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following username and password:
Public IP Username info

3.110.195.33 Administrator v

Password

d*)5r*2QE 2aZAV@kODAVh eliiallps®

(@ If you've joined your instance te a directory, you can use your directory credentials to connect to your

instance

Cancel

Web Services, Inc. Terms

[2J cloudshe!

g @o %

south-1#ConnectTolnstance:instanceld =i-04f5

3 WiN-dp D Chandan NL v

698 - Done
R Project-Keypem

Instance ID
(@ i-04f53c28e2c7700fa (WIN-1)

Connection Type

© Connect using RDP client
0ad a f

10 use with y

Working
with SSM Agent [3

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and

running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following username and password
Public IP Username Info

& 3.110195.33 Administrator v

Password  Get password

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance.

Cancel

Privacy  Terms  Cookie preferences

) CloudsShell  Feedback
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Click on connect

& Remote Desktop Connection

X

. !j The publisher of this remote connection can't be identified. Do you want to connect anyway?

This remote connection could harm your local or remote computer. Do not connectunless you know where this

connection came from or have used it before.

L Publisher: Unknown publisher
o2 Type: Remote Desktop Connection
Remote computer: ec2-13-234-204-19.ap-south-1.compute. amazonaws.com

[ ]Don'task me again for connections to this computer

b Show Details I Connect

Paste your password and click on ok

== Windows Security

Enter your credentials

These credentials will be used to connect to
ec2-3-109-217-166.ap-south-1.compute.amazonaws.com.

Administrator

CHANDAN\Administrator

I" [ Remember me

More choices

Department of Computer Applications
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Click on yes to launch your windows EC2 instance

r hl

& Remote Desktop Connection X

e The identity of the remote computer cannot be verified. Do you
/  want to connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. It may be unsafe to proceed.

Certificate name

g MNameinthe cerificate from the remote computer:
EC2ZAMAZ-VUGRSQI

Certificate errors

The following errors were encountered while validating the remote
computer's cerificate:

1. The certificate is notfrom a trusted certifying authority.

Do you wantto connect despite these certificate errors?

[ ]Don'task me again for connections to this computer

View certfcate.. | v

Windows EC2 instance launched
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6.4) Create a file system in the additional volume

Type “Create and format hard disk partitions” in the Search box and verify that “Disk
Management” screen is getting displayed

(5 D €2 Filters ~~

Best match

L-El Create a restore point

Control panel

Settings

— Create and format hard disk partitions

52, Create a password reset disk

A= Use an app to create an account picture

£ create]a

| Fie System | Status | Capacity
NTES Healthy (S 3000 GB
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£ Disk Management
View Help

| Layout 1 e System | Status. | Capacity

Simple Basic [ Healthy (5. 30.00 GB

©)
30.00 GB NTFS
Hoaithy (System, Boot, Page File, Active, Crash Dump, Primary P

*0 Disk 1 1

Uniknown
6000 68
Not Initialized

W Unallocated B

View

Simple Bai TF Healthy (S 3000 GB

You must intiakze a dik bafom Logical Disk Manager can acoess &
Select daks
¥ Disk 1

Usa the folowing paritcn stye fo the selected daks:
© VER (Master Boct Recoss)
GPT (GUIO Paston Table)

Note: The GPT panition style s not mcognaed by o previcus versons of
Wendows.

*0 Disk 1

Uniknown

60.00G8 €100 GB

Not Initialized Unalfocated

W Unaliocated I Primary parttion

H-Jll £ Type here to search

Total Memory
Network : Lc

Department of Computer Applications
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& Disk Management

File Action View Help

& = n| Hrenl o= B
Volume I Layout Type File System Status I Capacity l Free Sp... | % Free l
- (C) Simple Basic NTFS Healthy (S.. 30.00 GB 12.19GB 41 %

~ Disk 0 i

Basic (C2)

30.00 GB 30.00 GB NTFS

Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

= Disk 1 |
Basic

60.00 GB 60.00 GB

Online Unallocated

. Unallocated Il Primary partition

Then select “Simple New Volume” option and create a file system in the additional
volume

¥ Disk Management
Flo Ation View Help
&% m u 1 -

Volume | Layout Type | File System
Simple Baic NTFS

©
30.00 6B NTFS
Healthy (System, Boot, Page File, Active, Crash Dumg, Prienaey Partition)

= Disk 1
Basic
600068 60100 6B
Online Unallocated

New Semple Volume..
I Unaliocated Bl Primary port
y
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By clicking next create a file system in the additional volume

New Simple Volume Wizard P4

Welcome to the New Simple Volume
Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Next.

<o core

New Simple Volume Wizard P4

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 61437
Minimum disk space in MB: 8

§

Simple volume size in MB:

oo cars
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New Simple Volume Wizard X

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

O Do not format this volume

@® Format this volume with the following settings:

File system: NTFS <
Allocation unit size: Default 2
Volume label: New Volume

(] Perform a quick format

] Enable file and folder compression

< Back Next > Cancel

New Simple Volume Wizard X

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

® Assign the following drive letter: D =
O Mount in the following empty NTFS folder:
Browse...
O Do not assign a drive letter or drive path
< Back Next > Cancel
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New Simple Volume Wizard X

Completing the New Simple Volume
Wizard

You have successfully completed the New Simple Volume
Wizard.

You selected the following settings:

Volume type: Simple Volume A~ |
Disk selected: Disk 1

Volume size: 61437 MB

Drive letter or path: D:

File system: NTFS

Allocation unit size: Default

Volume label: New Volume G
Ohriick farmat: Yea |

To close this wizard, click Finish.

< Back Finish Cancel

Verify the created a file system in the additional volume

& Disk Management

File Action View Help

= @ Hm = 1B

Volume I Layout Type File System Status I Capacity Free Sp.. | % Free
- (C) Simple Basic NTFS Healthy (S.. 30.00 GB 1219GB 41 %
== New Volume (D:) Simple Basic NTFS Healthy (P.. 60.00 GB 59.90 GB 100 %

= Disk 0 e T

Basic (C)

30.00 GB 30.00 GB NTFS

Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)

= Disk 1 e e |
Basic New Volume

60.00 GB 60.00 GB NTFS

Online Healthy (Primary Partition)

B Unallocated M Primary partition
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Select “File Explorer” option, select the additional disk attached

New Volume (0:

\iew Help

ZON WEB SERVICES
EBS Demonstration using EC2 Windows Server Instances
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Save the file as testl.txt

= This PC

~ New \olume (D

Save 33 type:

A Hide Folders Encoding: ANSI

Windows (CRLF a1, Coll

6.5) Create a Snapshot “AddSS1” from the Additional Volume

Create a snapshot of the EBS Volume

s|EC2 |apsouth-1 X+

25 ap-south-1.console.aws.amazon.col on - 1 % i
Q Search s B £H @ @ vumbaiv  ChandanNL¥
Launch Templates Snapshots info C [A Recycle Bin Actions v || Create snapshot I ®
Spot Requests Ownedbyme ¥ | | Q Search 1 & Q
Savings Plans
Name v | Snapshot ID v | Volumesize ¥ | Description v | Storagetier v | Snapshotstatus ¥ | Started
Reserved Instances
Dedicated Hosts You currently have no snapshets in this Regior
Capacity Il )
Reservations New
v Images
AMIs
AMI Catalog
v Elastic Block Store
Volumes
Lifecycle Manage
¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces
Select a snapshot above. A
v Load Balancing -
E] CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie praferences
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Select your created volume ”AddEBSV1”

v~ B Create snapshot | EC2

* O & 0%

& Mumbai ¥ Chandan NL ¥

@ wec

Resource type  Info

O Volume

volume snapshots from an

napshot from a specific

Volume ID

The volume from whic!

Select a volume -
al |
Select a valume v

vol-0511c707fbc92Tecs
Win-3
vol-Obe2c14b2ee9f69c2

vol-07e2815d017a335b7

-2

Jptionat value. You can use t; search and filter

| vol-0f287508ef1c2906¢
v

A

No tags associated with the resource.

Add tag

You can add 50 n

Cancel Create snapshot

[ cloudShell  Feedback 2024, Amazon Web Services, Inc. or its affiliates. Pri Terms  Cookie praferences

Give name to your Snapshot and click on Create snapshot

v B Create snapshot | EC2 | ap-sot
* O & 0%
aws e b 3 2] L @ & Mumbai ¥ Chandan NL ¥

@l vec |8 ec2

Volume ID

The volume from which to create the snapshot @
vol-0f287508ef1c2906¢ v

Description

Add a description for your snapshot

Snapshot of the Additional EBS Volume

255 characters maximum

Encryption info

Not encrypted

Tags info

Atagis

you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
 track your

your resou te.

Key Value - optional

|Q Name X I |q Add-55-1 X Remove

Add tag

[ cloudShell  Feedback © 2024, Amazon Web Services, Inc. o its affiliates. Pri Terms  Cookie preferences
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Verify the snapshot created

B Snapshots | EC2 | ap-south-1

* O

& Mumbai ¥ Chandan NL ¥

£C2 Dashboard % Snapshots (1/1) info C || [3 RecycleBin actions v | | Create snapshot ®
EC2 Global View Ownedbyme v | | Q Search 1 @ ©6
Events Name © | Snapshot ID v | Volumesize v | Description v | Storagetier v | Snapshot status v | Started
¥ Instances I Add-55-1 snap-096b2b30e33c1fa5e 60 GiB Snapshot of the Additional... Standard I @ Completed I 2024/‘03/2920:466*
Instances G
Instance Types
Launch Templates
Spot Requests =
Savings Plans Snapshot ID: snap-096b2b30e33¢1f35e (Add-55-1) & X
Reserved Instances Details Snapshot settings Storage tier Tags
Dedicated Hosts
Capacity Snapshot 1D Volume size Progress Snapshot status
Reservations New snap-096b2b30e33¢1f95e (Add-55-1) 60 GiB @ Completed
Owner Volume ID Started Product codes
¥ Images _
730335671615 vol-0f287508ef1c2906¢ Fri Mar 29 2024 20:46:48 GMT+0530 -
AMIs (India Standard Time)
AMI Catalag
; Encryption KMS key 1D KMS key alias KMS key ARN
¥ Elastic Block Store Not enanypoed - - -
Volumes Fast snapshot restore Description
- 9 Sna
Snapshots Snapshot of the Additional EBS Volume

Lifecycle Manager

[2J cloudshell  Fey Terms

6.6) Create a Volume namely “Copy-Addl-Vol-01” in the Availability Zone “1b”
from the Snapshot

Create a new volume from snapshot in AZ “1b”

amazon.com/ec?/ on=ap-south- K BECTI

Mumbai ¥ Chandan NL ¥

EC2 Dashboard % Snapshots (1/1) inte c \ [4 Recycle Bin Actions & | Create snapshot @
EC2 Global View Ownedbyme w | | Q szarch I Create volume from snapshot 5 ©
Events Create image from snapshot
. Name v | SnapshotID v | Volumesize v | Description v | Storagetier v | Snaj
Copy snapshot
¥ Instances Add-55-1 snap-096b2b30e33c1f95e 60GiB Snapshot of the Additional... Standard @c 2:46 GM
Delete snapshot =
Instances
Manage tags
Instance Types .
Snapshot settings >
Launch Templates
Archiving >
Spot Requests -
Savings Plans Snapshot ID: snap-096b2b30e33c1f95e (Add-55-1) & X
Reserved Instances Details Snapshot settings Storage tier Tags
Dedicated Hosts
Capacity Snapshot ID Volume size Progress Snapshot status
Reservations snap-096b2b30e33¢1f95e (Add-55-1) 60 G © Available (100%) © Completed
v Images Owner Volume 1D Started Product codes
9 730335671615 vol-0f287508ef1c2906¢ Fri Mar 29 2024 20:46:48 GMT+0530 -
AMIs (India Standard Time)
AMI Catalag .
b Encryption KMS key ID KMS key alias KMS key ARN
v Elastic Block Store Not encrypted N - -
Volumes Fast snapshot restore Description

Snapshots - Snapshot of the Additional EBS Volume

Lifecycle Manager

[3J cloudshelt , 3 okie preferences.

Department of Computer Applications 61



EBS Demonstration using EC2 T. John College

Select Availability Zone “1b”

* O sk a®

aws, s i 8] sy ®@ & Mumbai ¥ Chandan NL ¥

& vec

= Throughput (MiB/s) Info
Not applicable @

Availability Zone  info

ap-sauth-1b v |

Fast snapshot restore  Info

Not enabled for selected snapshot

Encryption

Ise Amazon EBS encryption as an encryption solution for you esources associated with your EC2 instances.

] Encrypt this volume

Tags - optional info
Atagisa label that
your resouirees

an AWS resource. Each tag consists of a key and an aptional value. You can use tags to search and filter
te.

Key Value - optional

| Q Name X I IQ CPP-ADD-EBS-V1 xI Remove
Add tag

Yau can add 49 more tags

33 cloudshelt L s affiliates.

e snapshotid=snap-096b2k * O & 0%

B 494 @ @& Mmbiv ChandnNLY

Encryption ®

] Encrypt this volume

Tags - optional

Info

earch and filter

as an AWS resource. Each tag consists of a key and an optional value. You can use

gr

Key Value - optional
Q Name b4 Q CPP-ADD-EBS-V1 4 Remove
Add tag
You can add 49 more t
Close|
Snapshot summary C

@ Click refresh to view backup information

The volume type that you select and the tags that you assign determine whether the volume

Data Life
conet

e backed up by any

3 cloudshelt

© 2024, Amazon Web Services,

oritsaffiliates.  Privacy  Terms

kie preferences
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Verify the volume created

B Snapshots | EC2 | ap-south-1

aws.amazon.com/ec2/home?regio # O &0 :

(2] o ®@ & Mumbai ¥ Chandan NL

EC2 Dashboard
EC2 Global View Snapshots (1) info [+] [2 Recycle Bin Actions ¥ Create snapshot ]

1 @

Events Qwned by me w ‘ Q Se

Ll

Instances 0 Name v | snapshot ID v | Volumesize ¥ | Description v | storagetier v | Snapshotstatus v | Started

Instances 0 Add-55-1 snap-096b2b30e33c1f95e 60GiB Snapshot of the Additional... Standard @ Completed 2024/03/29 20:46 GMT+
Instance Types L2
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts

Capacity

Reservations New

L]

Images
AMIs

AMI Catalog

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager
Select a snapshot above. ~

amazon.com/ec?/ Tregion=ap-south-1#Volum +* O L O ®

(2] L ®@ & Mumbai ¥ Chandan NL ¥

@ vec |8 2

Launch Templates " Volumes (1/5) info c Actions & Create volume @

Spot Requests Q, search Medify volume [c]

Savings Plans Create snapshot

= Name v | VolumeiD v | Type ¥ | Size v | 10pPs v | Throughput ¥ | Snapshat 1
Reserved Instances Create snapshot lifecycle policy

[ Win-3 vol-0511c707fbc921ecs gp2 30 GiB 100 - snap-Oe7c 5.

Dedicated Hosts Delete volume

CPP-ADD-EBS-V1 vol-0d5e406b722416531 ap2 60 GiB 180 - snap-0

Capacity

| Attach volume |
Reservations New [ win-1 vol-Obe2c14b2Zee9f69c2 agp2 30 GiB 100 - snap-0bad

0 Win-2 vol-07e2815d017a339b7 gp2 30 GiB 100 - snap-0ba¢ 5
v Images
O Add-EBS-V1 vol-0f287508ef1c2906¢ gp2 60 GiB 180 - - 5:

AMIs Manage auto-enabled /O
AMI Catalog Manage tags

. Fault injection >
v Elastic Block Store

Snapshets

Lifecycle Manager

Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Volume ID: vol-0d5e406b722416531 (CPP-ADD-EBS-V1) ~

<

Load Balancing

3 cloudshelt © 2024, Amazon Web Services, Terms ‘ookie pri
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Select EC2 Instance (WIN3) which is in AZ “1b” and Attach volume

b R BT

Mumbai ¥ Chandan NL ¥

EC2 > Volumes » wvol-0d5e406b722416531 » Attach volume

Attach volume .

Attach a volume to an instance ta use it as you would a regular physical hard disk drive.

Basic details

Volume ID

vol-0d5e406b722416531 (CPP-ADD-EBS-V1)

Availability Zone
ap-south-1b

Instance  info

i-09a6c82fco0a9200F a ‘ c ‘
Q| !
i-.O‘f-)aF(SZICSUQQZDOf v

ommended device names for Windows: fdev/sda1 for root volume. xvd[f-p] for data volumes.

conee!

33 cloudshelt

g &0 ®
Mumbai ¥ Chandan NL ¥

@ vec |8 2

@ Successfully attached volume vol-0d5e406b722416531 to instance i-09a6c82fc6da9200f.
EC2 Dashboard R — ———

EC2 Global View Volumes (1/5) info c Actions ¥ Create volume Q@

Events Q Search ! =
¥ Instances 2 Name v Volume ID v Type ¥ Size v 10PS v Throughput ¢ | Snapshat v Created
Instances O Wwin3 vol-0511¢707fbc921ecs ap2 30 GiB 100 - snap-Oe7caScfde2...  2024/03/2519:20 GMT+¢
Instance Types. CPP-ADD-EBS-V1 vol-0d5e4065722416531 gp2 60 GiB 180 - snap-096b2b30e... 2024/03/29 20:51 GMT+E
Launch Templates O Win-1 vol-Obe2¢14b2eedf69c2 gp2 30 GiB 100 - snap-0badfd5bag... 2024/03/25 19:02 GMT+£
Spot Requests ( Win-2 vol-07¢2815d017a339b7 gp2 30GiB 100 - snap-0bagfasbas... 2024/03/25 19:16 GMT+¢
Savings Plans 0 Add-EBS-V1 vol-0f287508ef1c2906¢ ap2 60 GiB 180 - - 2024/03/25 19:33 GMT+¢
Reserved Instances ’
Dedicated Hosts
Capacity =
Reservations Volume 1D: vol-0d5e406b722416531 (CPP-ADD-EBS-V1) ® x
¥ Images Details Status checks Manitoring Tags
AMI
AMIS Volume ID Size Type Volume status
AMI Catalog vol-0d5e406b722416531 (CPP-ADD 60 GiB gp2 @ Okay
EBS-V1)
¥ Elastic Block Store
W . ar fi folume state
Velumes AWS Compute Optimizer finding Volume state 10PS Throughput
@ Opt-in to AWS Compute Optimizer forre @ In-use 180 -
Snapshets commendations. | Learn more [
Lifecycle Manager .
! Encryption KMS key ID KMS key alias KMS key ARN

~ | Natencryp

3 cloudshelt © 2024, Amazon Web Services, Terms ‘ookie pri
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7) EBS Project Set-Up and Demonstration

7.1) Demonstrating the EBS Demo

Connect to the Instance (WIN3) through RDP.

regio 10%¢ e9%5C.c * 0 0%

B 4 ® & Mmbiv ChndanNLv

Gl vec B 2

€C3 Bashiiaara x Instances (1/3) wfo [c I‘ Connect I Instance state ¥ Actions v Launchinstances |'w| ©
EC2 Global Vie Q. Find Instance by attribute or tag (case All states v 1 @
Events Name / v | Instance ID Instancestate v | Instancetype ¥ | Statuscheck Alarm status Availability Zone v | PublicIPv

v Instances WIN-3 i-09a6c82fc6da9200f @Running @ @  t2micro @ Initializing Viewalarms 4 ap-south-1b €c2-3-110:
Instances WIN-1 i-04f53¢28e2c7700fa @Running @ @ t2.micro @ Initializing View alarms 4 ap-south-1a ec2-3-108-
Instance Types [m WIN-2 i-0e4c511f06d2611b2 @Ruming @ Q t2.micro @ Initializing View alarms 4 ap-south-1a ec2-13-23]
Launch Templates »

Spot Requests
Savings Plans

Reserved Instances

Dedicated Hosts Instance: i-09a6¢82fc6da9200f (WIN-3) @ X
Capacity ' ) ) )
eI Details Status and alarms New Monitoring Security Networking Storage Tags
v Images ¥ Instance summary Info
AMis Instance ID Public IPv4 address Private IPv4 addresses
AMI Catalog i-09a6¢82fc6da9200f (WIN-3) 3.110.107.116 |open address [4 10.0.0.22
v Elastic Block Store IPv6 address Instance state Public IPv4 DNS
- @© Running €c2-3-110-107-116.ap-south-1.compute.amazonaws.com
Volumes Jopen address [4
Snapshots
Hostname type Private IP DNS name (IPv4 only)

Lifecycle Manager 1P name: ip-10-0-0-22.ap-south-1.compute.internal

ip-10-0-0-22.ap-south-1.compute.internal

(@ Cloudshell  Feedback r its affillates. Privacy Terms  Cookie preferences

onsole.aws.amazon.com/ec2/ outh-1#( i eld=i- 200 T

@  Mumbaiy | ChandanNL v

@ vec [ ec2

= Connect to your instance i-09a6¢82fcedad200f (WIN-3) using any of these options ®

Session Manager EC2 serial console

Instance ID
(F i-09a6c82fc6da9200f (WIN-3)

Connection Type

© Connect using RDP client
with your RDP client and re

wnload

r password.
Working
with SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

B Download remote desktop file I

When prompted, connect to your instance using the following username and password:

Public DNS Username info
ec2-3-110-107-116.ap-south-
1.CoMpUte.amazonaws.com

Administrator v

Password

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance

3 cloudshel © 2024, Amazon Web Services, Inc. o its affi kie preferences
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Click on upload private key file to decrypt password and click on decrypt password

< vs.amazon.com/ec2/ho th-1# i C tTolnstanc nglish L 0%

Mumbai v Chandan NL ¥

@l vec B 2

= Get Windows password 6

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance.

Instance ID
(3 i-09a6c82fch

39200f (WIN-3)
Key pair associated with this instance
3 Project-Key

Private key

Eith

© Proj
p

578K8

ject-Key.pem

Private key contents - optional

EGIN RSA PRIVATE KE'
MIIEpgIBAAKCAQEASMVWRADTNWXB6fYJG1YpSkaHhO+VKIRFbIf7811FX+1W9001
yMCxYX7wKZ5PSK7GBLgTcSEBWgdSnK 1Seil PS6EAUAUO/QOVkjradYhjSPKNSfUs
KBAEXWJHOOBKMIGNUIGGVGEScMNEKC +ipdOeYpuldyQjx6GAc8wkvFnOIMNfid/4
PE/egHVLCUfBP9YjVoRaFdnWmHCCVpPS+wQUWh]1T3FbS7KmbKigfIRzZWEmDVDgA
vh/DrhEsYH62z6VEjgAO65QUfPLOtIX4gsIKZmDS)1GFXiOXFNsrNqun+wekIlYW
OscreSRCWI4MKXKRXj T+T8kv7i+B/3VLdpDSSQIDAQABACIBAQC30EUHYBfLp+AP
LXZmdoa7i0yHPcBcz2N+E/g283ICdpb2XB5BKG7bAknZJaX 19iNPYM9zWcjunrCl

@ CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
Select your key pair .pem file
G Open b4

i e 4k = Deskiop » git » o

| CWgamnize = Mésw Tolder E - EI ﬂ

1 Home Name Date modified
| 3 o OneDrive - Persc and
| El Desictop o

+ Downloads s

| m Documents o

| P] Pictures *
& rusic *
B vigeos *

w [l Thit P

| File name: PEM File (*.pem)

Open Cancel
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Copy the password

nect to instance | EC2 |ap- X +

< € M % apsout ama c e %« 0 K |

aws, S 1 [Alt+ 8] sy ®@ & Mumbai ¥ Chandan NL ¥

@ vec 8 ec2

= [P i-09a6c82fc6da9200f (WIN-3) ]

Connection Type

© Connect using RDP client
Do file to use with your RDP client and retrieve

Working
with SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the ROP shortcut file below:

B Download remote desktop file

When prompted, connect to your instance using the follawing username and password:

Public DNS Username Info

ec2-3-110-107-116.ap-south- &  Administrator v
1.compute.amazonaws.com

Password

MWZYSKLUHVXT. =8BGwy?Dm il

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance

Cancel

, Amazon Web Services,

(3 cloudshell ates.  Privacy  Terms  Cookie preferences

Open your downloaded remote desktop file

O > Downloads Search Downloads

(3 Details

Downloads

B Documents
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Click on connect

& Remote Desktop Connection *
: .’j The publisher of this remote connection can't be identified. Do you want to connect anyway?

This remote connection could harm your local or remote computer. Do not connectunless you know where this
connection came from or have used it before.

l_ Publisher: Unknown publisher
12 Type: Remote Desktop Connection
Remote computer: ec2-3-110-107-116.ap-south-1.compute amazonaws.com

[ ]Don'task me again for connections to this computer

¥ | Show Details Connect

Paste your password and click on ok

Windows Security

Enter your credentials

These credentials will be used to connect to ec2-3-110-107-116.ap-
south-1.compute.amazonaws.com.

Administrator
SE0ENSENBENNOOSRERROENEEEREERS

CHAMNDAN\Administrator

| | Remember me

More choices

Department of Computer Applications
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Click on yes to launch your windows EC2 instance

' & Remote Desktop Connection ®

‘i The idenftity of the remote computer cannot be verified. Do you
/ want to connect anyway?

The remote computer could not be authenticated due to problems with its security
cerificate. It may be unsafe to proceed.
Certificate name

[ s Nameinthe cerificate from the remote computer:
EC2AMAZ-3APKQY6

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

I, The cerificate is not from a trusted cerifying authority.

! Do youwantto connect despite these certificate errors?

[ ]Don'task me again for connections to this computer

View certfcate. | v

Windows EC2 instance launched
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Type “Create and format hard disk partitions” in the Search box and verify that “Disk
Management” screen is getting displayed

= (] 1] Filters ~

Best match

2 Create a restore point
Control panel

Settings

= Create and format hard disk partitions

52, Create a password reset disk

A= Use an app to create an account picture

L create]a

File Systom | Status | Capocity | Free Sp_ | % Free
NTFS Healthy (S 3000 GB 121968 41%

(<]
3000 G8 NTFS
Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
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T. John College

Verify the Disk is online

£ Disk Management

Fle Ation View Help

File System | Capacity

| Free Sp.

NTFS thy (S 3000 G8
NTFS

121968

B Unaliocated W Primary partiton

# Quick access

B Desktop

Downloads

New Volume (02

Department of Computer Applications
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Verify the availability of the text file “testl.txt” and its content

ew Help

AMAZON WEB SERVICES
EBS Demonstration using EC2 Windows Server Instances

Windows (CRLF
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Make the additional disk in the EC2 Instance (WIN1) “offline”

nagement
Pl Action View
«% m B

| File System | Status
NTES. Healthy {S.
- New Volume (D: Basi NTFS Healthy (P. 60.00 GI 5990 GB

<)
30.00 G8 NTFS
Healthy (System, Boot, Page File. Active, Crash Dump, Primary Partition)

New Volume (D:)

Convert to Dynamic Disk.

sth-1#Volum 3 Py im}
(2] L ®@ & Mumbai ¥ Chandan NL ¥

Reserved |
¢ " Volumes (1/5) info c Actions & Create volume ®

Q, Search Modify volume ®

Dedicated Hosts

Capacity
[ create snapshot

Reservations New =] Name v | volumein v | Type ¥ | Size v | 1ops v | Throughput ¥ | Snapshot
Create snapshot lifecycle policy

v Images Win-3 vol-0511c707fbc92Tecs 9p2 30GiB 100 - snap-Oe7c

AMIs [ CPP-ADD-EBS-V1 vol-0d5e406b722416531 gp2 60 GiB 180 - snap-096t 5.

AMI Catalog [ win-1 vol-Obe2c14b2Zee9f69c2 agp2 30 GiB 100 - snap-0ba!
Detach volume

0 Win-2 vol-07¢2815d017a339b7 9p2 30GiB 100 - snap-0b:
w Elastic Block Store Force detach volume

| ( ) Add-EBS-V1 vol-0f287508ef1c2906¢ ap2 60 GiB 180 - -
Volumes Manage auto-enabled /O i

Snapshats Manage tags

Lifecycle Ma Fault injection >

v Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

v Load Balancing
Load Balancers

Target Groups

Trust Stores New Volume I1D: vol-0f287508ef1c2906¢ (Add-EBS-V1) ~

3 cloudshelt Web Services, Inc. or irs affiliates.  Privacy  Terms ie preferences
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7.2) Now, attach this volume “AddEBSV1” to the EC2 Instance (WIN2) which is
in AZ “1a”

# 0O & 0%

(2] Lo ®@ & Mumbai ¥ Chandan NL ¥

&) vec Bl e

v Instances Volumes (1/5) info [¢] Actions & Create volume @

Q Search Modify volume ®

Instances

Create snapshot

Instance Types. [-] Name v | volumein v | Type ¥ | size v | 1ops v | Throughput ¥ | Snapshat 1
Create snapshot lifecyele policy

Launch Templates [ Win-3 vol-0511c707fbc92Tecs gp2 30 GiB 100 - snap-0e7¢

S0t Reauests - Delete volume

pas B [ CPP-ADD-EBS-V1 vol-0d5e406b722416531  gp2 60 GiB 180

p y
] Attach volume [

Savings Plans [ Win-1 vol-Obe2¢14b2eedf69c2 ap2 30 GiB 100 - snap-0

Reserved Instances
coervedinstance 0 Win2 vol-07e2815d017233967 g2 30GiB 100 - snap-Oba¢ 5.

Dedicated Hosts
| ' ' Add-EBS-V1 vol-0f287508ef1c2906c gp2 60 GiB 180 4
Capacity Manage auto-enabled I/O -
y v

Reservations New Manage tags

¥ Images Fault injection >

AMIs

AMI Catalog

w Elastic Block Store
Snapshots
Lifecycle Manager
¥ Network & Security

Security Groups

Elastic IPs
Volume 1D: vol-0f287508ef1c2906c (Add-EBS-V1) ~

Placement Groups

23 cloudshelt ts affiliates. Cookie preferences.

v B Auachvolume |EC2|ap-south X +
ols0®
o Services k Mumbai ¥ Chandan NL ¥

@) vec [ e

EC2 > Volumes » wvol-0f287508ef1c2906c » Attach volume

Attach volume .

Attach a volume to an instance to use it as you would a regular physical hard disk drive
Basic details

Valume ID

vol-0f287508ef1¢2906¢ (Add-EBS-V1)

Availability Zone

ap-south-1a

Instance  info
Search instance ID or

| Q layed
i-04f53¢28e2c7700fa

WIN-1) (running)

| edcs11f06d2611b2 [

N-2) (running)

cancet

33 cloudshelt ts affiliates. e preferences
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7.3) Connect to the Instance (WIN2) through RDP

B Instances | EC2 |

outh-1.consol amazon.com /h ? r h n . * 3} K | "tn E

BB & @ & Mumbaiv  ChandanNL ¥

£C2 Dashboard % Instances (1/3) nfe ‘ C I‘ Connect | Instance state w Actions v Launch instances v ®
EC2 Global View Q Instance by attribute or tag ( | Austates v 1 @
Events Name ,/* v | Instance ID Instance state ¥ | Instancetype ¥ | Status check Alarm status Availability Zone ¥ | Public IPw
¥ Instances WIN-3 i-09ab6c82fcBda9200f @Running @ @ t2.micro @ 2/2 checks passed  View alarms 4 ap-south-1b ec2-3-110
Instances WIN-1 i-04f53c28e2¢7700fa @Runmning @ @ t2.micro © 2/2 checks passed  View alarms 4 ap-south-1a ec2-3-108-
Instance Types WIN-2 i-0e4c511f06d2611b2 @Running @ @ t2.micro @ 2/2 checks passed View alarms 4 ap-south-1a ec2-13-23]
Launch Templates 3
Spot Requests
Savings Plans
Reserved Instances - =
Dedicated Hosts Instance: i-0e4c511f06d2611b2 (WIN-2) ® X
Capacity P /dev/sdat EBS disabled
Reservations New
w Block devices
¥ Images
AMIs Q F ‘
AMI Catalag
: Volume ID | Device name Volume size (GiB) | Attachmentstatus | Attachment time Encrypted KMS key ID
v Elastic Block Store vol-07e2815d017a339b7 Jdevfsdal 30 @© Attached 2024/03/25 19:16 GMT+5:30 No -
Volumes vol-0f287508ef1c2906¢ xvdf 60 @ Attached 2024/03/30 22:11 GMT+5:30 No -
Snapshots r

Lifecycle Manager

» Recent root volume replacement tasks

3 cloudshel © 2024, Amazon Web Services, Inc.

Select RDP Client and download remote desktop file and click on Get password

# & O ®

B & @ @ mbsiv  Chandenw

— Connect to your instance i-Oe4c511f06d2611b2 (WIN-2) using any of these options @&
Session Manager RDP client EC2 serial console
Instance ID

[ i-0e4c511f06d2611b2 (WIN-2)

Connection Type

© Connect using RDP client

Download 3 use with

jour RDP client and ret

your password.
Working
with SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

I 1 Download remote desktop file

When prompted, connect to your instance using the following username and password:

Public DNS Username info
ec2-13-252-140-184.ap-south-
1.compute.amazonaws.com

Administrator v

Password

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance

23 cloudshe! Fe:
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Select your key pair .pem file

& Cpen b4
— wo = Desktop * git » - y
Organize - Mew folder = - 13 @

"'r\_'HCI'T‘:I.' LA Date modified e

& OneDrive - Persc

il Deskrop *
= Downloads

o Documents

P9 Pictures *
& rtuzic *
I videos *
w [l Thic v
File rusmrme: FEM File (*.peerm)

Open Cancel

Click on upload private key file to decrypt password

rd | EC2

A % ap-south-1.console.aws.amazon.com X etWinc i-0edc511f 611b2 Co Instanc English ¥ n ) L 0%

Services | Q & L (0] (o} Mumbai v Chandan NL ¥
@l vec B 2

= Get Windows password 6

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance.

Instance ID
(3 i-0e4c511f06d2611b2 (WIN-2)
Key pair associated with this instance
3 Project-Key

Private key

© Project-Key.pem
678K8

Private key contents - optional

MIIEpgIBAAKCAQEASMVWRADTNWXBEfYJG1YpSkaHhO+VKJRFbIf7811FX+1W9001
yMCxYX7wKZ5PSK7GBLgTcSEBWgdSnK 1Seil PS6EAUAUO/QOVkjradYhjSPKNSfUs
KBAEXWdHOOBKMIGNUIGGVG8ScMNEKC +ipdOeYpuldyQjx6GAc8wkvFnOIMNid/4
PE/egHVLCUFBP9YjVORaFdnWmHCCVpPS +wQUWh;1T3FbS7KmbKigfIRzZWEmDVDgA
vh/DrhEsYH62z6VEjgAO65QUfPLOtIX4gsIKZmDS)1GFXiOXFNsrNqun+wekilYW
OscreSRCWI4MKXKRXj T+T8kv7i+B/3VLdpDSSQIDAQABACIBAQC30EUHYBfLp+AP
LXZmdoa7i0yHPcBcz2N+E/g283ICdpb2XB5BKG7bAknZJaX 19iNPYM9zWcjunrCl

33 cloudsheit

© 2024, Amazon Web Services,

or its affiliates. Privacy Terms  Cookie preferences
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Copy the password

nect to instance | EC2 |ap- X +

< C A % apsout amazon.cc 2 1 b2 * O &0

aws, S 1 [Alt+ 8] sy ®@ & Mumbai ¥ Chandan NL ¥

@ vec 8 ec2

= [P i-0e4c511/06d26711b2 (WIN-2) ]

Connection Type

© Connect using RDP client
Do file to use with your RDP client and retrieve

Working
with SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the ROP shortcut file below:

B Download remote desktop file

When prompted, connect to your instance using the follawing username and password:

Public DNS Username Info
ec2-13-232-140-184.ap-south- @ | Administrator -
1.compute.amazonaws.com

Password

Sepyledvokk=u*$5qJrwivinos R

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance

Cancel

, Amazon Web Services,

(3 cloudshell ates.  Privacy  Terms  Cookie preferences

Open your downloaded remote desktop file

O > Downloads Search Downloads

(3 Details

Downloads

B Documents
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Click on connect

r -

& Remote Desktop Connection X
‘j The publisher of this remote connection can't be identified. Do you want to connect anyway?

This remote connection could harm your local or remote computer. Do not connect unless you know where this
connection came from or have used it before.

L Publisher: Unknown publisher
o2 Type: Remote Desktop Connection
Remote computer: ec2-3-110-107-116.ap-south-1.compute. amazonaws.com

[ ]Don'task me again for connections to this computer

b Show Details I Connect Cancel

Paste your password and click on ok

Windows Security

Enter your credentials

These credentials will be used to connect to
ec2-13-232-140-184.ap-south-1.compute.amazonaws.com.

Administrator
S90S DRBRRORS

CHANDAN\Administrator

| | Remember me

More choices

Department of Computer Applications 78



EBS Demonstration using EC2 T. John College

Click on yes to launch your windows EC2 instance

' & Remote Desktop Connection ®

‘i The idenftity of the remote computer cannot be verified. Do you
/ want to connect anyway?

The remote computer could not be authenticated due to problems with its security
cerificate. It may be unsafe to proceed.
Certificate name

[ s Nameinthe cerificate from the remote computer:
EC2AMAZ-3APKQY6

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

I, The cerificate is not from a trusted cerifying authority.

! Do youwantto connect despite these certificate errors?

[ ]Don'task me again for connections to this computer

View certfcate. | v

Windows EC2 instance launched
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7.4) Type “Create and format hard disk partitions” in the Search box and bring
the additional EBS volume “Online”

B ) 53 Filters

Best match

Create a restore point

Control panel

Settings

— Create and format hard disk partitions

52, Create a password reset disk

A= Use an app to create an account picture

L create|a

Bring the additional EBS volume “Online”

£ Disk Management
le Aion View Help
e« mEm »

Volume | Loyout | Type File System _| Status
- (C) Simple Basic NTFS Healthy (S. 30.00 G
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Verify the Disk is online

File System | Status | Capacity
NTFS Healthy (5. 8
NTFS Healthy (P 60.00 GB 5990 GB

= ___ ___ __ __ ______ __ ___ |
©

30.00 G8 NTFS

Healthy (System, Boot, Page Fie, Active, Crash Dump, Primary Partition)

= Disk 1 |
Basic New Volume |
§ 60.00 GB 60.00G8 NTFS

Online Healthy (Primary Partition)

B Unallocated Il Primary partition

‘ Downloads r Music

S This PC Videos
o New Volume (D l

& Newwork

New Volume (0)
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Verify the availability of the text file “testl.txt” and its content

t View Help

AMAZON WEB SERVICES
EBS Demonstration using EC2 Windows Server Instances

Windows (CRLF) n1,Col
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8) Test Cases
Test Action

case ID

01 Login in to AWS

02 Enter an invalid
email and password

03 Start the Instances

04 Connect instance
through RDP

05 Attach the EBS
volume to the EC2
instances

06 Disk Initialization
and Verification

07 Creating text file in
the Disk

08 User attach the EBS

volume to unknown
EC2 instance

09 Creating Private Key
for the instances

10 Upload private key
for password
decryption

11 Upload different
private key for
decryption

12 Sign out

Expected
Output

AWS console

Wrong user ID
or Password
Started

Connection
Established

Attached
Successfully

Running
Correctly
Created

Instances not
Created

Private Key
created

Successfully
Decrypted

Can not
decrypt the
password
Sign out
successful

Actual
Output

AWS Console

Wrong user ID
or Password
Started

Connection
Established

Attached
Successfully

Running
Correctly
Created

Instances not
Created

Private Key
Created

Successfully
Decrypted

Can not
decrypt the
password
Sign out
successful

Result

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

Comments

Login was
successful
Login Attempt
failed

All the EC2
instances
Started
Windows
instance is
ready to use
The EBS
volume is
attached
Successfully
to the EC2
instances
Disk partition
is successful
Text file
created
successfully
Does not
attach to
unknown
instances
Creation of
private key
was
successful
The password
was
Decrypted
Unsuccessful
Decryption

AWS console
Sign out was
done
successfully
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9) Project Summary

This project has given us practical exposure to design, develop and demonstrate the usage of

EBS (Elastic Block Store) using EC2 Windows Server Instances in AWS.

It shows us how to Create Custom VPC, Subnets, Route Tables, etc and Create EC2 Windows

Server Instances and EBS Volume in the Custom VPC.

This project has also provided details about how to attach EBS volume to the EC2 Instance and
Initialize the additional EBS volume in Disk Management and create a text file in attached disk

and verify the availability of the text file in another EC2 instance(Availability Zone “1b”)

10) Conclusion

This project has given us a valuable exposure to the Cloud Computing (Amazon Web Service)

services such as Compute, Storage, Database, Networking and Content Delivery.

This project also provides a block storage solution designed for the EC2 instance. EBS is built
for high durability as well as high availability, which is ensured by the replication of data in
various Availability Zones (AZs). EBS offers multiple volume types in order to fulfil various

workload needs, from log processing to high-performance applications.

Further, we have learned about usage of VPC’s, Subnets, Route Tables, Internet gateways, EBS

Volumes, Snapshots etc. in Amazon Web Service.
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