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Get Started

This user manual describes how you can use the device user interface (Ul) to configure
and operate the NETGEAR 8-port Ultra60 PoE++ Multi-Gigabit (2.5G) Ethernet Smart
Switch, Model MS108TUP. This model provides a total PoE power budget of 230W.

The manual describes the software configuration procedures and explains the options
that are available within those procedures.

The chapter contains the following sections:

e Available publications and online help

e Switch management options and default management mode

e Manage the switch by using the device Ul
e About on-network and off-network access

e Access the switch on-network and connected to the Internet

e Access the switch off-network and not connected to the Internet
e Credentials for the device Ul

e Register the switch

e Change the language of the device Ul

e Change the management mode of the switch

e Configure ports using the Device View

e Access the NETGEAR support website
e Access the user manual online

Note: For more information about the topics covered in this manual, visit the support
website at netgear.com/support.

Note: Firmware updates with new features and bug fixes are made available from time
totime at netgear.com/support/download/. Some products can regularly check the site
and download new firmware, or you can check for and download new firmware manually.
If the features or behavior of your product does not match what is described in this
guide, you might need to update your firmware.
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Available publications and online help

You can download the following publications and more for your switch by visiting
netgear.com/support/download and entering your model number in the search box.

e Installation Guide
e Hardware Installation Guide
e User Manual (this manual)

e Lite CLI Reference Manual

When you are logged in to the device Ul, you can access documentation online by
selecting Help and clicking the link in the User Manual section.

In addition, context-sensitive online help is available in the device Ul.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.

Switch management options and default
management mode

If you prefer, you can use the switch as a plug-and-play device, so you do not need to
set up a custom configuration. Just connect power, connectto your network and to your
other devices, and you're done.

The switch provides administrative management options that let you configure, monitor,
and control the network. The device Ul is enabled by default, allowing you to configure
the switch and the network from a web browser. If you are an Insight Premium or Pro
subscriber, you can choose to manage the switch by using the NETGEAR Insight Cloud
Portal that is available from a web browser on your Windows-based computer, Mac, or
tablet, or from the NETGEAR Insight app on a smartphone or tablet.
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The switch provides the following management options that let you discover the switch
on the network and configure, monitor, and control the switch:

NETGEAR Insight Cloud Portal and Insight app: If you set the management mode
of the switch to NETGEAR Insight Mobile App and Insight Cloud Portal, you can use
the following applications to manage the switch remotely:

- Insight Cloud Portal: As an Insight Premium or Insight Pro user, you can use the
Insight Cloud Portal to set up the switch in the network; perform remote setup;
configure, manage, and monitor the switch; analyze the switch and network
usage; receive push notifications from the switch; and, if necessary, troubleshoot
the switch and the network.

- Insight app: With the Insight app, you can discover the switch on the network
and add it to a network location. You can then set up the switch in the network,
and manage and monitor the switch remotely from your tablet or smartphone,
and receive push notifications from the switch. You can choose from four methods
to add the switch to the Insight app: You can scan your network for the switch,
scan the QR code of the switch, scan the barcode of the switch, or add the serial
number and MAC address of the switch.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting
netgear.com/support/product/insight.

To use the NETGEAR Insight Cloud Portal or NETGEAR Insight app management
method, you must change the method to NETGEAR Insight Mobile App and Insight
Cloud Portal. After you do so, you can also change the method back to Directly
Connect to Web Browser Interface and use the device Ul. For more information, see

Change the management mode of the switch on page 38.
Device Ul: By default, the management mode of the switch is set to Directly Connect

to Web Browser Interface, which lets you access the device Ul. In this mode, you can
change all settings of the switch.

Note: If you plan to use NETGEAR Insight to manage the switch, we recommend
that you do not use the device Ul to change settings that are Insight manageable.
These settings are overwritten by the settings for the Insight network location to
which you assign the switch. We recommend that you use the Insight Cloud Portal
or Insight app to change Insight manageable settings.

Smart CLI: The smart command-line interface (CLI) is a text-based way to manage
and monitor the switch. You can access the CLI by using a direct serial connection,
or by using a remote logical connection with telnet or SSH. For more information
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about the smart CLI, see the CLI manual. To find the CLI manual, visit
netgear.com/support/download and enter your model number in the search box.

Manage the switch by using the device Ul

This manual describes how to use the device Ul to manage and monitor the switch.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.

Device Ul buttons and user-defined fields

The following table shows the general buttons that are used on the pages in the device
Ul. (Some pages have unique buttons.)

Table 1. Device Ul buttons

Button Function

Apply Click the Apply button on a device Ul page to save configuration changes, which take effect
immediately and are retained when you reboot the switch.

Save Click the Save button in a device Ul pop-up window to save configuration changes, which
take effectimmediately and are retained when you reboot the switch.

Add Click the Add button in a device Ul pop-up window to add and save a configuration, which
takes effect immediately and is retained when you reboot the switch.

Add New Click the Add New button to add a new item to the configuration.

Edit Click the Edit button to change a selected item.

Delete Click the Delete button to remove a selected item.

Refresh Click the Refresh button to update the page with the latest information from the switch.

Cancel Click the Cancel button to cancel your configuration changes on a device Ul page or pop-up
window.

Clear Click the Clear button to reset statistics on the page.

Logout Click the Logout button to end the device Ul session.

User-defined fields can contain alphanumeric and special characters except for the
following special characters (unless specifically noted for a feature on a device Ul page):
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Table 2. Invalid characters for user-defined fields

Invalid characters for user-defined fields

\ | / < > * ?

Interface naming conventions

The switch supports physical and logical interfaces. Interfaces are identified by their
type and the interface number. The physical ports are Multigig Ethernet interfaces,
which are numbered on the front panel. You configure the logical interfaces.

The following table describes the naming convention for all interfaces available on the
switch.

Table 3. Naming conventions for interfaces

Interface Description Example

Physical interfaces Multigig Ethernetinterfaces, which support  mg1, mg2, mg3, and so on to mg8
2.5 Gbps, 1 Gbps, and 100 Mbps. The
interface number is the port number, which
is a sequential number starting from 1.

Link aggregation group (LAG) A LAG interface is a logical interface ch1 with LAG ID 1, ch2 with LAG ID
(channel) that aggregates two or more 12, ch3 with LAG ID I3, and so on
physical ports.

Routing VLAN interfaces This is an interface used for routing VLAN 1, VLAN 2, VLAN 3, and so on
functionality.

CPU managementinterface  This is the internal switch interface c/1 cl
responsible for the switch base MAC
address. This interface is not configurable
and is always listed in the MAC address
table.

Save your changes in the device Ul

When you click the Apply button in the device Ul, your changes are saved and are
retained when you restart the switch. Thatis, your changes are saved to both the running
configuration and the startup configuration of the switch.
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Context-sensitive help

When you log in to the switch, every page contains a link to the online help that contains
information to assist in configuring and managing the switch. The online help pages
are context sensitive. For example, if the IP Network Configuration page is open, the
help topic for that page displays if you click the link to the online help.

About on-network and off-network access

You can access the switch either on-network or off-network:

o On-network and connected to the Internet: \When you use the device Ul, for easiest
access, we recommend that you cable the switch to a network that is connected to
the Internet and that includes a router or DHCP server that assigns IP addresses.
Power on the switch, and then use a computer thatis connected to the same network
as the switch to connect to the device Ul. We refer to this setup as on-network.

For more information, see Access the switch on-network and connected to the
Internet on page 21.

o Off-network and not connected to the Internet: You can also configure the switch
connected directly only to the computer that you are using to configure it. That is,
the switch is not connected to the network and the Internet. We refer to this setup
as off-network or offline. If your network does not include a DHCP server (or a router
that functions as a DHCP server), you must access the switch off-network.

For more information, see Access the switch off-network and not connected to the
Internet on page 28.

Note: We recommend that you register the switch to activate your warranty. For more
information, see Register the switch on page 32.

Access the switch on-network and connected
to the Internet

The DHCP client on the switch is enabled by default, allowing a DHCP server or router
on the network to assign an IP address to the switch.

If the switch is on-network, connected to a DHCP server, and connected to the Internet,
you can use a Windows-based computer to access the device Ul. We also recommend
that you register the switch with NETGEAR to activate your warranty. For more information

about accessing the device Ul, see Use a Windows-based computer to access the switch
on-network and connected to the Internet on page 22.
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If you use a Mac, or if you do not know the IP address of the switch, use one of the
following tools to discover the IP address of the switch on the network:

e NETGEAR Insight app: You can install the NETGEAR Insight app on an iOS or
Android mobile device and discover the IP address of the switch. See Use the
NETGEAR Insight app to discover the IP address of the switch on page 24.

o NETGEAR Switch Discovery Tool (NSDT): If you use a Mac or a Windows-based

computer, you can use the NSDT to discover the switch on your network. See Use

the NETGEAR Switch Discovery Tool to discover the switch when it is connected to
the Internet on page 25.

o Other tools: You can also get the IP address of the switch from the DHCP server in
the network or use an IP scanner utility. See Use other options to discover the switch
IP_ address on page 27.

When you know the IP address, you can configure and manage the switch in the following
ways:

e Device Ul: For configuration of all switch features, access the switch over the device
Ul. See Access the switch on-network when you know the switch IP address on page
27.

e NETGEAR Insight Cloud Portal and Insight app: You can change the management
mode of the switch so that you can use the NETGEAR Insight Cloud Portal and Insight
app to manage the switch remotely. For more information, see Change the
management mode of the switch on page 38.

Use a Windows-based computer to access the switch
on-network and connected to the Internet

For the following procedure, the network must provide Internet access.

To use a Windows-based computer to determine the switch IP address and access
the switch on-network and connected to the Internet:

1. Cable the switch to a network with a router or DHCP server that manages IP
addresses.

2. Power on the switch.
The DHCP server assigns the switch an IP address.

3. Connect your computer to the same network as the switch.
You can use a WiFi or wired network connection.

4. Open File Explorer.
5. Click the Network link.
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6. If prompted, enable the Network Discovery feature.
7. Under Network Infrastructure, locate the switch model number.

8. Double-click XXmodel-YYYYYY, in which XXmodel is the model number of your
switch and YYYYYY represents the last six digits of the switch MAC address.

The page that displays depends on whether your browser is connected to the Internet,
whether the switch is connected to the Internet, and whether you registered the
switch.

9. Enter your credentials, which depend on the page that displays:

e Registration options page displays: If you did not yet activate your warranty,
a page with the following options displays:

- Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.

- Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,
see Register the switch with your NETGEAR account and get a registration

key for offline access on page 33.

- Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.

o Device Admin Password page displays: If you previously registered the switch
with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

- Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

- Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device Ul. (In such a situation, the Insight network password replaces
the switch device admin password.)
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For information about the credentials, see Credentials for the device Ul on page
30.

10. If you enter a password, click the Login button.

11.If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.
The Dashboard page displays. You can now configure the switch.

Use the NETGEAR Insight app to discover the IP address
of the switch

If the switch is connected to a WiFi router or access point, and the switch is connected
to the Internet, the NETGEAR Insight app lets you discover the switch in your network.

Using the NETGEAR Insight app to discover the IP address of the switch in your network
is not the same as managing the switch with the Insight app or the Insight Cloud Portal.

Note: The default management mode of the switch is the device Ul. If you want to use
the Insight Cloud Portal or the Insight app to manage the switch, you first must change
the management mode (see Change the management mode to NETGEAR Insight Mobile
App and Insight Cloud Portal on page 39). After you do so, you can manage the switch
with Insight and add the switch to an Insight network location.

To use the NETGEAR Insight app to discover the IP address of the switch in your
network when the switch is connected to the Internet:

1. On your iOS or Android mobile device, go to the app store, search for NETGEAR
Insight, download the latest version of the app, and install the app.

2. Connect your mobile device to the WiFi network of the WiFi router or access point
to which the switch is connected.

3. Open the NETGEAR Insight app.

4. Ifyoudid notsetup a NETGEAR account, tap Create NETGEAR Account and follow
the onscreen instructions.
5. Enter the email address and password for your account and tap LOG IN.

After you log in to your account, the IP address of the switch displays in the device
list.

6. Write down the IP address for future use.
You can use this IP address to access the switch directly from a web browser. For
information about how to do this, see Access the switch on-network when you know
the switch IP address on page 27.
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Use the NETGEAR Switch Discovery Tool to discover the
switch when it is connected to the Internet

For easiest access, we recommend that you cable the switch to a network with a router
or DHCP server that assigns IP addresses, power on the switch, and then use a computer
that is connected to the same network as the switch.

The NETGEAR Switch Discovery Tool (NSDT) lets you discover the switch in your network
and access the device Ul of the switch from a Mac or a Windows-based computer.

To install the NSDT and discover the IP address of the switch in your network when
the switch is connected to the Internet:

1.

Download the Switch Discovery Tool by visiting
netgear.com/support/product/netgear-switch-discovery-tool.

Depending on the computer that you are using, download either the Mac version
or the version for a Windows-based computer.

Temporarily disable the firewall, Internet security, antivirus programs, or all of these
on the computer that you use to configure the switch.

Unzip the NSDT files, and click or double-click the .exe file (for example,
NSDT-1.2.103.exe) to install the program on your computer.

You might see the tool icon appear on your Mac dock or Windows desktop.

Reenable the security services on your computer.

5. Power on the switch.

The DHCP server assigns the switch an IP address.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection. The computer and the switch must be on
the same Layer 2 network.

Open the Switch Discovery Tool.

To open the program, double-click the NETGEAR Switch Discovery Tool icon on
your desktop.

The initial page displays a menu and a button.

8. From the Choose a connection menu, select the network for this switch.

9. Click the Start Searching button.

The NSDT displays the IP addresses of the switches that it discovers.

10. Click the ADMIN PAGE button next to your switch.
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The page that displays depends on whether you registered the switch.

11. Enter your credentials, which depend on the page that displays:

* Registration options page displays: If you did not yet activate your warranty,
a page with the following options displays:

Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.

Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,
see Register the switch with your NETGEAR account and get a registration

key for offline access on page 33.

Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.

o Device Admin Password page displays: If you previously registered the switch
with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device UL (In such a situation, the Insight network password replaces
the switch device admin password.)

For information about the credentials, see Credentials for the device Ul on page

30.

12.1f you enter a password, click the Login button.

13. If the Change Default Password page displays, specify and confirm a new device

admin

password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.
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Use other options to discover the switch IP address

If the switch is on-network, you can use one of the following options to determine the
switch IP address:

Access the DHCP server: You can access the DHCP server (or router that functions
as a DHCP server) in your network and view the IP address that is assigned to the
switch. For more information, see the documentation for your DHCP server (or router).

IP scanner utility: IP scanner utilities are available free of charge on the Internet.
An IP scanner utility lets you discover the IP address that is assigned to the switch.

For information about how to access the device Ul of the switch, see Access the switch
on-network when you know the switch IP address on page 27.

Access the switch on-network when you know the switch IP
address

If the switch is on-network and you know the switch IP address, you can access the device

Ul.

For the following procedure, the network must provide Internet access.

To access the switch on-network when you know the switch IP address:

1.
2.

Launch a web browser

In the address field of your web browser, enter the IP address of the switch.

The page that displays depends on whether your browser is connected to the Internet,
whether the switch is connected to the Internet, and whether you registered the
switch.

Enter your credentials, which depend on the page that displays:

e Registration options page displays: If you did not yet activate your warranty,
a page with the following options displays:

- Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.

- Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,
see Register the switch with your NETGEAR account and get a registration

key for offline access on page 33.
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- Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.

o Device Admin Password page displays: If you previously registered the switch
with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

- Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

- Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device UL (In such a situation, the Insight network password replaces
the switch device admin password.)

For information about the credentials, see Credentials for the device Ul on page

30.

4. If you enter a password, click the Login button.

5. If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Access the switch off-network and not
connected to the Internet

The default IP address of the switch is 192.168.0.239. The IP address of the computer

that you use to access the switch off-network must be in the same subnet as the default
IP address of the switch.
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To access the switch off-network and enter the registration key before you log in
to the device Ul:

1.

Change the IP settings of your computer to be in the same subnet as the IP settings
of the switch.

If the DHCP client of the switch is enabled and you remove the switch from the
network with the DHCP server, the IP address reverts to the default IP address of
192.168.0.239 with a subnet of 255.255.255.0. If you already disabled the DHCP
client and assigned a static IP address to the switch, change the IP settings of your
computer to be in the same subnet as the static IP address.

For more information about changing the IP settings on your computer, see one of
the following knowledge base articles at the NETGEAR website:

e Windows-based computer: See the following article: kb.netgear.com/27476

e Mac: See the following article, which is written for an access point but is also valid
for a switch: kb.netgear.com/000037250

Connect your computer to the switch using an Ethernet cable.

3. Power on the switch by connecting its power cord.

Open a web browser, and enter http://192.168.0.239.

This is the default IP address of the switch. If you already disabled the DHCP client
and assigned a static IP address to the switch, enter the static IP address of the switch.

The registration options page displays.

Do one of the following:

o Enter a registration key: If you obtained a registration key, type or paste the
key in the Registration Key field, and click the Submit button.
For more information, see Register the switch with vour NETGEAR account and
get a registration key for offline access on page 33.

e Do notregister at this time and access the device Ul: Do the following:

a. Inthe Skip Registration & Access the Ul section, click the > button, and log
in.
The Device Admin Password page displays.

b. Enter one of the following credentials:

- Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the
default device admin password, the Change Default Password page
displays, requiring you to customize the device admin password for greater
security.
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- Insight network password: If you previously logged in to the device UI,
you changed the management mode to NETGEAR Insight, and you added
the switch to an Insight network location, enter the Insight network
password to access the device UL (In such a situation, the Insight network
password replaces the switch device admin password.)

- Click the Login button.

If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

After you complete the configuration of the switch, reconfigure the computer that
you used for this process to its original TCP/IP settings.

You can now connect your switch to your network using an Ethernet cable and use
the switch on-network.

Credentials for the device Ul

The information in this section applies to accessing the switch device Ul in either
management mode. That s, it does not apply to accessing the NETGEAR Insight Cloud
Portal and Insight app.

To access the device Ul, use one of the following credentials:

You registered the switch on-network and online: Use your NETGEAR account
credentials.

You can register the switch on-network and online to activate your warranty by
entering your NETGEAR account credentials (see Register and access the switch
on-network with your NETGEAR account on page 32). If you do not have a NETGEAR
account, you can create one.

Alternatively, you can obtain a registration key and enter the key when the switch is
off-network or offline so that you are no longer prompted to activate your warranty
(see Reqister the switch with your NETGEAR account and get a reqistration key for
offline access on page 33 and Access the switch off-network and enter the registration
key before you log in on page 34).

You set a unique password: Use your device admin password.

You can access the device Ul with your device admin password.

The firsttime that you access the device Ul, enter the default device admin password
(password), after which you are required to customize the password for greater
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security. Subsequent times that you log in to the device Ul, use your customized
device admin password.

e You already added the switch to a NETGEAR Insight network location: Use the
Insight network location password.
NETGEAR Insight can affect how you access the switch device Ul. After you add the
switch to an Insight network location and change the management mode of the
switch so that you can use the NETGEAR Insight Cloud Portal and Insight app to
manage the switch remotely (see Change the management mode of the switch on
page 38), the Insight network location password replaces the switch device admin
password. To access the device Ul, you must enter the Insight network location
password.
Even if you temporarily change the management mode of the switch back to Direct
Connect Web Browser Interface, for example to change settings that are not
Insight-manageable or for debugging purposes, you must enter the Insight network
location password.
For information about how the Insight network password functions and for knowledge
base articles about NETGEAR Insight, visit netgear.com/support/product/insight.

The following table lists the essential credential options for access to the device Ul.

Table 4. Credentials for access to the device Ul

Management mode in the Added to an Insight Credentials Device Ul menu
device Ul network
Default mode: Direct Connect No Device admin Full device Ul menu
Web Browser Interface (Local password
LAN Only)
Yes' Insight network
password
NETGEAR Insight Mobile App  No Device admin Limited device Ul menu. (Not
and Insight Cloud Portal password managed through NETGEAR
(Cloud/Remote) Insight.)
Yes Insight network Limited device Ul menu.
password (Managed through NETGEAR
Insight.)

1. This situation occurs if you temporarily change the management mode of the switch from NETGEAR Insight Mobile
App and Insight Cloud Portal back to Direct Connect Web Browser Interface.
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Register the switch

You can register the switch online or offline to activate your warranty, after which you
are no longer prompted to activate your warranty when you log in:

¢ Online registration for on-network access: If your switch is on-network or connected
to the Internet, you can register the switch with your NETGEAR account credentials
and activate your warranty. During the registration process, the switch contacts a
NETGEAR server. For more information, see Register and access the switch

on-network with your NETGEAR account on page 32.

e Registration for off-network access: You can register your switch from any device
thatis connected to the Internet and get a registration key. If the switch is off-network
or not connected to the Internet, you can enter the registration key. After you do so,
the Register to activate your warranty page no longer displays when you log in. For
more information, see Reqister the switch with your NETGEAR account and get a

registration key for offline access on page 33.

Register and access the switch on-network with your
NETGEAR account

For initial registration and access with your NETGEAR account, the switch must be
connected to the Internet so that it can communicate with a NETGEAR server.

If you do not have a free NETGEAR account, you can create one during the registration
process.

To register and access the switch on-network over the device Ul with your NETGEAR
account:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 21 or Access the switch off-network and enter
the registration key before you log in on page 34.

The registration options page displays.

3. Inthe Register to Activate Your Warrant section, click the > button and follow the
directions onscreen to register the switch with your email address and password
and activate the warranty.
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You are only prompted to do this once to confirm registration of your switch.

If you did not yet create a NETGEAR account, click the Create account link, follow
the directions onscreen to create an account, and register the switch with your email
address and password.

For information about the credentials, see Credentials for the device Ul on page 30.

4. If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Register the switch with your NETGEAR account and get a
registration key for offline access

Note: If you register your switch with your NETGEAR account and then access the switch
connected to the Internet, you do not need a registration key because the Device Admin
Password page displays. That is, you are no longer prompted to activate your warranty.

After you register your switch with your NETGEAR account, you can get a registration
key, access the switch offline or not connected to the Internet, and either before or after
you log in to the device Ul, enter the registration key. After you enter the registration
key, you are no longer prompted to activate your warranty. Instead, the Device Admin
Password page displays.

You can visit my.netgear.com, log in to your NETGEAR account, register the switch using
its serial number, and get a registration key. NETGEAR Insight Premium or Pro subscribers
can use the Insight Cloud Portal or Insight app to get a registration key. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.
To register the switch with your NETGEAR account and get a registration key:

1. From a computer or mobile device that is connected to the Internet, go to
my.netgear.com.

2. Loginto your NETGEAR account.
If you do not have a free NETGEAR account, you can create one.

The Your Registered Products page displays.

3. Click the REGISTER NEW PRODUCT button.

4. Inthe SERIAL NUMBER field, type the serial number of your switch.
The serial number is 13 digits long. It is printed on the switch label.
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5. From the PURCHASE DATE menus, select the date that you purchased the switch.

6. Click the REGISTER button.
Your switch is registered to your NETGEAR account.

A confirmation email is sent to your NETGEAR account email address.

7. Onthe YOUR REGISTERED PRODUCTS page, click VIEW PRODUCT button for the
switch that you just registered.

The Registration Key field displays the registration key for your switch. You can use
this key to access the switch offline.

Access the switch with a registration key

After you get a registration key, you can access the switch either off-network or
on-network and enter the registration key. For more information, see one of the following
sections:

e Access the switch off-network and enter the registration key before you log in on
page 34

e Accessthe switch on-network and enter the registration key after you log in on page
35

After you enter the registration key, you are no longer prompted to activate your warranty
when you log in. Instead, the Device Admin Password page displays.

Access the switch off-network and enter the registration key before

you log in For information about getting a registration key, see Register the switch
with your NETGEAR account and get a registration key for offline access on page 33.
The default IP address of the switch is 192.168.0.239. The IP address of the computer
that you use to access the switch off-network must be in the same subnet as the default
IP address of the switch.
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To access the switch off-network and enter the registration key before you log in
to the device Ul:

1.

Change the IP settings of your computer to be in the same subnet as the IP settings
of the switch.

If the DHCP client of the switch is enabled and you remove the switch from the
network with the DHCP server, the IP address reverts to the default IP address of
192.168.0.239 with a subnet of 255.255.255.0. If you already disabled the DHCP
client and assigned a static IP address to the switch, change the IP settings of your
computer to be in the same subnet as the static IP address.

For more information about changing the IP settings on your computer, see one of
the following knowledge base articles at the NETGEAR website:

e Windows-based computer: See the following article: kb.netgear.com/27476

e Mac: See the following article, which is written for an access point but is also valid
for a switch: kb.netgear.com/000037250

Connect your computer to the switch using an Ethernet cable.

3. Power on the switch by connecting its power cord.

Open a web browser, and enter http://192.168.0.239.

This is the default IP address of the switch. If you already disabled the DHCP client
and assigned a static IP address to the switch, enter the static IP address of the switch.

The registration options page displays.

5. Type or paste the key

Click the Submit button.

7. If the Change Default Password page displays, specify and confirm a new device

admin password, click the Submit button, and log in again with your new password.
The Dashboard page displays. You can now configure the switch.

After you complete the configuration of the switch, reconfigure the computer that
you used for this process to its original TCP/IP settings.

You can now connect your switch to your network using an Ethernet cable and use
the switch on-network.

Access the switch on-network and enter the registration key after you
log in For information about getting a registration key, see Register the switch with
your NETGEAR account and get a registration key for offline access on page 33.
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To access the switch on-network and enter the registration key after you log in to
the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 21 or Access the switch off-network and enter
the registration key before you log in on page 34.

The registration options page displays.

In the Skip Registration & Access the Ul section, click the > button, and log in.
The Device Admin Password page displays.

Enter one of the following passwords:

e Device admin password: Enter the device admin password. The default device
admin password is password. The first time that you enter the default device
admin password, the Change Default Password page displays, requiring you to
customize the device admin password.

» Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the switch
to an Insight network location, enter the Insight network password to access the
device UL. (In such a situation, the Insight network password replaces the switch
device admin password.)

For information about the credentials, see Credentials for the device Ul on page 30.

Click the Login button.
The Dashboard page displays.

Select Maintenance > Registration Key.
The Registration Key page displays.

7. Inthe field, type or paste the registration key.

Click the Submit button.
The registration takes effect on the switch and you are no longer prompted to activate
your warranty when you log in.

After successful registration, the Maintenance > Registration Key menu option
and Registration Key page are hidden in the device Ul.
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Change the language of the device Ul

You can set the language of the device Ul to a specific one.

To change the language of the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 21 or Access the switch off-network and not
connected to the Internet on page 28.

The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 32.

Enter one of the following passwords:

e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 30.

Click the Login button.
The Dashboard page displays.

At the top right of the page, to the left of the Logout button, click the language
button.

The Select Language pop-up menu displays.

Select the radio button for a language.

7. Click the Apply button.

You are logged out. The language of the device Ul is set to the language that you
selected.

To continue configuring the switch, log in again.
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Change the management mode of the switch

By default, the management mode on the switch is Directly Connect to Web Browser
Interface (which is the same as the device Ul). You can also change the management
mode to NETGEAR Insight Mobile App and Insight Cloud Portal.

About changing the management mode
The following applies to changing the management mode:

e Changing to the NETGEAR Insight Mobile App and Insight Cloud Portal mode:

- The first time that you enable this mode, the switch is reset to its factory default
settings so that you can create the switch configuration and network topology
using the Insight Cloud Portal or the Insight app. For more information, see

Change the management mode to NETGEAR Insight Mobile App and Insight
Cloud Portal on page 39.

- If you previously added the switch to a network location on the Insight Cloud
Portal or the Insight app, all Insight-manageable device settings are returned to
the last configuration saved on the cloud server, including the switch device
admin password (that is, the password is reset to the Insight network location
password).

- Ifyou use the Insight Cloud Portal or the Insight app, you can temporarily change
the management mode of the switch back to Directly Connect to Web Browser
Interface. You can then access the device Ul for settings that are not
Insight-manageable, for complex tasks such as integrating with an existing network
of devices that are not managed through Insight, and for debugging purposes.
When you are done, you can change the management mode back to NETGEAR
Insight Mobile App and Insight Cloud Portal.

o Changing back to Directly Connect to Web Browser Interface mode:
After you change the management mode, back up your configuration. Then, reset
the switch to factory defaults. Finally, restore your configuration and reboot the
switch. For more information, see Change the management mode back to Directly
Connect to Web-browser Interface on page 40.
After you change the management mode, the follow occurs:

- The NETGEAR Insight Mobile App and Insight Cloud Portal management mode
is disabled and the current Insight-manageable device settings are saved to the
cloud server.

- Any changes that you make using the Directly Connect to Web Browser Interface
management mode are not saved to the cloud server.
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- All configuration menus and options are available in the device UL

Change the management mode to NETGEAR Insight Mobile
App and Insight Cloud Portal

To change the management mode of the switch to NETGEAR Insight Mobile App
and Insight Cloud Portal:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 21 or Access the switch off-network and not
connected to the Internet on page 28.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 32.

Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 30.

Click the Login button.
The Dashboard page displays.

Select System > Management > System Information.
The System Information page displays.

In the Management Mode section, select the NETGEAR Insight Mobile App and
Insight Cloud Portal radio button.

A confirmation pop-up window displays.

Click the OK button.
The System Information page display again.

Click the Apply button.
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An alert pop-up window displays.

Click the OK button.
The pop-up window closes. The following occurs:

e The first time that you enable this mode, the switch is reset to its factory default
settings.

e The switch connects to the cloud server.

e Ifyou previously added the switch to a network on the Insight Cloud Portal or
Insight app, all Insight-manageable device settings are returned to the last
configuration saved on the cloud server, including the device admin password
(that is, the password is reset to the Insight network password).

You can now manage the switch using the Insight Cloud Portal or Insight app.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.

Change the management mode back to Directly Connect
to Web-browser Interface

After you change the management mode back to Directly Connect to Web-browser
Interface, back up your configuration. Then, reset the switch to factory defaults. Finally,
restore your configuration and reboot the switch. These steps are described in the
following procedure.

To change the management mode of the switch to back to Directly Connect to
Web-browser Interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 21 or Access the switch off-network and not

connected to the Internet on page 28.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 32.
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Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 30.

Click the Login button.
The Dashboard page displays.

Select System > Management > System Information.
The System Information page displays.

In the Management Mode section, select the Directly Connect to Web Browser
Interface radio button.

A confirmation pop-up window displays.

. Click the OK button.

The System Information page display again.

Click the Apply button.

An alert pop-up window displays.

Click the OK button.

The pop-up window closes, and the Device Admin Password page displays.
Any current Insight-manageable device settings are saved to the cloud server.
Log in again.

The Dashboard page displays. The full device Ul is available.

The following step uses an HTTP session to back up the configuration. For information
about using a TFTP session, see Export a fil