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About This Guide

This guide provides step-by-step instructions on how install the D-Link DGS-1210/ME Metro Ethernet
Switches, how to use the Web Utility, and how to perform web-based management functions.

\4 Note: The model you have purchased may
appear slightly different from the illustrations
shown in the document. Refer to the Product
Instruction and Technical Specification sections
for detailed information about your switch, its
components, network connections, and technical
specifications.

This guide is mainly divided into three parts:

1. Hardware Installation: Step-by-step hardware installation procedures.

2. Getting Started: A startup guide for basic switch installation and settings.

3. Configuration: Information about the function descriptions and configuration settings.
Terms/Usage

In this guide, the term “Switch” (first letter capitalized) refers to DGS-1210/ME Metro Ethernet Switch, and
“switch” (first letter lower case) refers to other Ethernet switches. Some technologies refer to terms “switch”,
“bridge” and “switching hubs” interchangeably, and both are commonly accepted for Ethernet switches.

\‘ A NOTE indicates important information that
helps a better use of the device.

A CAUTION indicates potential property damage
or personal injury.

Copyright and Trademarks

Information in this document is subjected to change without notice.
© 2016 D-Link Corporation. All rights reserved.

Reproduction in any manner whatsoever without the written permission of D-Link Corporation is strictly
forbidden.

Trademarks used in this text: D-Link and the D-LINK logo are trademarks of D-Link Corporation; Microsoft
and Windows are registered trademarks of Microsoft Corporation.

Other trademarks and trade names may be used in this document to refer to either the entities claiming the
marks and names or their products. D-Link Corporation disclaims any proprietary interest in trademarks and
trade names other than its own.
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Product Introduction

Switch Description
Front Panel Description
LED Indicators

Rear Panel Description
Side Panel Description

Connecting the DPS-200A/500A/500DC to the RPS Port (for DGS-1210-
10/12TS/20/28X/28XS/52/ME only)

Installing the RPS into the Rack-mount Chassis (for DGS-1210-10/12TS/20/28X/28XS/52/ME only)

Switch Description

The DGS-1210/ME Metro Ethernet Switch is equipped with Copper ports (10/100/1000Mbps) and SFP
ports (1000Mbps) that can be used to attach various networking devices to the network like Computers,
Notebooks, Print Servers, Network Attached Storage devices, IP Cameras, VolP PBX devices, and other
Switches. The Small Form Factor Portable (SFP) ports can be used together with fiber-optical transceivers in
order to connect various other networking devices, using a fiber-optic connection, to the network at Gigabit
Ethernet speeds over great distances.

This DGS-1210/ME Metro Ethernet Switch provides unsurpassed performance, fault tolerance, scalability,
robust security, standard-based interoperability and impressive technology to future-proof departmental and
enterprise network deployments.

It allows IGMP Snooping and Authentication, QoS, Bandwidth Control, ACL and many security functions. It
can be managed by Web Ul, or commands via Telnet.

The DGS-1210/ME Metro Ethernet Switches have different port configuration (10/100/1000Base-T or SFP
ports) that may be used in to uplink various network devices to the Switch, including PCs, hubs and other
switches to provide a gigabit Ethernet uplink in full-duplex mode. The SFP (Small Form Factor Portable)
ports are used with fiber-optical transceiver cabling in order to uplink various other networking devices for a
gigabit link that may span great distances.

Front Panel Description
The front panel of the DGS-1210-10/ME switch consists out of the following:
e 810/100/1000Mbps Copper Ports
e 2 1000Mbps SFP ports
e One RJ-45 Console Port
o LEDs for Power, Console, RPS, Link/Act for port 1 ~ 10

D-Link e

OO0 Hs Consale (1] (2] (3] 4] a (6] [ 7] (8]
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Figure 1.1 — DGS-1210-10/ME Front Panel

b

CAUTION: The MiniGBIC ports should use UL listed
Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-10P/ME switch consists out of the following:
e 810/100/1000Mbps Copper Ports
e 2 1000Mbps SFP ports
e One RJ-45 Console Port
o LEDs for Power, PoE Max, Console, Link/Act for port 1 ~ 10
2
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e Mode: By pressing the Mode button, the Port LED will switch between Link/Act and POE modes.
D-Link SUSEE IR BB o _
T T T 1
ML Ll LI |

B o O o

Figure 1.2 - DGS-1210-10P/ME Front Panel

| D6S-1210-10PME

' CAUTION: The MiniGBIC ports should use UL listed Optical
£%  Transceiver product, Rated Laser Class |. 3.3Vdc.

\‘ NOTE: The power budget is 78 Watts for DGS-1210-10P/ME.

The front panel of the DGS-1210-12TS/ME switch consists out of the following:
e 10 1000Mbps SFP port
e 2 10/100/1000Mbps Copper Ports
e One RJ-45 Console Port
e LEDs for Power, Console, RPS, Link/Act for port 1 ~ 12

i“k LinkiAct: 10000  Link # Act _ W . z , 1010 oLk At
DLink O # B 0 B O B B 5] o} m"™" " m

iy Comwele
| bas-1210-12r5/ME : ‘

Figure 1.3 - DGS-1210-12TS/ME Front Panel

4. CAUTION: The MiniGBIC ports should use UL listed
£=%  Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-20/ME switch consists out of the following:
e 16 10/100/1000Mbps Copper Ports
e 4 1000Mbps SFP ports
e One RJ-45 Console Port
o LEDs for Power, Console, RPS, Link/Act for port 1 ~ 20

DLink Tt s hpapaoaan

Figure 1.4 — DGS-1210-20/ME Front Panel

4. CAUTION: The MiniGBIC ports should use UL listed
Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-28/ME switch consists out of the following:
e 24 10/100/1000Mbps Copper Ports
e 4 1000Mbps SFP ports
¢ One RJ-45 Console Port
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o LEDs for Power, RPS, Console, Link/Act for port 1 ~ 28

D-Link e PSS : . a . 3. e ]

Figure 1.5 - DGS-1210-28/ME Front Panel

CAUTION: The MiniGBIC ports should use UL listed
Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-28P/ME switch consists out of the following:

24 10/100/1000Mbps Copper Ports

4 1000Mbps SFP ports

One RJ-45 Console Port

o LEDs for Power, Console, Fan Error, Pwr Max, Link/Act for port 1 ~ 28

e Mode: By pressing the Mode button, the Port LED will switch between Link/Act and POE modes

ODEBooDOoOoDaEn Lo 0 o OIDoDBEEEBM@ E = = "

Figure 1.6 — DGS-1210-28P/ME Front Panel

CAUTION: The MiniGBIC ports should use UL listed
Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

\‘ NOTE: The power budget is 193 Watts for DGS-1210-28P/ME.

The front panel of the DGS-1210-28MP/ME switch consists out of the following:
e 24 10/100/1000Mbps Copper Ports
4 1000Mbps SFP port
One RJ-45 Console Port
LEDs for Power, Console, Fan Error, Pwr Max, Link/Act for port 1 ~ 28
¢ Mode: By pressing the Mode button, the Port LED will switch between Link/Act and POE modes

D-Link __"":':_::nnnnu__n__l_:_ 0NN ENEOD OUODE@BEEDO = u » s
—e g - T T T T TIITTT ]
. F
TVYY PYYYY YYY¥Y EEE N

Figure 1.7 - DGS-1210-28MP/ME Front Panel

A, CAUTION: The MiniGBIC ports should use UL listed
~==%  Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

\‘ NOTE: The power budget is 370 Watts for DGS-1210-28MP/ME.

The front panel of the DGS-1210-28X/ME switch consists out of the following:
e 24 10/100/1000Mbps Copper Ports
e 4 1000Mbps/10G SFP+ port
e One RJ-45 Console Port
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e LEDs for RPS, Power, Console, Fan Error, Link/Act for port 1 ~ 28

e s g
D-Link e
e S D00 00000 OD@DODO@Eo 00D D@OE00 ] 2 @ ]
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Figure 1.8 — DGS-1210-28X/ME Front Panel

A, CAUTION: The MiniGBIC ports should use UL listed
£=%  Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-28XS/ME switch consists out of the following:
24 100/1000Mbps SFP port

4 1000Mbps/10G SFP+ ports

One RJ-45 Console Port

LEDs for Power, Console, Fan Error, RPS, Link/Act for port 1 ~ 28

hase 2 vl a2 5 v s -

Sl g g oo oo H D oo {13 | B3 oo @ o 0o ae @ e B @ 7] a

D-Link
. NN NNNNNNEN

Figure 1.9 —- DGS-1210-28XS/ME Front Panel

CAUTION: The MiniGBIC ports should use UL listed
Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-52/ME switch consists out of the following:
e 48 10/100/1000Mbps Copper Ports
e 4 1000Mbps SFP ports

o LEDs for Power, Console, Fan Error , RPS, Link/Act for port 1 ~ 52

m_nnnnnnnnnammmmmm I DnDEOoEEEDODaRE0DBE00DBE :_qmm_l:mnr:*mmmmmmmn -

Figure 1.10 - DGS-1210-52/ME Front Panel

CAUTION: The MiniGBIC ports should use UL listed

i A

£=% Optical Transceiver product, Rated Laser Class I. 3.3Vdc.

The front panel of the DGS-1210-52P/ME switch consists out of the following:
e 48 10/100/1000Mbps Copper Ports
24 10/100/1000Mbps PoE ports
4 1000Mbps SFP ports
¢ One RJ-45 Console Port
e LEDs for Power, Console, Fan Error, POE Max, Link/Act for port 1 ~ 52
¢ Mode: By pressing the Mode button, the Port LED will switch between Link/Act and POE modes

Illllillﬂﬂﬂllﬂﬂlﬂllﬂmlﬂl} GoOhpAnEE OGO ADAOE mmmmmmm"mrﬂmmmmmm “-®m HEm

(o |

DES-1210-52P/ME

Figure 1.11 - DGS- 1210 52P/ME Front Panel
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4. CAUTION: The MiniGBIC ports should use UL listed Optical
~*=  Transceiver product, Rated Laser Class I. 3.3Vdc.

\‘ NOTE: The power budget is 193 Watts for DGS-1210-52P/ME.

The front panel of the DGS-1210-52MP/ME switch consists out of the following:
e 48 10/100/1000Mbps Copper and PoE Ports
e 4 1000Mbps SFP ports
e One RJ-45 Console Port
e LEDs for Power, Console, Fan Error, POE Max, Link/Act for port 1 ~ 52
e Mode: By pressing the Mode button, the Port LED will switch between Link/Act and POE modes

I8 0 00 H 00 00 0 I 0DE0 DD EOEHEDEDEEDIE000 D00 D000 ODGE a®m mu

Figure 1.12 —- DGS-1210-52MP/ME Front Panel

' CAUTION: The MiniGBIC ports should use UL listed Optical
£=% Transceiver product, Rated Laser Class I. 3.3Vdc.

\‘ NOTE: The power budget is 370 Watts for DGS-1210-52MP/ME.

The front panel of the DGS-1210-52MPP/ME switch consists out of the following:
e 48 10/100/1000Mbps Copper and PoE Ports
4 1000Mbps SFP ports
One RJ-45 Console Port
LEDs for Power, Console, Fan Error, POE Max, Link/Act for port 1 ~ 52
Mode: By pressing the Mode button, the Port LED will switch between Link/Act and PoE modes

DES.1210.52MPPME DI B0 O0D0E D000 0DE8D00 E0DDEEEBEDEEDEEOEDDGE D DD 0D D000 00D OGO a4 R mm

= .. | W ol ol e ol ol ol e il ol e e ol ol e e ol ol e e ol e ol DN
=l , |1

Figure 1.13 —- DGS-1210-52MPP/ME Front Panel

' CAUTION: The MiniGBIC ports should use UL listed Optical
“*%  Transceiver product, Rated Laser Class I. 3.3Vdc.

\‘ NOTE: The power budget is 740 Watts for DGS-1210-52MPP/ME.

LED Indicators

The Switch supports LED indicators for Power, Console, Fan, and Link/Act for each port. The following
shows the LED indicators for the DGS-1210/ME Metro Ethernet Switch along with an explanation of each
indicator.

Congals

DGS-1210-28MP/ME
Figure 1.14 -LED Indicators on DGS-1210/ME SERIES
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Location LED Indicative Color Status Description
Solid
. Power on.
Light
Power Green Liaht
9 Power off.
off
Eg;g Console on.
Console Green Blinking|POST is in progress.
Light Console off.
off
Fan Error
(for DGS-1210-28P/ME, Solid |The fan has runtime failure and
28MP/ME, 28X/ME, 28XS/ME, |Red light is brought offline
52/ME, 52P/ME, 52MP/ME, '
52MPP/ME)
_ The Pwr/PoE Max LED lights up
Per Device when the total PoE output of
Switch reached or exceeded 71
Watts for DGS-1210-10P/ME,
Solid 186 Watts for DGS-1210-
Pwr/PoE Max. light 28P/52P/ME, 363 Watts for
(for DGS-1210-10P/ME, Red DGS-1210-28MP/52MP/ME,
28P/ME, 28MP/ME 52P/ME, and 733 Watts for DGS-1210-
52MP/ME, 52MPP/ME) 52MPP/ME. In the meantime, no
additional PoE device can be
supported.
Light When the system power usage
of? does not reach the guard band
range.
RPS Eg;g RPS power on.
(DGS-1210- Green Light
10/12TS/20/28/28X/28XS/52/ME) off RPS power off.
Solid |When there is a secure
Green [1000Mbps Ethernet connection
(or link) at any of the ports.
Blinking|When there is reception or
Green [transmission (i.e. Activity—Act)
of data occurring at a 1000Mbps
Ethernet connected port.
Solid [When there is a secure
, Amber |10/100Mbps Ethernet
Link/Act Green/Amber connection (or link) at any of the
ports.
LED Per — - -
10/100/1000Mbps BImlL(mg When t_he_re is reception or
Copper Port Amber |transmission (|.e. Activity—Act)
of data occurring at a
10/100Mbps Ethernet connected
port.
Light  |No link.
off
Green fg;g Power feeding
POE Mode Amber fg;g Error Condition
Solid |[No Power feeding
Off Off
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When there is a secure
1000Mbps Ethernet connection
(or link) at any of the ports.

Solid
Green

Green When there is reception or
Blinking|transmission (i.e. Activity—Act)
Green |of data occurring at a 1000Mbps
Ethernet connected port.

LED Per SFP Link/Act Solid When there is a secure
Port Light 100Mbps connection at the port.
9% | (For DGS-1210-28XS/ME only)

Amber When there is reception or
Blinking|transmission occurring at the
Amber |port. (For DGS-1210-28XS/ME

only)
Solid

Off off No link.

Solid  |When there is a secure 10Gbps
Light |connection at the port.

Green When there is reception or

Blinking . :

Green _|ransmission occurring at the
LED Per 10G port.
SFP+ Port Solig |When there is a secure
(for DGS-1210- |Link/Act Light 1000Mbps connection at the
28XIME, Amber port. . _
28XS/ME) Blinkin When there is reception or

Amberg transmission occurring at the

port.
off o INo k.

Rear Panel Description

The rear panel of the Switch contains an AC power connector. The AC power connector is a standard three-
pronged connector that supports the power cord. Plug-in the female connector of the provided power cord
into this socket, and the male side of the cord into a power outlet. The Switch automatically adjusts its power
setting to any supply voltage in the range from 100 to 240 VAC at 50 to 60 Hz. Connect the Kensington-
compatible security lock, at the rear of the switch, to a secure immovable device. Insert the lock into the
notch and turn the key to secure the lock.

The rear panel also includes an outlet for an optional external power supply and one RJ-45 console port.
When a power failure occurs, the optional external RPS will immediately and automatically assume the
power supply for the Switch.

DGS-1210-10/ME

SWITCH GHD

(©)

DGS-1210-10P/ME

Power Cord Retainer

Figure 1.16 — DGS-1210-10P/ME Rear Panel
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DGS-1210-12TS/ME

OFF oM

SPATCH GND =y AL LNE -
) L] 100-260WAG

9

® ]

el AR MAX
() Powar Coed Retainer

Figure 1.17— DGS-1210-12TS/ME Rear Panel

DGS-1210-20/ME

Figure 1.18— DGS-1210-20/ME Rear Panel

DGS-1210-28/ME

Figure 1.19—DGS-1210-28/ME Rear Panel

DGS-1210-28P/ME

AGC LINE
100-240V AC
S0/60Hz
3.05A MAX

() Power Gord Retainer

Figure 1.20 — DGS-1210-28P/ME Rear Panel

DGS-1210-28MP/ME

AC LINE
100-240V AC
S0M60Hz
5.484 MAX

Power Cord Retainer

Figure 1.21 —DGS-1210-28MP/ME Rear Panel

DGS-1210-28X/ME

Figure 1.22— DGS-1210-28X/ME Rear Panel

DGS-1210-28XS/ME

# 0.8 AX,
O Power Cord Retainer

Figure 1.23— DGS-1210-28XS/ME Rear Panel
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DGS-1210-52/ME

OFF ON

SWITCH GND AC LINE
Console 100-240V AC

50/60Hz
0.7A MAX

Power Cord Retainer

Figure 1.24 — DGS-1210-52/ME Rear Panel

DGS-1210-52P/ME

AC LINE
00-240V AC

Power Cord Retainer

Figure 1.25 — DGS-1210-52P/ME Rear Panel

DGS-1210-52MP/ME

AC LINE
00-240V AC
50/60Hz

Power Cord Retalner

Figure 1.26 — DGS-1210-52MP/ME Rear Panel

DGS-1210-52MPP/ME

Power Cord Retalner

Figure 1.27 — DGS-1210-52MPP/ME Rear Panel

Side Panel Description

The left- and right-hand panels of the Switch have heat vents to dissipate heat. Do not block these openings,
and leave at least 6 inches of space at the rear and sides of the Switch for proper ventilation. Be reminded
that without proper heat dissipation and air circulation, system components might overheat, which could lead
to system failure.

® ® ©C000C0DOO0OOOOOOO00000OO00O ® ©
w [e]e)elelelo]olololelolelololelolojolelelolelojel0fe)
I 0000000000000 0OOOOOOOOO000
000000 0OOOOO00OOOOOOOOO000
H lejejelejelololejolelololelolofolololclolofolololele]
— [e]elelelelelololelolo)olelolofolololclo)ofo)olelole)

) © 000000 0000O0000000000000A0 g ©
00000000000 OO0OOOOOOOOC0OO0 ul
00000000000 O0OOOOO0OOOOOO00 B
[e}ejelelele)elelolejejolojolelojelelolojelelololele)
[eJejelelole)elelolelololololololelololojololololele) H

o ® 000000 00OCOOOOOOOOOOOOOO0OO ® o =

Figure 1.28 - Side panels of the DGS-1210/ME SERIES

Gigabit Fiber Ports

The DGS-1210/ME Series features support four Small Form Factor Portable (SFP) ports (optional). See the
diagram below to view the four SFP port modules being plugged into the Switch.

10
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The Switch is equipped with SFP ports, which are to be used with fiber-optical transceiver cabling in order to

Figure 1.29 - Inserting the SFP modules into the Switch
e
o o\
7 1__ \ . ¢
A II"I 28 4
1 |L M
r \ L -. 'lll
i-un.‘ /

Figure 1.30 - Installlng the SFP Module

uplink various other networking devices for a gigabit link that may span great distances.

Connecting the DPS-200A/500A/500DC to the RPS Port (for DGS-1210-
10/12TS/20/28/28X/28XS/52/ME only)

The DPS-200A/500A/500DC redundant power supply can be connected to the RPS port of the Switch using
the DC power supply cord, called the DPS-CB150-2PS.

It is important to notice that the DPS-

200A/500A/500DC can supply power to one or two DGS-1210-10/ME at the same time.

*
3

ENTCH QAD

E""“ ®
HE @E’ 7

LI mp

a ST Oh
petio o] [=h

oy

1] e Q

DC FOWER SUPPLY CABLE

DPS-2004/3004/5000C Back Panel

Figure 1.31 — Connecting two Switches to the DPS-200A/500A/500DC
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The following section explains how to connect the DPS-200A/500A/500DC to the Switch.
e Disconnect the Switch from the main AC power source.

¢ Insert the 14-pin end of the DPS-CB150-2PS into the DPS-200A/500A/500DC and the 2-pin end into
the receptacle of the RPS port on the Switch.

e Using a standard AC power cord, connect the DPS-200A/500A/500DC to the main AC power source.
A green LED on the front panel of the DPS-200A/500A/500DC will illuminate to indicate a
successful connection.

e Make sure that the ON/OFF toggle switch on the rear panel of the Switch is turned on.
¢ Re-connect the Switch to the AC power source and power on the DPS-200A/500A/500DC.

No configuration is needed in the Switch software for this installation.

NOTE: See the DPS-200A/500A/500DC Quick Installation Guide for
more information.

Installing the RPS into a Rack-mount Chassis (for DGS-1210-10/12TS/20/28/28X/28XS/52/ME
only)

The DPS-200A/500A/500DC are the redundant power supply unit designed to conform to the voltage
requirements of the RPS port of the Switch being supported. The DPS-200A/500A/500DC can be installed
into a DPS-800 rack-mount chassis unit.

CAUTION: DO NOT connect the RPS to the AC power before the DC
power cable is connected. Connecting the AC power before the DC
power is connected might damage the internal power supply.

DPS-800 Rack-mount Chassis

The DPS-800 is a standard-size rack-mount (1 standard unit in height) designed to hold up to three DPS-
200A/500A/500DC redundant power supplies.

Figure 1.32 —Installing the DPS-200A/500A/500DC in the DPS-800

The DPS-800 rack-mount chassis can be mounted into a standard 19" rack. Use the following diagram to
guide you.
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Hardware Installation

This chapter provides unpacking and installation information for the D-Link DGS-1210/ME Metro Ethernet
Switch.

Step 1: Unpacking

Open the shipping carton and carefully unpack its contents. Please consult the packing list located in the
User Manual to make sure all items are present and undamaged. If any item is missing or damaged, please
contact your local D-Link reseller for replacement.

b One D-Link Metro Ethernet Switch

» One multi-language Getting Started Guide
» One CD

b One RJ-45 console cable

» Power cord clip

b Power cord

> Rack mount kit

> Rubber feet

If any item is found missing or damaged, please contact the local reseller for replacement.

Step 2: Switch Installation

For safe switch installation and operation, it is recommended that you:

> Visually inspect the power cord to see that it is secured fully to the AC power connector.
» Make sure that there is proper heat dissipation and adequate ventilation around the switch.
» Do not place heavy objects on the switch.

Desktop or Shelf Installation

The DGS-1210/ME series switches come with a strip of four adhesive rubber pads that can be placed on the
bottom of the device to prevent the device from damaging the desktop or shelf it is places on. To attach the
rubber pads, simply remove them from the adhesive strip and stick one pad on each corner on the bottom
panel of the Switch.

L

S

Rubber Feet

>

Figure 2.1 — Attach the adhesive rubber pads to the bottom

Rack Installation

The switch can be mounted in an EIA standard size 19-inch rack, which can be placed in a wiring closet with
other equipment. To install, attach the mounting brackets to the switch’s side panels (one on each side) and
secure them with the screws provided (please note that these brackets are not designed for palm size
switches).

Figure 2.2 — Attach the mounting brackets to the Switch

13
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Then, use the screws provided with the equipment rack to mount the switch in the rack.

Figure 2.3 — Mount the Switch in the rack or chassis

Please be aware of following safety Instructions when installing:

A) Elevated Operating Ambient - If installed in a closed or multi-unit rack assembly, the operating ambient
temperature of the rack environment may be greater than room ambient. Therefore, consideration should be
given to installing the equipment in an environment compatible with the maximum ambient temperature (Tma)
specified by the manufacturer.

B) Reduced Air Flow - Installation of the equipment in a rack should be such that the amount of air flow
required for safe operation of the equipment is not compromised.

C) Mechanical Loading - Mounting of the equipment in the rack should be such that a hazardous condition is
not achieved due to uneven mechanical loading.

D) Circuit Overloading - Consideration should be given to the connection of the equipment to the supply
circuit, and the effect that overloading of the circuits might have on overcurrent protection and supply wiring.
Appropriate consideration of equipment nameplate ratings should be used when addressing this concern.

E) Reliable Earthing - Reliable earthing of rack-mounted equipment should be maintained. Particular
attention should be given to supply connections other than direct connections to the branch circuit (e.g. use
of power strips).”

Step 3 — Plugging in the AC Power Cord

Users may now connect the AC power cord into the rear of the switch and to an electrical outlet (preferably
one that is grounded and surge protected).

14
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0 SerE wge
oe QDED vvvvvvv
DEDQ :

Figure 2.4 — Plugging the switch into an outlet

Power Failure

As a precaution, the switch should be unplugged in case of power failure. When power is resumed, plug the
switch back in.

15
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Getting Started

This chapter introduces the management interface of D-Link DGS-1210/ME Metro Ethernet Switch.
® Management Options

® Using Web-based Management

® Connecting to the Console Port

Management Options

The D-Link DGS-1210/ME Metro Ethernet Switch can be managed through any port on the device by using
the web-based management interface, or the D-Link Network Assistant (DNA).

Each switch must be assigned its own IP address, which is used for communication with the web-based
management interface or a SNMP network manager. The PC should have an IP address in the same range
as the Switch. Each Switch allows up to four users to access the web-based management interface
concurrently.

However, if you want to manage multiple D-Link Smart Managed Switches, the D-Link Network Assistant
(DNA) is a more convenient choice. By using the D-Link Network Assistant (DNA), you do not need to
change the IP address of your PC, making it easier to simultaneously initialize multiple D-Link Managed
Switches.

Please refer to the following installation instructions for the Web interface and the D-Link Network Assistant
(DNA).

Using Web-based Management Interface

After successfully installing the Switch, you can configure the Switch, monitor the network status, and display
statistics using a web browser.

Supported Web Browsers
The embedded Web-based Management currently supports the following web browsers:

Microsoft Internet Explorer 10/11
Microsoft Edge 25

Chrome 51

Safari 5.1.7

s
»
»
»

Connecting to the Switch

The access the web interface you will need the following equipment:
1. A PC with a RJ45 Ethernet port.

2. Astandard Ethernet cable

Connect on end of the Ethernet cable to any of the ports on the front panel of the Switch and connect the
other end of Ethernet cable to the Ethernet port on the PC.

16
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Figure 3.1 — Connected Ethernet cable

Accessing the Web-based Management Interface

In order to access the management interface, the PC must have an IP address in the same subnet as the
switch. For example, if the switch has an IP address of 10.90.90.90, the PC should have an IP address of
10.x.y.z (where x/y is a number between 0 ~ 254 and z is a number between 1 ~ 254), and a subnet mask of
255.0.0.0. To launch the web interface, simply open any compatible web browser and enter 10.90.90.90 (the
factory-default IP address) in the address bar. Then press <Enter>.

€ D-Link | Welcome - Windows Internet Explorer

@ | = | http:/y10,90,90,90
File Edit ‘iew Favorites Tools  Help

Figure 3.2 —Enter the IP address 10.90.90.90 in the web browser

NOTE: The switch's factory default IP address is
10.90.90.90 with a subnet mask of 255.0.0.0 and
a default gateway of 0.0.0.0.

When the following logon dialog box appears, enter the password and choose the language of the Web-
based Management interface then click OK.

By default, the Username and Password are empty.

Connect to 10.90.90.90

Enter your username and password

Username [
Password

Cancel

Figure 3.3 — Logon Dialog Box

Web-based Management

Please refer to Chapter 4 Configuration for detailed instructions.

D-Link Network Assistant (DNA)

D-Link Network Assistant (DNA) is a program that is used to discover switches which are in the same Layer

2 network segment as your PC. You can download the DNA App from the Chrome web store and install it in
a Chrome web browser.

1. Go to the Chrome web store at: https://chrome.google.com/webstore, and search the store for
Network Assistant.
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D-Link Network Assistant
D-Link Corporation

D-Link Network Assistant

Figure 3.4 — D-LINK Network Assistant

2.  Click ‘ADD TO CHROME' button on the right hand side of the search results.
Click ‘Add app’ button in the pop-up window to install the D-Link Network Assistant in Chrome.
4.  When the installation process has finished:

(Option 1) Click the ‘LAUNCH APP’ button in the upper-right corner of the window to start DNA.

(Option 2) Click the ‘Apps’ icon in the upper-left corner of the Chrome browser and click the DNA icon
to start the app.

w

it Apps
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Configuration

The features and functions of the D-Link DGS-1210/ME Metro Ethernet Switch can be configured through
the web-based management interface.

Web-based Management

After press the OK button in Logon Dialog Box, you will see the screen below:
= . SRR IChabodtda Andbbieh debddsdd £ b 5 3T RSN

T T T T Tl T T

aup . L u
Bullng NeworsforPaopis 1 o WYY PPPE Jyyy

“ Logged in as Administrator, Anonymous - 10.90.90.97 2 Logout

& System Device Information O Safegu

8 Configuration

s QoS Device Information

Device Type DGS-1210-28MPIME System Time 18/08/2016 15:16:42

System Name System Up Time 0 days, 0 hours, 3 mins, 3 seconds
System Location MAC Address 00-06-06-05-04-05

System Contact IF Address 10.90.90.90

Boot Version 1.01.033 Subnet Mask 255000

Firmware Version 7.01.038 Hardware \ersion B1

Default Gateway 0.0.0.0 Serial Number QBDGS121025800

8 L3 Functions
Login Timeout (minutes) 5

Function Tree Device Status and Quick Configurations

STP Disabled Settings SNMP Status Enabled Settings
Port Mirraring Disabled Seftinas 802 1X Status Disabled Seftings
IGMPF Snooping Disabled Seftings Safeguard Engine Enabled Settings
DHCP Client Disabled Settinos Jumbo Frame Disabled Settings
Fower Saving Disabled Seftings

Main Configuration Screen

Figure 4.1 — Web-based Management

The three main areas are the Tool Bar on top, the Function Tree on the left, and the Main Configuration
Screen.

The Tool Bar provides a quick and convenient way for accessing essential functions such as firmware
upgrades and basic settings.

Clicking on a section or subsection in the function tree will display all the settings of that section in the main
configuration screen. The main configuration screen will show the current status of your Switch by clicking
the model name on top of the function tree.

In the upper-right corner of the screen the username and current IP address will be displayed.

Under the username is the Logout button. Click this to end this session.

\‘ NOTE: If you close the web browser without
clicking the Logout button first, then it will be seen
as an abnormal exit and the login session will still
be occupied.

Finally, by clicking on the D-Link logo at the upper-left corner of the screen you will be redirected to the local
D-Link website.
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Tool Bar > Save Menu

The Save Menu provides Save Configuration and Save Log functions.

Save Tools
Save Configuration
Save Log

Figure 4.2 — Save Menu

Save Configuration

Select to save the entire configuration changes you have made of the device to switch’s non-volatile RAM
then click Save Config button to take effect. Or select to boot up the device from which configuration of the
device then click the Apply button to take effect.

Save Config O Ssfeguard |

Please press the button to save the config of device config_id 1 v Save Config

Please selectthe boot up config of device config_id1 v | Apply

Figure 4.3 — Save Configuration

Save Log

Save the log entries to your local drive and a pop-up message will prompt you for the file path. You can view
or edit the log file by using text editor (e.g. Notepad).

Save Log Q Safeguard

Backup Log tofile Backup Log

Figure 4.4 — Save Log

Tool Bar > Tool Menu

The Tool Menu offers global function controls such as Reset System, Reboot Device, Configuration Backup
and Restore, Firmware Backup and Upgrade and Flash Information.

Reset System

Rehoot Device

Configuration Backup & Restare
Firmmware Backup & Lipgrade
Flash Infarmation

Figure 4.5 — Tool Menu

Reset System
Provide another safe reset option for the Switch. All configuration settings in non-volatile RAM will reset to
factory default and the Switch will reboot.

Reset System Q Safeguard

Reset System :

& Resetsystem. (Reset everything.)
Reset system exclude system IP. (Reset everything but keep system IP address.)

Reset system exclude VLAN and system IP. (Reset everything but keep system IP address and VLAN configuration )
Apply

Figure 4.6 — Tool Menu > Reset System

Select the different reset method then click Apply to reset the system.
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Reboot Device
Provide a safe way to reboot the system. Click Reboot to restart the switch.

Reboot device 0 Safeguard

Are you sure you want to proceed with the system reboot? If yes, click the "Reboot” button.

Reboot

Figure 4.7 — Tool Menu > Reboot Device

Configuration Backup & Restore

Allow the current configuration settings to be saved to a file (not including the password), and if necessary,
you can restore configuration settings from this file. Three methods can be selected: HTTP, TFTP or FTP.
Configuration Backup and Restore Q Safegusec J

= HTTP
Backup/Restore Cenfig ID number :| config_id 1 =

Backup current settings to file : : El_ack_x.l_p__ :
Restore saved settings from file : Choose Fiie | No file chosen
Restore

TFTP
Backup/Restore Config ID number ;| config_id 1 -
TFTP Server IP Address I -
I
TFTP File Name [ 1

Backup current settings to file : Backup
Restore saved settings from file :

FTP
Backup/Restore Image 10 number : | config_id 1

FTP Server IP Address [ T ]@ipwe

IPvE

FTP username
FTP password
FTP port 21
FTP path

FTP File Name

Backup firmware to file ;

Upgrade firmwrare from file

Figure 4.8 — Tool Menu > Configuration Backup and Restore

HTTP: Backup or restore the configuration file to or from your local drive.

Backup/Restore Config ID number: Specify the configuration ID number to be backup or restored.
Click Backup to save the current settings to your disk.

Click Choose File to browse your inventories for a saved backup settings file.

Click Restore after selecting the backup settings file you want to restore.

TFTP: TFTP (Trivial File Transfer Protocol) is a file transfer protocol that allows you to transfer files to a
remote TFTP server. The maximum Telnet Server connection is 4.

Backup/Restore Config ID number: Specify the configuration ID number to be backup or restored.
TFTP Server IP Address: Specify the IPv4 or IPv6 address.

TFTP File Name: Enter the file name which you want to save/restore from for the configuration.
Click Backup to save the current settings to the TFTP server.

Click Restore after selecting the backup settings file you want to restore.

FTP: FTP (File Transfer Protocol) is a file transfer protocol that allows you to transfer file to a remote FTP
server.

Backup/Restore Image ID number: Specify to image ID number to be updated on the Switch.
FTP Server IP Address: Specify the IPv4 or IPv6 address.

FTP username: Enter the user name for the FTP server.

FTP password: Enter the user password for the FTP server.

FTP port: Enter the FTP port number. The default is 21.
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FTP path: Specify the FTP path where the configuration file located.

FTP File Name: Enter the file name which to be updated on the FTP server.
Click Backup to save the current settings to the FTP server.

Click Restore after selecting the backup settings file you want to restore.

Note: Switch will reboot after restore, and
all current configurations will be lost.

Firmware Backup & Upgrade

Allow for the firmware to be saved, or for an existing firmware file to be uploaded to the Switch. Two methods
can be selected: HTTP or TFTP.

Firmware Backup and Upgrade O Safeguard ]

= HTTP
Backup/Restore Image 1D number - Image_id 1

Backup firmware to file : Backup
Upgrade firmware from file : | Choose File Mo file chosen
Upgrade |
TFEEP.
Backup/Restore Image ID number : |Image_id 1~

TFTP Server IP Address

TFTP File Name
Backup firmware to file :

Upgrade firmware from file

FTP
Backup/Restore Image |D number ;| Image_id 1

FTP Server IP Address | ® 1Pvd

FTP username
FTP password
FTP port 21
FTP path

FTP File Name

Backup firmware to file :

Upgrade firmware from file :

Figure 4.9 — Tool Menu > Firmware Backup and Upgrade

HTTP: Backup or upgrade the firmware to or from your local PC drive.

Backup/Restore Image ID number: Specify the firmware image ID number to be backup or restored.
Click Backup to save the firmware to your disk.

Click Choose File to browse your inventories for a saved firmware file.

Click Upgrade after selecting the firmware file you want to restore.

TFTP: Backup or upgrade the firmware to or from a remote TFTP server. The maximum Telnet Server
connection is 4.

Backup/Restore Image ID number: Specify the firmware image ID number to be backup or restored.

TFTP Server IP Address: Specify the IPv4 or IPv6 address.

TFTP File Name: Enter the file name which you want to save/restore from for the firmware.

Click Backup to save the firmware to the TFTP server.

Click Upgrade after selecting the firmware file you want to restore.

FTP: Backup or restore the firmware to or from a FTP server.
Backup/Restore Image ID number: Specify to image ID number to be updated on the Switch.
FTP Server IP Address: Specify the IPv4 or IPv6 address.
FTP username: Enter the user name for the FTP server.
FTP password: Enter the user password for the FTP server.
FTP port: Enter the FTP port number. The default is 21.
22
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FTP path: Specify the FTP path where the firmware file located.

FTP File Name: Enter the file name which to be updated on the FTP server.
Click Backup to save the current firmware to the FTP server.

Click Restore after selecting the backup firmware file you want to restore.

Firmware upgrade is incomplete.

Flash Information

The Flash Information page displays the detail information of flash on the Switch.

CAUTION: Do not disconnect the PC or remove
the power cord from device until the upgrade
completes. The Switch may crash if the

Flash Information o szggﬁuapq
MH2EL25635E
32mMB
1310720 1310720 0
12521404 14155776 1634272 a8
125214604 14155776 1634372 a8
303104 3832160 3620056 7
Figure 4.10 — Tool Menu > Flash Information
Tool Bar > Online Help
The Online Help provides two ways of online support:
Online Help o Safeguard ]

& Online Suppott Site
Please click"Apply" to go to the D-Link online suppor site.

 User Guide
Please click"Apply' to open a window and display the user guide

Figure 4.11 — Online Help

D-Link Support Site: This will lead you to the D-Link website where you can find online resources such as

updated firmware images.

User Guide: This can offer an immediate reference for the feature definition or configuration guide.

Click Apply to make configuration take effect.

Function Tree

All configuration options on the switch are accessed through the function menu on the left side of the screen.
Click on the setup item that you want to configure. The following sections provide more detailed description

of each feature and function.
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Figure 4.12 —Function Tree

The Device Information provides an overview of the switch, including essential information such as firmware
& hardware information, and IP address.

It also offers an overall status of common software features:
STP: Click Settings to link to Configuration > Spanning Tree > STP Bridge Global Settings. Default is

disabled.

Port Mirroring: Click Settings to link to Configuration > Port Mirroring. Default is disabled.
IGMP Snooping: Click Settings to link to Configuration > IGMP Snooping > IGMP Snooping. Default is

disabled.

DHCP Client: Click Settings to link to System > System Settings. Default is disabled.

Power Saving: Click Settings to link to System > Power Saving. Default is disabled.

SNMP Status: Click Settings to link to System > SNMP Settings > SNMP Global State. Default is enabled.
802.1X Status: Click Settings to link to Security > 802.1X > 802.1X Settings. Default is disabled.
Safeguard Engine: Click Settings to link to Security > Safeguard Engine. Default is enabled.

Jumbo Frame: Click Settings to link to Configuration > Jumbo Frame. Default is disabled.

Device Information

. O _Safeguard

Device Information
Device Type
System Name
System Location
System Contact
Boot Version
Firmware Version
Default Gateway

Login Timeout (minutes)

Device Status and Quick Configurations

STP

Paort Mirroring
IGMP Snooping
DHCP Client
Power Saving

System > System Settings

The System Setting allows the

Switch.

DGS-1210-28MP/ME System Time 02/01/2000 00:50:34
System Up Time 0 days, 0 hours, 38 mins, § seconds
MAC Address 00-06-06-05-04-05
IP Address 10.90.90.90

1.01.033 Subnet Mask 255.00.0

7.01.B027 Hardware Version B1

0.00.0 Serial Number QBDGS12102800

5

Disabled Settinas SMNMP Status Enabled Settings

Disabled Seftinas 802.1X Status Disabled Settings

Disabled Settings Safeguard Engine Enabled Settings

Disabled Seftings Jumbo Frame Disabled Settings

Disabled Settinas

Figure 4.13 — Device Information

user to configure the IP address and the basic system information of the
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System Settings (6]
IP Information
* Static DHCP
Interface Nams [System |
Vlan Name [default |
Subnet Mask 258l o[ o[ o
atewsy o[ o[ o d
DHCP Option 12 State: Disabled ¥

DHCP Cption 12 Host Name |DGS—121D—28MP}IME |

Apply

System Information

System Name

System Location

System Contact

Login Timeout (3-30 minutes)

Apply

Figure 4.14 — System > System Settings

IP Information: There are two ways for the switch to obtain an IP address: Static and DHCP (Dynamic Host
Configuration Protocol).

When using static mode, the IP Address, Subnet Mask, Gateway, DHCP Option 12 State and DHCP
Option 12 Host Name can be manually configured. When using DHCP mode, the Switch will first look for a
DHCP server to provide it with an IP address (including network mask and default gateway) before using the
default or previously entered settings. By default the IP setting is static mode with IP address is 10.90.90.90
and subnet mask is 255.0.0.0.

System Information: By entering a System Name and System Location, the device can more easily be
recognized.

Login Timeout: The Login Timeout controls the idle time-out period for security purposes, and when there is
no action for a specific time span in the Web-based Management. If the current session times out (expires),
the user is required a re-login before using the Web-based Management again. Selective range is from 3 to
30 minutes, and the default setting is 5 minutes.

System > Firmware Information

The Firmware Information page displays the information of firmware. The user can specify configuration and
image file to boot up when power on the Switch next time.
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Firmware Information o Safaguaﬁ
ID  Version Size (B) Update Time From User
*  7.01.8027 14003200 01/01/2000 04:19:48  10.90.90.94 (‘;”e"b”)“'m 4
2 7018027 14003200 01/01/2000 04:24:44  10.90.90.94 E:J’;Ob"}“’m us

Please select the boot up image and config of device.

config_id 1

Image_id 1 ¥
LApply |
" . Boot up firmware
(S5H) . Firmware update through SSH
(Web) : Firmware update through Web
(SNMP) : Firmware update through SNMP
(Telnet) : Firmware update through Telnet
(CONSOLE) . Firmware update through CONSOLE

Figure 4.15 — System > Firmware Information

System > Serial Port Settings
The Serial Port Settings allows the user to adjust the Baud Rate and the Auto Logout values.

Setrial Port Settings Q Safaguand
L =

Baud Rate 9800 v
Auto Logout 10 minute ¥
Data Bits 8

Patity Bits Mone

Stop Bits 1

Apply |

Figure 4.16 — System > Firmware Information

Baud Rate: Specify the baud rate for the serial port on the Switch. There are four possible baud rates to
choose from, 9600, 19200, 38400 and 115200. For a connection to the Switch using the console port, the
baud rate must be set to 9600, which is the default setting.

Auto Logout: Select the logout time used for the console interface. This automatically logs the user out after
an idle period of time, as defined. Choose from the following options: 2, 5, 10, 15 minutes or Never. The
default setting is 10 minutes.

Date Bits: Display the date bits used for the serial port connection.
Parity Bits: Display the parity bits used for the serial port connection.
Stop Bits: Display the stop bits used for the serial port connection.

Click Apply to make the configurations take effect.

System > IP Interface
The IP Interface page allow user to configure the IPv6 system settings.
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Interface Name | |

VLAN Name | |
IPyv4 Addrass | |
Netmask 24 (255.255.255.0) Y
Interface Admin State | Enabled hd

Add

# Waximum 4 entries.

Interface IPv4 Admin |Link g
s e (G, Jemea G237 L2 | o | —on | owr |

S ks 10.80.90.90 256.0.0.0 Enabled L'IL"" | wve | Edt | Delete |

Figure 4.17 — System > IP Interface

Interface Name: Specifies the name of IP interface.

VLAN Name: Specifies the VLAN name of IP interface.

IPv4 Address: Specifies the IPv4 address for the interface.

Netmask: Select the netmask of IP address.

Interface Admin State: Enables or disables the interface administration state.

Click Add for the settings to take effect.

System > Static ARP Settings

The Address Resolution Protocol is a TCP/IP protocol that converts IP addresses into physical addresses.
This table allows network managers to view, define, modify, and delete ARP information for specific devices.
Static entries can be defined in the ARP table. When static entries are defined, a permanent entry is entered
and is used to translate IP addresses to MAC addresses.

Staic ARP Sett o

Add Static ARP Entry

PAdoress [ | MACAdess [ | Add
Delete All
Total Entries : 1
Interface Name IP Address MAC Adress Type Delete
System 10.90.90.94 00-00-00-11-22-33 STATIC Delete

Figure 4.18 — System > Static ARP Settings

Add Static ARP Entry: Allows user to add a static ARP entry.
IP Address: Specifies the IP address of ARP entry to be created.
MAC Address: Specifies the MAC address of ARP entry to be created.

Click Add to create a new ARP entry.
Click Delete to remove the specified ARP entry.

System > IPv6 System Settings
The IPv6 System Settings page allow user to configure the IPv6 system information.
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nterface Settin o
IPv6 Interface Settings
Interface Name System IPVE State Enabled v
z IPvE Metwork Address (e.g. |:|
Interface Admin State  Enabled 3710::1/54)
DHCPVE Client Disabled i
| Back Il Apply |

NS Retransmit Time Settings

NS Retransmit Time (1-3600) s Apply

Automatic Link Local State Settings
Automatic Link Local Address Disabled v Apply

View All IPv6 Address

Address Type IPV6 Address
Link-Local feB0:212:10ffe28:677 /10 Delete

Figure 4.19 — System > IPv6 System Settings

IPv6 System Settings:

Interface Name: Displays the interface name of IPv6.

IPv6 State: Specifies the IPv6 to be enabled or disabled.

DHCPv6 Client: Specifies the DHCPvV6 client to be enabled or disabled.
IPv6 Network Address: Specifies the IPv6 Network Address.

NS Retransmit Time Settings:

NS Retransmit Time (1-3600): Enter the Neighbor solicitation’s retransmit timer in second here. Specifies
the NS retransmit time for IPv6. The field range is 1-3600, and default is 1 second.

Automatic Link Local State Settings:
Automatic Link Local Address: Specifies the automatic link is enabled or disabled.

Click Apply to make the configurations take effect.

System > IPv6 Neighbor Settings

The user can configure the Switch’s IPv6 neighbor settings. The Switch’s current IPv6 neighbor settings will
be displayed in the table at the bottom of this window.

tetace Name

Meighbor IPvE Address l:l

Lirik Layer MAG Address O | apply
tatace Name

state ALY L ST — | —r—

Total Entries: 0

Meighbor Link Layer Address Interface Name

Figure 4.20 — System > IPv6 Neighbor Settings

Interface Name: Enter the interface name of the IPv6 neighbor.
Neighbor IPv6 Address: Specifies the neighbor IPv6 address.
Link Layer MAC Address: Specifies the link layer MAC address.
Click Apply to make the configurations take effect.
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Interface Name: Specifies the interface name of the IPv6 neighbor. To search for all the current interfaces
on the Switch, go to the second Interface Name field in the middle part of the window, tick the All check box.
Tick the Hardware option to display all the neighbor cache entries which were written into the hardware table.

State: Use the drop-down menu to select All, Address, Static or Dynamic. When the user selects address
from the drop-down menu, the user will be able to enter an IP address in the space provided next to the state
option.

Click Find to locate a specific entry based on the information entered.
Click Clear to clear all the information entered in the fields.

System > DHCP Auto Configuration

The DHCP Auto Configuration page allows user to enable the DHCP Auto Configuration feature on the
Switch. When enabled, the Switch becomes a DHCP client and gets the configuration file from a TFTP
server automatically on next boot up. To accomplish this, the DHCP server must deliver the TFTP server IP
address and configuration file name information in the DHCP reply packet. The TFTP server must be up and
running and store the necessary configuration file in its base directory when the request is received from the
Switch.

DHCP Auto Configuration (6] Safeguard
Auto Configuration State: Enahled * Disabled
Tirnenut {1-E5535) sec apply

The DHCP autoconfiguration function on the switch will 1oad a previously saved configuration file for current use

Note: Ifthe switch is unable to complete the autoconfiguration process, the previously saved local configuration file present in switch memory will be loaded

Figure 4.21 — System > DHCP Auto Configuration

System > DHCP Auto Image

The DHCP Auto Image page allows user to automatically download FW Image and upgrade the different
firmware version image into the Switch.

DHCP Auto Image O Ssfeguard |

DHCP Auto Image: Enabled * Disabled Apply

Figure 4.22 — System > DHCP Auto Image

System > Port Configuration > Port Settings

In the Port Setting page, the status of all ports can be monitored and adjusted for optimum configuration. By
selecting a range of ports (From Port and To Port), the Speed can be set for all selected ports by clicking
Apply. Press the Refresh button to view the latest information.

Port Settings Q Sefg&uand
From Port To Port Media State Speed MOIMDI Flow Contral
01 v 01 v Copper ¥ Enable v Auto v Auto v Dizsabled ¥
10_half 10_full 100_half 100_full 1000_full Apply || Refresh

Port Link Status State Speed MO UMD [ Flow Cantrol
1 Down Enahled Auta AUTO Disahled
2 Down Enahled Auta AUTO Disahled
3 Down Enahled Auta AUTO Dizahled
4 Down Enahled Auta AUTO Dizahled
] 1000M Full Enahled Auta AUTO Dizahled
4] Diown Enahled Auta AUTO Dizahled
7 Down Enabled Auta AUTO Disahled
g Down Enabled Auta AUTO Disahled
9 Down Enabled Auta AUTO Disahled

10 Down Enabled Auta AUTO Disahled

11 Down Enabled Auta AUTO Disahled

e e 1 Fanwiea . " e [

Media: Depending on the selected port type, two options for user. Copper and Fiber_1G.
State: Enable or disable the state of specified ports.
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Speed: Gigabit Fiber connections can operate in 1000M Full Force Mode, Auto Mode or Disabled. Copper
connections can operate in Forced Mode settings (1000M Full, 100M Full, 100M Half, 10M Full, 10M Half),
Auto, or Disabled. The default setting for all ports is Auto.

NOTE: Be sure to adjust port speed settings
appropriately after changing the connected cable
media types.

MDI/MDIX:

A medium dependent interface (MDI) port is an Ethernet port connection typically used on the Network
Interface Card (NIC) or Integrated NIC port on a PC. Switches and hubs usually use Medium dependent
interface crossover (MDIX) interface. When connecting the Switch to end stations, user have to use
straight through Ethernet cables to make sure the Tx/Rx pairs match up properly. When connecting the
Switch to other networking devices, a crossover cable must be used.

This switch provides a configurable MDI/MDIX function for users. The switches can be set as an MDI port in
order to connect to other hubs or switches without an Ethernet crossover cable.

Auto is designed on the switch to detect if the connection is backwards, and automatically chooses MDI or
MDIX to properly match the connection. The default setting is “Auto” MDI/MDIX.

Flow Control: You can enable this function to mitigate the traffic congestion. Ports configured for full-duplex
use 802.3x flow control, half-duplex ports use backpressure flow control. The default setting is Disabled.

System > Port Configuration > Port Description

In the Port Description page, the user may name various ports on the Switch.
Port Description O Safeguand

Frorm Port To Port Medium Type Description

| o v lif] v Copper v Apply

Port Description

Figure 4.24 — System > Port Configuration > Port Description

From Port / To Port: Specify the range of ports to describe.
Medium Type: Depending on the selected port type, two options for user. Copper and Fiber_1G.
Description: Specify the description of ports.

Click Apply to make the configurations take effect.

System > Port Configuration > Port Error Disabled

The Port Error Disabled page displays the information about ports that have had their connection status
disabled, for reasons such as STP loopback detection or link down status.
Port Error Disabled QO Ssfeguard

Fort | Fort State | Connection Status Reason |

Figure 4.25 — System > Port Configuration > Port Error Disabled
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Port: Displays the port that has been error disabled.

Port State: Describes the current running state of the port, whether Enabled or Disabled.

Connection Status: This field will read the uplink status of the individual ports, whether Enabled or Disabled.
Reason: Describes the reason why the port has been error-disabled, such as a STP loopback occurrence.

System > Port Configuration > Port Media Type
The Port Media Type page displays the information about the port media type.

Port Media Type O Safeguard
Part Type Vendor Name oul PM Rey S Date Code
14(C) 1000MBASE-T
2(C) 1000MBASE-T
3(C) 1000MBASE-T
4 (C) 1000MBASE-T
5(C) 1000MBASE-T
6 (C) 1000MBASE-T
TiC) 1000MBASE-T
5(C) 1000MBASE-T
9{C) 1000MBASE-T
10(C) 1000MBASE-T
(G 1000MBASE-T

Figure 4.26 — System > Port Configuration > Port Media Type

Port: Displays the port number.

Type: Displays the port media type. The media types are 1000MBASE-T, 1000MBASE-X, 100MBASE-T,
100MBASE-X, 10MBASE-T and 10MBASE-X.

System > SNMP Settings > SNMP Global State

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) protocol designed
specifically for managing and monitoring network devices. SNMP enables network management stations to
read and modify the settings of gateways, routers, switches, and other network devices. Use SNMP to
configure system features for proper operation, monitor performance and detect potential problems in the
Switch or LAN.

Managed devices that support SNMP include software (referred to as an agent), which runs locally on the
device. A defined set of variables (managed objects) is maintained by the SNMP agent and used to manage
the device. These objects are defined in a Management Information Base (MIB), which provides a standard
presentation of the information controlled by the on-board SNMP agent. SNMP defines both the format of the
MIB specifications and the protocol used to access this information over the network.

The default SNMP global state is disabled. Select Enable and click Apply to enable the SNMP function.

SNMP Global State Settings O Safeguard
SNMP Glabal State: @ Enabled O Disabled

Figure 4.27 — System > SNMP Settings > SNMP Global State

System > SNMP Settings > SNMP User Table

This page is used to maintain the SNMP user table for the use of SNMPv3. SNMPV3 allows or restricts users
using the MIB OID, and also encrypts the SNMP messages sent out between users and Switch.
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SNMP User Table Q Safeguard
User Mame |:|*

Group Narme |:|*

SNMP Version wl v encrypted

Auth-Protocol tDS v Passward l:l

Ptiv-Protocol DES v Passward l:l

Apply

{ Maximurn Entries : 5073

User Name Group Mame SMMP Yersion Auth Profocol Priv-Protocol
ReadOnly ReadOnly vl Mone Nane Delete

ReadOnly ReadOnly VIt None Nane Delete
Readirite Readrite wl Mane Mone Delete
Readirite Readrite w2e Mane Mone Delete

Figure 4.28 — System > SNMP Settings > SNMP User Table

User Name: Enter a SNMP user name of up to 32 characters.

Group Name: Specify the SNMP group of the SNMP user.

SNMP Version: Specify the SNMP version of the user. Only SNMPV3 encrypts the messages.
Encrypt: Specifies the Encrypt is enabled or disabled when the SNMP Version is V3.

Auth-Protocol/Password: Specify either HMAC-MD5-96 or HMAC-SHA to be the authentication protocol.
Enter a password for SNMPv3 encryption in the right column.

Priv-Protocol/Password: Specify either no authorization or DES 56-bit encryption and then enter a
password for SNMPv3 encryption in the right column.

Click Apply to create a new SNMP user account, and click Delete to remove any existing data.

System > SNMP Settings > SNMP Group Table

This page is used to maintain the SNMP Group Table associating to the users in SNMP User Table.
SNMPv3 can control MIB access policy, security policy for a user group directly.

Group Name: Specify the SNMP user group of up to 32 characters.

Read View Name: Specify a SNMP group name for users that are allowed SNMP read privileges to the
Switch's SNMP agent.

Write View Name: Specify a SNMP group name for users that are allowed SNMP write privileges to the
Switch's SNMP agent.

Security Model: Select the SNMP security model.
SNMPv1 - SNMPv1 does not support the security features.

SNMPv2 - SNMPv2 supports both centralized and distributed network management strategies. It
includes improvements in the Structure of Management Information (SMI) and adds some security
features.

SNMPv3 - SNMPv3 provides secure access to devices through a combination of authentication and
encrypting packets over the network.

Security Level: This function is only available when you select SNMPv3 security level.

NoAuthNoPriv - No authorization and no encryption for packets sent between the Switch and SNMP
manager.

AuthNoPriv - Authorization is required, but no encryption for packets sent between the Switch and
SNMP manager.

AuthPriv — Both authorization and encryption are required for packets sent between the Switch and
SNMP manger.

Notify View Name: Specify a SNMP group name for users that can receive SNMP trap messages generated
by the Switch's SNMP agent.
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SNMP Group Table Q Safgguend |
Group MName I:l‘ Security Mode! il v
Read Yiew Narme I:l Security Leval MoAuthMoPriv ¥
Write View MName I:l Matify Wiew Name l:l
Apply

{ Maxirmurm Entries - 60 )
Group MName Read -‘u' i Mo ] Security Madel Security Level

ReadOnly Readiffrite vl MoAuthMoPriv Deleta
ReadOnly ReadWitite Readititite ¥2e MoAuthMNoP v Delete
Readirite ReadWitite Readititite Readiirite Wl MoAuthhoP riv Delete
Readrite Readiitite Readifitite Readitirite vie MoAuthhoP riv Delete

Figure 4.29- System > SNMP Settings > SNMP Group Table

System > SNMP Settings > SNMP View Table

This page allows you to maintain SNMP views to community strings that define the MIB objects which can be
accessed by a remote SNMP manager.

SNMP View Table Configuration Q Safg%uarq
View Type Included v Apply

({Maximum Entries : 50
Vigw Marme Subtree 01D OID Mask

Readiwrite 1 1 Delete

Figure 4.30 — System > SNMP Settings > SNMP View Table

View Name: Name of the view, up to 32 characters.

Subtree OID: The Obiject Identifier (OID) Subtree for the view. The OID identifies an object tree (MIB tree)
that will be included or excluded from access by an SNMP manager.

OID Mask: The mask of the Subtree OID. 1 means this object number is concerned, 0 means do not
concerned. For example 1.3.6.1.2.1.1 with mask 1.1.1.1.1.1.0 means 1.3.6.1.2.1.X.

View Type: Specify the configured OID is Included or Excluded that a SNMP manager can access.
Click Apply to create a new view, Delete to remove an existing view.

System > SNMP Settings > SNMP Community Table

This page is used to maintain the SNMP community string of the SNMP managers using the same
community string are permitted to gain access to the Switch's SNMP agent.

Community Name: Name of the community string

User Name (View Policy): Specify the read/write or read-only level permission for the MIB objects
accessible to the SNMP community.

SNMP Community Table Configuration o S«_afg&uapd_
Community Name I:I’
User Mame (view Policy) ReadOnly ¥

Apply

{ Maximurm Entries 1 10)

Comrunity Narme User Name
public Readanly Delete

private Readirite Delete

Figure 4.31 — System > SNMP Settings > SNMP Community Table
Click Apply to create a new SNMP community, Delete to remove an existing community.

System > SNMP Settings > SNMP Host Table
This page is to configure the SNMP trap recipients.
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Host IP Address: Select IPv4 or IPv6 and specify the IP address of SNMP management host.
SNMP Version: Specify the SNMP version to be used to the management host.

Community String/SNMPv3 User Name: Specify the community string or SNMPv3 user name for the
management host.

u

Host IP Address [
SHMP Wersion 1 v
Community String/ :
SNMFY3 User Name

Apply

{ Maximum Entries ; 107}
HaostIP Address SHMP Yers SMMPY3 User Mame

Figure 4.32— System > SNMP Settings > SNMP Host Table
Click Apply to create a new SNMP host, Delete to remove an existing host.

System > SNMP Settings > SNMP Engine ID

The Engine ID is a unique identifier used to identify the SNMPv3 engine on the Switch.

Input the Engine ID then click Apply to apply the changes and click Default resets to default value.
u

Engine ID ‘ 44476320313231 302d3238509m543604ﬁ34l

i Apply |i Default |

Mote: Engine ID length is 10-84, the accepted character is from 0to F.

Figure 4.33 — System > SNMP Settings > SNMP Engine ID

System > SNMP Settings > SNMP Trap Settings

The SNMP Trap Settings page provide user to Specify whether the device can send SNMP notifications.
SNMP onfi ion ()

Trap Settings

SNMP Authentication Traps

System Coldstart Traps

System Warmstart Traps

Port Link Up / Link Down

RSTF Port State Change

Firmware Upgrade State

Trap notification if PoE Power On [ Of
Trap notification if PoE Power Errar
Trap notification if ower max power budget
Port Security Violation

IMPB Violation

Loophack Detection occuring / recovery
DHCP Server Screening

Duplicate IP Detected

DHCPvE Server Screening

ICMPVE RA All Node Filter Apply

Figure 4.34 — System > SNMP Settings > SNMP Trap Settings

SNMP Authentication Traps: Specifies the device to send authentication failure notifications.
System Coldstart Traps: Specifies the device to send SNMP coldstart notifications.
System Warmstart Traps: Specifies the device to send SNMP warmstart notifications.
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Port Link Up / Link Down: Port connection information.
RSTP Port State Change: Events of a RSTP port state changes.
Firmware Upgrade State: Information of firmware upgrade - success or failure.

Trap notification if POE Power On / Off: Specifies the device to send trap notification when PoE power On
or Off.

Trap notification if POE Power Error: Specifies the device to send trap notification when PoE power error.

Trap notification if over max power budget: Specifies the device to send trap notification when the device
over the POE max power budget.

Port Security Violation: Information of Port Security Violation.
IMPB Violation: IMPB Violation information.

Loopback Detection occurring / recovery: Specify the device to send SNMP Trap when Loopback
Detection occurring and recovery.

DHCP Server Screening: Information of DHCP Server Screening.
Duplicate IP Detected: Information of Duplicate IP Detected.

DHCPv6 Server Screening: Information of DHCPv6 Server Screening.
ICMPv6 RA All Node Filter: Information of ICMPv6 RA all node filter.

Click Apply to make the configurations take effect.

System > User Accounts

The User Accounts page provides user to control user privileges. To add a new user by typing in a User
Name, Password and retype the same password in the Confirm Password and choose the level of
privilege(Admin, Operator, PowerUser or User) from the Access Right drop-down menu, then click the
Apply button.

User can modify existing user account in the User Account Table. To change the password, type in the Old
Password, New Password and retype it in the Confirm New Password entry field and select the Encrypt,
then click the Edit button. To delete the user account, click on the Delete button.

User Accounts QO Safeguard
Add User Accounts
Access Right Adrmin B Confitm Password ] | Apaly

MNote: Passward/User Name should be less than 15 characters.

Total Entries : 0

User Narme Pl rd e WK Confirm Passward Encrypt

Figure 4.35—- System > User Accounts

System > MAC Address Aging Time

The MAC Address Aging Time page specifies the length of time a learned MAC Address will remain in the
forwarding table without being accessed (that is, how long a learned MAC address is allowed to remain idle).
To change this, type in a different value representing the MAC address age-out time in seconds.

. MAC Address Aging Time O Ssfeguardy]
MAL Address Aging Time (10-1000000) [ z00/seconds

Apply

Figure 4.36 — System > MAC Address Aging Time

MAC Address Aging Time (10-1000000): Specifies the aging time of MAC address on the Switch. The
range is from 10 to 1000000, and the default is 300 seconds.
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System > ARP Aging Time Settings

The ARP Aging Time Settings page provides user to globally set the maximum amount of time, in minutes,
and Address Resolution Protocol (ARP) entry can remain in the Switch’'s ARP table, without being accessed,
before it is dropped from the table.

ARP Aging Time Settings O Ssfeguard
ARP Aging Time (0-65535) minutes

Apply

Figure 4.37 — System > ARP Aging Time Settings

ARP Aging Time (0-65535): Specifies the ARP aging time on the Switch. The range is from 0 to 65535 with
a default setting of 5 minutes.

System > PPPoE Circuit ID Insertion Settings

The PPPoE Circuit ID Insertion Settings page specifies the configuration of settings. When enabled, the
system will insert the circuit tag to the received PPPOE discover request and the request packet if the tag is
absent. It will remove the circuit ID tag from the received PPPoE offer and session confirmation packet.

PPPoE Circuit ID Insertion Settings (6] Eafeguard

PPPoE Circuit ID Insertion State Enabled '® Disabled Apply
From Port To Port State

1 i1 T Enabled v

Circuit ID Remote ID

Switch IF ¥ Default ¥ Apply

Port | State | Circuit ID | Remote ID |
1 | Disabled | switeh IP | Default |
2 | Disabled | Switch IP | Default |
3 | Disabled | Switch IP | Default |
4 | Disabled | switeh IP | Default |
5 | Disabled | switeh IP | Default |
& | Disabled | Switch IP | Default |
7 | Disabled | Switch IP | Default |
8 | Disabled | Switeh IP | Default |
9 | Disabled | switeh IP | Default |
10 | Disabled | Switch IP | Default 5=

Figure 4.38 — System > PPPoE Circuit ID Insertion Settings

PPPoE Circuit Insertion State: Enable or disable the PPPOE circuit insertion state, and Click Apply to make
the configurations take effect.

From Port/ To Port: Specifies the ports to be configured.

State: Enable or disable the state of specified ports.

Circuit ID: Specifies the Circuit ID is Switch 1P, Switch MAC, UDF String, Vendor2 and Vendor3.
Switch IP — The Switch’s IP address will be used to encode the circuit ID option. This is the default.
Switch MAC — The MAC address of the Switch will be used to encode the circuit ID option.

UDF String — A user specified string to be used to encode the circuit ID option. Enter a string with
the maximum length of 32.

Remote ID: Specifies the Remote ID is Deafult, Vendor2 or Vendor3.

Click Apply to make the configurations take effect.
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System > Web Settings

The WEB State is Enabled by default. If user chooses to disable this by selecting Disabled, user will lose the
ability to configure the system through the web interface as soon as these settings are applied.

Web Setlings o _Saf_agﬁuﬂnd
WEB State * Enabled Disabled
vonr-e5525

Apply

Figure 4.39- System > Web Settings

Port (1-65535): Specifies the Port number. The range is between 1 and 65535 with the well-known default is
80.

Click Apply to make the configurations take effect.

System > Telnet Settings

Telnet configuration is Enabled by default. If user does not want to allow the Telnet configuration, they only
need to disable the Telnet State.

Telnet Settings O Safeguard
Telnet State Digabled '* Enahled
Par 185535

Apply

Figure 4.40 — System > Telnet Settings

Port (1-65535): The TCP port number. TCP ports are numbered between 1 and 65535. The well-known TCP
port for the Telnet protocol is 23.

Click Apply to make the configurations take effect.

System > Password Encryption

The Password Encryption page is used to enable or disable the password encryption state. Select Enabled
and click Apply to make the configurations take effect.
Password Encryption O Safeguard |

Password Encryption State Enabled * Disabled Apply

Figure 4.41 — System > Password Encryption

System > Ping Test

The Ping Test is a small program that sends ICMP Echo packets to the IP address you specify. The
destination node then responds to or “echoes” the packets sent the Switch. This is very useful to verify
connectivity between the Switch and other nodes on the network.

Ping Test Q S_efgg.uanq |
Start
Enterthe IP address ofthe device or station you want ta ping, then click Start.
Target IP Address 0.0.0.0 '® [Pvd
Repeat Pinging for: * Infinite times
[ ] c-255tmes
Timenut: (1-99 sec)

Figure 4.42 — System > Ping Test
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The user may use Infinite times radio button, in the Repeat Pinging for field, which will tell the ping program
to keep sending ICMP Echo packets to the specified IP address until the program is stopped. The user may
opt to choose a specific number of times to ping the Target IPv4 or IPv6 Address by clicking its radio button
and entering a number between 1 and 255. Click Start to initiate the Ping Program

Timeout: Specify the timeout time of Ping test. The range is between 1 and 99 seconds.

System > MAC Notification Settings

MAC Notification page is used to monitor MAC addresses learned and entered into the forwarding database.
To globally set MAC natification on the Switch, user should enabled or disabled state, input the Time Interval
between notification and History Size then click the Apply button.

MAC Motification Setlings O Ssfeguard
MAC Notification Global Settings
State Enabled * Disabled
Interval (1-2147483647 sec) sec
Histary Size (1-500) Apply
MAC Notification Port Settings
From Part To Port State
1 v 28 T Diszbled v Spply

MAC Notification Port State Table

Fuort Status
1 Disabled
Dizabled
Disabled
Digabled
Dizahled

| |

Figure 4.43 — System > MAC Notification Settings

State: Enabled or Disabled MAC notification globally on the Switch.
Interval (1-2147483647 sec): The time in seconds between notifications.

History Size (1-500): The maximum number of entries listed in the history log used for notification. Up to
500 entries can be specified.

Click Apply to make the configurations take effect.

To change MAC notification settings for a port or group of ports on the Switch, configure the following
parameters. , then click the Apply button.

From Port / To Port: Select a port or group of ports to enable for MAC natification using the pull-down
menus.

State: Enable MAC Notification for the ports selected using the pull-down menu.

System > System Log Configuration > System Log Settings

System Logs record and manage events, as well as report errors and informational messages. Message
severity determines a set of event message will be sent. Click Enable so you can start to configure the
related settings of remote system log server, then press Apply for the changes to take effect.

System Log Setlings Q Safeguard ]

System Log Enabled  ® Disabled anal

System Log Save Mode Settings

SaveMode  On Demand ¥ [ aminutes 1-65535) Apnly

Figure 4.44 — System > System Log Configuration > System Log Settings

Save Mode: Use this drop-down menu to choose the method that will trigger a log entry. You can choose
between On Demand, Time Interaval and Log Trigger.

Minutes: Enter a time intervel, in minutes, for which user would like a log entry to be made.
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System > System Log Configuration > System Log Server

The user can send Syslog messages to up to four designated servers using the System Log Server. It
supports maximum 500 system log entries. To set the System Log Server configuration, click Apply.

System Log Server O Ssfeguard J
Add System Log Server
Server D 1 v Severity Warning v
® Server IPv4 Address 1 Server IPv6 Address O
Fagility Local D v UDP Port (514 or 6000-65535)
Statlus Disabled M | Apply
System Log Server List

Server ID Server IP Address e Facility UDP Port

Figure 4.45 - System > System Log Configuration > System Log Server

Server ID: Specifies the Server ID. The field range is 1-4.

Severity: Specifies the minimum severity from which warning messages are sent to the server. There are
three levels. When a severity level is selected, all severity level choices above the selection are selected
automatically. The possible levels are:

Warning - The lowest level of a device warning. The device is functioning, but an operational
problem has occurred.

Informational - Provides device information.

All - Displays all levels of system logs.
Server IPv4 Address: Specifies the IPv4 address of the system log server.
Server IPv6 Address: Specifies the IPv6 address of the system log server.

Facility: Specifies an application from which system logs are sent to the remote server. Only one facility can
be assigned to a single server. If a second facility level is assigned, the first facility is overwritten. There are
up to eight facilities can be assigned (Local 0 ~ Local 7).

UDP Port: Specifies the UDP port to which the server logs are sent. The possible range is 6000 — 65535,
and the default value is 514.

Status: Specifies the status is enable or disable.

System > Time Profile
The Time Profile page allows users to configure the time profile settings of the device.

Time Range Setling O Ssfeguard
Time Range

Range Name l:|

Date Frotn Day 2009+ 1 » ] ¥ ToDay|(2009 v |1 ¥| |1 ¥

Hours(HH hhi) Start Time/ 00 + |00 * End Tirneg 00 v |00 ¥

Weekdays Mon L Tue Llwied LI Tho LIF L) sat L) sun Select All Days | Apply

Note:lfthe End Time is before the Start Tirme the End Time will be setto the following day.

Total Entries:0

Time Range Information

Range Narme Wiy yE Frorm Day Start Time End Tirme

Figure 4.46 — System > Time Profile Settings

Range Name: Specifies the profile name for the time profile to be configured.
Date: Select Date and specifies the From Day and To Day of the time profile.
Hours (HH MM): Specifies the Start Time and End Time.

Weekdays: Specifies the work day for the time profile. Or tick Select All Days to select all days for the time
profile.

Click Apply to create a new time profile or click Delete to delete a time profile from the table.
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NOTE: The time must be set after current time,
otherwise it will take effect on the next cycle time.

System > Power Saving

The Power Saving mode feature reduces power consumption automatically when the RJ-45 port is link down
or the connected devices are turned off. Less power will be consumed also when the short cable is used
(less than 20 meters).
By reducing power consumption, less heat is produced, resulting in extended product life and lower
operating costs. By default, the Cable Length Detection and Link Status Detection are enabled. Click Apply
to make the change effective.

Power Saving Settings [ ] Sefe&uap,g

Global Settings
Link Status Detection Enabled  '® Disabled Apply

Advanced Power Saving Settings
Type LED Shut-off v State Disabled v
Tirme Profile 1 Mone v Tirme Profile 2 MNong v
Select Al Clear Apply

[Poi ot 2 —Jo3 —as —Jos —Tos Jor Joo los o T Tz Tn e |
I K S N N P P N T T - S A PR

Summary
LED Shut-off Disabled Hone
Port Shut-off Disabled Mone
Systermn Hibermation Disabled All Fort

Figure 4.47 — System > Power Saving

Advanced Power Saving Settings:

Type: Specifies the Power Saving type to be LED Shut-off, Port Shut-off, Port Standby or System
Hibernation.

LED Shut-off - The LED Shut-off gets high priority. If the user select LED Shut-off, the profile
function will not take effect. It means the LED cannot be turned on after Time Profile time’s up when
the state is disabled. On the contrary, if the LED is enabled, the Time Profile function will work.

Port Shut-off - The Port Shut-off state has high priority (the priority rule is the same as LED.)
Therefore, if the Port Shut-off sate is already disabled the Time Profile function will not take effect.

System Hibernation - In this mode, switches get most power-saving figures since main chipsets
(both MAC and PHY) are disabled for all ports, and energy required to power the CPU is minimal.

State: Specifies the power saving state to be Enabled or Disabled.
Time Profile 1: Specifies the time profile or None.

Time Profile 2: Specifies the time profile or None.

Port: Specifies the ports to be configure of the Power Saving.

Click Select All configure all ports, or click Clear to uncheck all port. Then Click Apply to make the
configurations take effect.

System > IEEE802.3az EEE Settings

The |IEEE 802.3 EEE standard defines mechanisms and protocols intended to reduce the energy
consumption of network links during periods of low utilization, by transitioning interfaces into a low-power
state without interrupting the network connection. The transmitted and received sides should be
IEEE802.3az EEE compliance. By default, the switch enabled the 802.3az EEE function. Users can disable
this feature by individual port via the IEEE802.3az EEE setting page.
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. |IEEE802.3az EEE settings Q Safeguard

From Port To Port State
1 v 28 v Disabled ¥ Apply

IEEESD2.3az EEE settings

1 Enabled
Enabled
Enahled
Enabled
Enabled
Enabled
Enabled
Enahled
& Enabled
10 Enabled
1 Enabled
12 Enabled

@m0

Figure 4.48 — System > IEEE802.3az EEE Settings

From Port / To Port: A consecutive group of ports may be configured starting with the selected port.
State: Enabled or Disabled the IEEE802.3az EEE for the specified ports. By default, all ports are enabled.
Click Apply to make the configurations take effect.

If the connection speed drops down from 1000M to 100M, or the first link up takes longer time, please follow
below steps and check again:

1. Upgrade drivers of your Ethernet adapter or LAN controller for the host PC.
2. Disable EEE function on the switch port

System > SMTP Service > SMTP Server Settings

The SMTP Service Settings page is used to configure the fields to set up the SMTP server for the switch,
along with setting e-mail addresses to which switch log file can be sent when a problem arises on the Switch.
User can Enabled or Disabled the SMTP State, then input the SMTP Server Address, SMTP Server Port,
Self Mail Address and Mail Receiver Address then click Apply button to configure.

SMTP Service Settings Q Safeguard
SMTP State Enabled  ® Disabled
SMTF Server Address o d[ o[ o= pa SMTF Senver Port (1-65535)

Self Mail Address
Mail Receiver Address Apply

Mail Receiver Address Tabl
Index il

Figure 4.49 - System > SMTP Service > SMTP Server Settings

SMTP State: Enabled or Disabled the SMTP service on this device.

SMTP Server Address: Select IPv4 or IPv6 and enter the IP address of the SMTP server on a remote
device. This will be the device that sends out the mail for user.

SMTP Server Port: Enter the virtual port number that the Switch will connect with on the SMTP server. The
common port number for SMTP is 25, yet a value between 1 and 65535 can be chosen.

Self Mail Address: Enter the e-mail address from which mail messages will be sent. This address will be the
“from” address on the e-mail message sent to a recipient. Only one self mail address can be configured for
this Switch. This string can be no more that 64 alphanumeric characters.

Mail Receiver Address: Enter a list of e-mail addresses so recipients can receive e-mail messages
regarding Switch functions. Up to 8 e-mail addresses can be added per Switch. Do delete these addresses
from the Switch, click Delete button from the Mail Receiver Address Table.

System > SMTP Service > SMTP Service

The SMTP Service is used to send test messages to all mail recipients configured on the Switch, thus testing
the configurations set and the reliability of the SMTP server.
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Subject: | \

Content :

_ send ||
Figure 4.50 - System > SMTP Service > SMTP Service

Subject: Enter the subject of the test e-mail.
Content: Enter the content of the test e-mail.
Once the message is ready, click Send to send this mail to all recipients configured on the Switch for SMTP.

System > D-Link Discover Protocol Settings

For the D-Link Discovery Protocol (DDP) supported device, this page is an option for you to disable DDP or
configure the DDP packet report timer.

D-Link Discover Protocol State: The default setting is Enabled. Select Disabled then click Apply to turn
off D-Link Discover Protocol State.

DDP Glohal Settings
D-Link Discover Protocol State '® Enahled ' Disabled

D-Link Distover Pratocal Report Timer (0-120 Seconds)
Apply

DDP Port Settings

From Part |1 '| To Port ‘28 " State ‘Enab\ed v

Enabled

Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

1
L
8
I
5]
s
7
e
9
S
11
[
13
e
15 Enabled
[
17
[
149
S
21
I
28
[
28
[
27
[

Figure 4.51 — System > D-Link Discover Protocol Settings
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D-Link Discover Protocol Report Timer (Seconds): Configure the report timer of D-Link Discover Protocol
in seconds. The values are 30, 60, 90, 120 or Never. The default is 30 seconds.

Click Apply to make the configurations take effect.

Configuration > Jumbo Frame

Jumbo Frame support is designed to enhance Ethernet networking throughput and significantly reduce the
CPU utilization of large file transfers like large multimedia files or large data files by enabling more efficient
larger payloads per packet. The Jumbo Frame page allows network managers to enable Jumbo Frames on
the device.

The Jumbo Frame default is disabled, Select Enabled then click Apply to turn on the jumbo frame support.

Jumbo Frame Configuration O Safeguand ||

Jumbo Frame: Enabled * Disabled (Maximum Length is 9216 bytes) Apply
Figure 4.52 — Configuration > Jumbo Frame Settings

Configuration > 802.10 VLAN
A VLAN is a group of ports that can be anywhere in the network, but communicate as though they were in
the same area.

VLANS can be easily organized to reflect department groups (such as R&D, Marketing), usage groups (such
as e-mail), or multicast groups (multimedia applications such as video conferencing), and therefore help to
simplify network management by allowing users to move devices to a new VLAN without having to change
any physical connections.

The IEEE 802.1Q VLAN Configuration page provides powerful VID management functions. The original
settings have the VID as 1, no default name, and all ports as “Untagged”

Rename: Click to rename the VLAN group.

Delete VID: Click to delete the VLAN group.
IEEE 802.1Q VLAN Configuration _O_Safeguard

Asyrmmetric YLAN [ Example ] Enahled * Disahled L Apply

({Maximum Entries ; 4094 )
dden YVLAN

VID VLAN Mame MLAN Tagged yian Ports®

WVLAMN Rename Delete VID

1 default Disahle 13,14,1816,17 18, | Rename | | Delete VI
19,20,21,22,23,24,
26,26,27 28

| AddviD |

Figure 4.53 — Configuration > 802.1Q VLAN
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Click Add VID to create a new VID group, assigning ports from 01 to 10 as Untag, Tag, Forbidden or Not
Member. Enable or disable the VLAN Advertisement. A port can be untagged in only one VID. To save the
VID group, click Apply.

IEEE 802.1Q VLAN Conﬁguration o Safeguard
Asymmetric YLAN  [Example ] Enahled * Disahled Apply

{ Maximum Entries 4094 )

YD WLAM Mame Addvettic 5 agge ortst VLA Delete viD

07,08,09,10,11,12,

1 default Disahle 13,14,1516,17,18, | Rename | | Delete VI

19,20,21,22,23,24,
26,26,27,28

viD l:l WLAN Advertisement: ' Enabled Disabled

VLAN Namme [ |iMame should be less than 20 characters)

Untagged All

Tagged Al

Forbidden | Al

Mot member | all . O . . . . O . . . O . . O

]

Untagged All

Tagged All

Forbidden am

Mot member ol . O —a . . . e O O J . . 0 O

T Sdrne— | Apply |

Figure 4.54 — Configuration > 802.1Q VLAN > Add VLAN

After click Apply, the 802.1Q VLAN Configuration Table will displayed with updates.

IEEE 802.1Q VLAN Conﬂguraiion o Wu&mﬂ

Asymmetric VLAN [ Example ] Enabled ' Disasled Apply

{ Maximurn Entries : 4094 )

ename

07,08,09,10,11,12,

1 default Disahle 1314,1516,17,18, | Rename | | Delete VIl
16,20,21,22,23,24,
26,26,27,28

2 Enahle 02,03,07 | Rename | | Delete VIl

Figure 4.55 - Configuration > 802.1Q VLAN > Example VIDs

Click the VID number, the configuration of VLAN group which selected by user will displayed.

Change the port assignment then Click Apply to make the configurations take effect. User can also click the
Previous Page to the go back to the previous page.

VID Conﬂguration (¢ ) Ssfeguard
viD 2

VLAN Narne rd1 Advertisement. ® Enabled Disabled

Select All

Untagged 2l . O .

Tagged 2l

Farbidden Al

Mot Member 2l . 0 O . O O . . . 0 0

Select All

Untagged Al

Tagged all
Forhidden 2l
Mot Member 2l . . O . O . O O O . . . O O

| Previous Pag|  aApply |

Figure 4.56 - Configuration > 802.1Q VLAN > VID Assignments
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Select Enabled of Asymmetric VLAN and click Apply to change to Asymmetric VLAN mode:
IEEE 802.1Q VLAN Configuration s e

Asymmetric YLAN  [Example ] * Enabled Disabled L Apply

{ Maxirmum Entries 4094 )

Untagged YLAN Forbidden VLARN
0

VLAN Hame Tagged VLAN Parts Ports VLAN Renarme Delete ¥ID

Fo
01,02,03,04,05,06,
1 default Disable 131415161718, | Renams |  Delete VII
16,20.21.22,23,24,
26,26,37,28
2z Enable 02,03,07 | Rename | | Delete vIl

Figure 4.57 - Configuration > 802.1Q VLAN > VID Assignments

Configuration > Private VLAN > Private VLAN Settings

A private VLAN is comprised of a primary VLAN, up to one isolated VLAN, and a number of community
VLANSs. A private VLAN ID is presented by the VLAN ID of the primary VLAN. The command used to
associate or deassociate a secondary VLAN with a primary VLAN.

A secondary VLAN cannot be associated with multiple primary VLANs. The untagged member port of the
primary VLAN is named as the promiscuous port. The tagged member port of the primary VLAN is named as
the trunk port. A promiscuous port of a private VLAN cannot be promiscuous port of other private VLANSs.
The primary VLAN member port cannot be a secondary VLAN member at the same time, or vice versa. A
secondary VLAN can only have the untagged member port. The member port of a secondary VLAN cannot
be member port of other secondary VLAN at the same time. When a VLAN is associated with a primary
VLAN as the secondary VLAN, the promiscuous port of the primary VLAN will behave as the untagged
member of the secondary VLAN, and the trunk port of the primary VLAN will behave as the tagged member
of the secondary VLAN. A secondary VLAN cannot be specified with advertisement. Only the primary VLAN
can be configured as a layer 3 interface. The private VLAN member port cannot be configured with the traffic
segmentation function.

The Private VLAN Settings page allows the user to configure the Private VLAN settings.

Private VLAN Settings O Safeguand
Add Private VLAN
®WLAN Name (Max: 32 characters) WID (2-4094)
WLAN List (e.g.: 2, 4-6) Add

Find Private VLAN
® VLAN Name (Max: 32 characters)
VID (2-4094) Find View All

Total Entries : 4

VD VAN Name | PromiscuousPors | ||
2 VLAN2 Edit Delete
6 VLANG Edit Delete
7 WLANT Edit Delete
B WVLANS Edit Delete

Figure 4.58 - Configuration > Private VLAN > Private VLAN Settings

Add Private VLAN: Specify to add a private VLAN of the Switch.

VLAN Name: Enter a VLAN name for the private VLAN to be created. This name can be up to 32 characters
in length.

VID (2-4094): Enter a VLAN ID for the private VLAN to be created. The value ranges between 2 and 4094.
VLAN List: Enter a list of VLAN ID for the private VLAN to be created.

Click Add to add a new entry based on the information entered.
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Find Private VLAN: Specify to display a private VLAN information.

VLAN Name: Enter a VLAN name for the private VLAN to be displayed. This name can be up to 32
characters in length.

VID (2-4094): Enter a VLAN ID for the private VLAN to be displayed. The value ranges between 2 and 4094.

Click Find to locate a specific entry absed on the information entered.
Click View All to display all the existing entries.

Click Edit to configure the secondary VLAN as below:
Secondary VLAN Settings O Ssafeguard

Private VLAN Settings
Private VID 6
Private VLAN Name VLANG

Secondary VLAN Type Isolated ¥
® Secondary VLAN Name (Max: 32 characters)
Secondary VLAN List (eq.:1,4-8) Add

Private VLAN Isolated and Community Detail Table

Isolated VLAN ID Isolated VLAN Name Isolated Ports ]

Total Entries : 0

Community VLAN 1D Community VLAN Name [ ]

Previous Page

Figure 4.59 - Configuration > Private VLAN > Private VLAN Settings — Secondary VLAN Settings

Secondary VLAN Type: To specify the secondary VLAN type to be Isolated or Community.

Isolated — The ports within an isolated VLAN cannot communicate with each other at the Layer 2
level. Isolated ports are typically used for those endpoints that only require access to a limited
number of outgoing interfaces on a Private VLAN enabled device. An endpoint connected to an
isolated port will only possess the ability to communicate with those endpoints connected to
promiscuous ports. Endpoints connected to isolated ports cannot communicate with one another.

Community — The ports within a community VLAN can communicate with each other but cannot
communicate with ports in other communities at the Layer 2 level. Within a community, endpoints can
communicate with one another and can also communicate with any configured promiscuous port.
Endpoints belonging to one community cannot communicate with endpoints belonging to a different
community or with endpoints connected to isolated ports.

Secondary VLAN Name: Enter a VLAN name for the secondary VLAN. This name can be up to 32
characters in length.

Secondary VLAN List: Enter a list of secondary VLAN ID. The value ranges between 2 and 4094.

Click Add to add a new entry based on the information entered.
Click Previous Page to the go back to the previous page.

Configuration > Private VLAN > Private VLAN Trunk
The Private VLAN Trunk setting page allows user to configure the trunk ports settings.
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u

Config Promiscuous Trunk Ports: State | Disabled ~ Apply
Config Secondary Trunk Ports: State | Disabled ¥ Apply
Pors ————""lpromiscuous Trusk __[Secondary Trunk |
1 Disabled Disabled

2 Disabled Disabled

3 Disabled Disabled

4 Disabled Disabled

5 Disabled Disabled

6 Disabled Disabled

7 Disabled Disabled

8 Disabled Disabled

g Disabled Disabled

10 Disabled Disabled

11 Disabled Disabled =

Figure 4.60 - Configuration > Private VLAN > Private VLAN Trunk

Config Promiscuous Trunk Ports: To specify the promiscuous trunk ports to the specified private VLAN to
be enabled or disabled. A promiscuous port belongs to the primary VLAN and can communicate with all
interfaces, including the community and isolated host ports and private VLAN trunk ports that belong to the

DGS-1210 series Metro Ethernet Managed Switch User Manual

secondary VLANs associated with the primary VLAN.

Config Secondary Trunk Ports: To specify the secondary trunk ports to the specified private VLAN to be

enabled or disabled.
Click Apply to make the configurations take effect.

Configuration > VLAN Status

The VLAN Status page is for user to search the VLAN which has already existed on the Switch.

u

Total VLAN Entries: |1
WLAN 1D Find
WLAN Name Find
VLAN Status: Static VLAN Advertistment: Disable
Port 2 4 5 6 T 8 9 10 1 12 13 14
Untag . . . . . . . . . . . . .
Tag
Forbidden
Not Member
Port 15 16 17 i@ 19 20 21 Py 23 24 25 26 27 28
Untag . . . . . . . . . . . . . .
Tag
Forbidden
Not Member

| Previous || MNext |

Figure 4.61 - Configuration > VLAN Status

Enter the VLAN ID or VLAN Name then click Find to show the existed VLAN.
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Configuration > MAC-Based VLAN Settings

The table is used to create MAC-based VLAN entries on the switch. A MAC address can be mapped to any
existing static VLAN and multiple MAC addresses can be mapped to the same VLAN. When a static MAC-
based VLAN entry is created for a user, the traffic from this user is able to be serviced under the specified
VLAN regardless of the authentication function operated on the port. Therefore each entry specifies a
relationship of a source MAC address with a VLAN.

MAC-based VLAN Settings _O Safeguard

MAC Address ® VID(1-4094) WVLAN Name | Find 11 Add

I | | ]

View All | Delete All

#Total Entries -0

MAC Address Vo (Saws ____Twpe | |

Figure 4.62 - Configuration > MAC-based VLAN

MAC Address: Specify the MAC address to be reauthenticated by entering it into the MAC Address field.
VID (1-4094) / VLAN Name: Enter the VID or VLAN name of a previously configured VLAN.

Configuration > GVRP Settings

The GVRP Settings page allows user to determine whether the Switch will share its VLAN configuration
information with other GARP VLAN Registration Protocol (GVRP) enabled switches. In addition, Ingress
Checking can be used to limit traffic by filtering incoming packets whose PVID does not match the PVID of
the port. Results can be seen in the table under the configuration settings, as seen below.

GVRP Settings o Safeguard |
GYRP Global Settings Enabled '® Disabled Apply

From Port To Port FVID {1-4094) GYRP Ingress Checking Acceptable Frame Type

I 2 v C 1 Disabled ¥ Enabled ¥ All Frames v apply

rt PYID GVRP Ingress Checking Acceptable Frame Type
1 Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enahled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Enabled All Frames
Fnahlad all Framas

Figure 4.63 - Configuration > GVRP Settings

From Port/To Port: These two fields allow user to specify the range of ports that will be included in the Port-
based VLAN that user is creating using the 802.1Q Port Settings page.

PVID (1-4094): The read-only field in the 802.1Q Port Table shows the current PVID assignment for each
port, which may be manually assigned to a VLAN when created in the Settings table. The Switch's default is
to assign all ports to the default VLAN with a VID of 1. The PVID is used by the port to tag outgoing,
untagged packets, and to make filtering decisions about incoming packets. If the port is specified to accept
only tagged frames - as tagging, and an untagged packet is forwarded to the port for transmission, the port
will add an 802.1Q tag using the PVID to write the VID in the tag. When the packet arrives at its destination,
the receiving device will use the PVID to make VLAN forwarding decisions. If the port receives a packet, and
Ingress filtering is enabled, the port will compare the VID of the incoming packet to its PVID. If the two are
unequal, the port will drop the packet. If the two are equal, the port will receive the packet.
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GVRP: The Group VLAN Registration Protocol (GVRP) enables the port to dynamically become a member
of a VLAN. GVRP is Disabled by default.

Ingress Checking: This field can be toggled using the space bar between Enabled and Disabled. Enabled
enables the port to compare the VID tag of an incoming packet with the PVID number assigned to the port. If
the two are different, the port filters (drops) the packet. Disabled disables ingress filtering. Ingress Checking
is Disabled by default.

Acceptable Frame Type: This field denotes the type of frame that will be accepted by the port. The user
may choose between Tagged Only, which means only VLAN tagged frames will be accepted, and Admit_All,
which mean both tagged and untagged frames will be accepted. Admit_All is enabled by default.

Click Apply to make the configurations take effect.

Configuration > GVRP Timer Settings

The GVRP Timer Settings page allows user to configure the GARP timer values for application join, leave,
and leave_all GARP timer values.

GVRP Timer Settings 0 Safeguand
Join Time (100-100000) [ zodms
Leave Tirme (100-100000) [ eooms
Leave_All Time (100-100000) 10000| ms

Apply
Note:
Leave Time should be greater than 2*Jain Time.
Leave All Time should be greater than Leave Time.

Figure 4.64 - Configuration > GVRP Timer Settings

Join Time (100-100000): Indicates the time in milliseconds that PDUs are transmitted. The default value is
200ms.

Leave Time (100-100000): Indicates the amount of time in milliseconds that the device waits before leaving
its GARP state. The leave time is activated by a leave all time message sent/received, and cancelled by the
Join message. The default value is 600ms.

Leave All Time (100-100000): Used to confirm the port within the VLAN. The time in milliseconds between
messages sent. The default value is 10000ms.

Click Apply to make the configurations take effect.

Configuration > QinQ > QinQ Settings

The QIinQ Settings page allows user to enable or disable the Q-in-Q function. Q-in-Q is designed for service
providers to carry traffic from multiple users across a network.

Q-in-Q is used to maintain customer specific VLAN and Layer 2 protocol configurations even when the same
VLAN ID is being used by different customers. This is achieved by inserting SPVLAN tags into the
customer’s frames when they enter the service provider’s network, and then removing the tags when the
frames leave the network.

Customers of a service provider may have different or specific requirements regarding their internal VLAN
IDs and the number of VLANSs that can be supported. Therefore customers in the same service provider
network may have VLAN ranges that overlap, which might cause traffic to become mixed up. So assigning a
unique range of VLAN IDs to each customer might cause restrictions on some of their configurations
requiring intense processing of VLAN mapping tables which may exceed the VLAN mapping limit. Q-in-Q
uses a single service provider VLAN (SPVLAN) for customers who have multiple VLANs. Customer’'s VLAN
IDs are segregated within the service provider’s network even when they use the same customer specific
VLAN ID. Q-in-Q expands the VLAN space available while preserving the customer’s original tagged packets
and adding SPVLAN tags to each new frame. Select Enabled or Disabled then click Apply to enable or
disable the Q-in-Q Global Settings.
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QinQ Setlings O sefeguard |
QinG Global Settings: Enahled * Dizahled Apply |
inner_tpid 0x8100 Apply
Fram Part To Part Role Outer TRID (hesx : D1 -0y hiss Drap Add Inner Tag

1 v 1T R 03 (3100 Digabled ¥ DXlZI Disabled
Apply
Fart Role Outer TRID Drop Status Add inner tag
1 NI 0xg100 Disahled Disahled
2 NI 0xg100 Disahled Disahled
3 NI 0xg100 Disahled Disahled
4 Q1§ 0xe100 Dizahled Dizahled
] Q1§ 0xe100 Dizahled Dizahled
4] Q1§ 0xa100 Disabled Disabled
7 Q1§ 0xa100 Disabled Disabled
g [RIE1] 0xa100 Disabled Disabled
q M 0xe100 Disabled Disabled
10 M 0xe100 Disabled Disabled
1 MM w8100 Disahled Disahled
12 MM w8100 Disahled Disahled
13 MM w8100 Disahled Disahled

Figure 4.65 - Configuration > QinQ > QinQ Settings

From Port / To Port: A consecutive group of ports that are part of the VLAN configuration starting with the
selected port.

Role: The user can choose between UNI or NNI role.

UNI — To select a user-network interface which specifies that communication between the specified
user and a specified network will occur.

NNI — To select a network-to-network interface specifies that communication between two specified
networks will occur.

Outer TPID (hex: 0x1-0xffff): The Outer TPID is used for learning and switching packets. The Outer TPID
constructs and inserts the outer tag into the packet based on the VLAN ID and Inner Priority.

Miss Drop: Specifies to enable or disable the Miss Drop. If Miss Drop is enabled, the packet does not match
any assignment rule in the VLAN translation and Q-in-Q profile will be dropped. If disabled, the packet will be
forwarded and will be assigned to the PVID of the received port.

Add Inner Tag: Unselect the Disable check box and enter an entry that an Inner Tag will be added to the
entry.

Click Apply to make the configurations take effect.

Configuration > QinQ > VLAN Translation CVID Entry Settings

The VLAN Translation translates the VLAN ID carried in the data packets it receives from private networks
into those used in the Service Providers network.

VLAN Translation CVID Entry Settings (6] Safﬁsualj'i_:j
FromPort  To Fort Action CVID (1-4094)  SVID (1-4084)  Priority
1 1 v Add v | | | | | Apply
Total Entries: 0 Delete All

Priarity

Figure 4.66 - Configuration > QinQ > VLAN Translation CVID Entry Settings

From Port / To Port: A consecutive group of ports that are part of the VLAN configuration starting with the
selected port.

Action: Specify for SPVID packets to be added or replaced.

CVID List (1-4094): The customer VLAN ID List to which the tagged packets will be added.

SVID (1-4094): This configures the VLAN to join the Service Providers VLAN as a tagged member.
Priority: Specifies the CVID entry priority.
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Click Apply to make the configurations take effect. Click Delete All to remove all the CVID entries.

Q-in-Q and VLAN Translation Rules:
For Ingress untagged packets at UNI ports:
1. The Switch does not reference the VLAN translation table.
2. Check the Switch VLAN tables. The Sequence is MAC-based VLAN -> subnet-based VLAN ->

protocol-based VLAN -> port-based VLAN. If matched, the matched VLAN will become this packet's
SPVLAN.

For Ingress tagged packets at UNI ports:

1. The Switch looks up the VLAN translation table. If matched, the VLAN tag will be translated
(replace CEVLAN with SPVLAN, or add SPVLAN).

2. Or, check the Switch VLAN tables. The sequence is the same as above. The matched VLAN
becomes this packet’'s SPVLAN.

Configuration > Layer 2 Protocol Tunneling Settings

The layer 2 protocol tunneling is used to tunnel the layer 2 protocol packets. When the device is operating
with the Q-in-Q enabled, DA will be replaced by the tunnel multicast address, and the BPDU will be tagged
with the tunnel VLAN based on the QinQ VLAN configuration and the tunnel/uplink setting. When the device
is operating with the Q-in-Q disabled, the BPDU will have its DA replaced by the tunnel multicast address
and is transmitted out based on the VLAN configuration and the tunnel/uplink setting.

Layer 2 Protocol Tunneling Settings O Safeguard
Layer 2 Protocol Tunneling Global Settings
Layer 2 Protocol Tunneling State Enabled '® Disabled
UNI Ports
NMI Ports Apply

Layer 2 Protocol Tunneling Port Settings
From Port To Port Type Tunneled Protocol Threshold (0-65535)

1 v 1 v |MNene ¥ STP v | | 01-00-0C-CC-CC-CC ¥ Apply

UNI Port Tunneled Protocol Threshold (packet/sec)

Figure 4.67 - Configuration > Layer2 Protocol Tunneling Settings

Layer 2 Protocol Tunneling State: Specify to enable or disable the layer 2 Protocol Tunneling of ports.

From Port / To Port: A consecutive group of ports that are part of the configuration starting with the selected
port.

Type: Specify the layer 2 protocol tunnel type which will apply on the specified ports.
UNI — Specify the port is UNI port.
NNI — Specify the port is NNI port.
None — Disable the tunneling function.
Tunneled Protocol: Specify tunneled protocols on this UNI port.
STP — Specify the BPDU received on these UNI will be tunneled.
GVRP - Specify the GVRP PDU received on these UNI will be tunneled.

Protocol MAC — Specify the destination MAC address of the L2 protocol packets that will tunneled
on these UNI ports. The MAC address can be 01-00-0C-CC-CC-CC or 01-00-0C-CC-CC-CD.

All — Specify all supported.

Threshold (0-65535): Specify the drop threshold for packets-per-second accepted on this UNI port. The port
drops the PDU if the protocol’s threshold is exceeded. The range of the threshold value is 0 to 65535
(packet/second). The value 0 means unlimited. By default, the value is O.

Click Apply to make the configurations take effect.
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Configuration > 802.1v Protocol VLAN > 802.1v Protocol Group Settings

The 802.1v Protocol Group Settings page allows user to configure the untagged ports of different protocols
on the same physical port.
802.1V Protocol Group Setlings O Ssfeguard

Add Protocol VLAN Group
Group D (1-16) l:| Group Narme l:l Add Delate All

HNote: Mame should be less than 32 characters .

Add Protocol for Protocol VLAN Group

* Group 1D Group Mame

L ]

Frotocol Protocol Yalue (0-FFFF)

Ethermet I v ] Add

Total Entries: 0

Graup D Group Mame Frame Type

Figure 4.68 - Configuration > 802.1v Protocol VLAN > 802.1v Protocol Group Settings

Group ID (1-16): Select an ID number for the group. The value is between 1 and 16.
Group Name: Specifies the group name for the 802.1v protocol group.

Click the Add button to add a new entry based on the information entered.

Click the Delete All button to remove all the entries based on the information entered.

Protocol: Specifies the packets to protocol-defined VLANs by examining the type octet within the packet
header to discover the type of protocol associated with it. The types are Ethernet Il, IEEE802.3 SNAP, and
IEEE802.3 LLC.

Protocol Value: Enter a value for the group. The protocol value is used to identify a protocol of the frame
type specified. The form of the input is 0x0 to Oxffff.

Configuration > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings
The 802.1v Protocol VLAN Settings page allows user to configure the Protocol VLAN settings.

802.1v Protocol VLAN Settings Q Ssfeguard
Add New Protocol VAN

® Group ID v ovipgosy ||

Graup Mame hi WLAN Mame l:l

Potlistieg:1-6) | “alPots Add

Protocol YLAN Table

Search Por List

Find Shiow All Delete all

WLAN Name Graup ID

Figure 4.69 - Configuration > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings

Group ID: Select a previously configured Group ID from the drop-down menu.

VID (1-4094): Specifies the VID to be created.

Group Name: Select a previously configured Group Name from the drop-down menu.
VLAN Name: Specifies the VLAN name to be created.

Port List: Enter the specified ports to be configured or tick the All Ports check box.
Click the Add button to add a new entry based on the information entered.

Search Port List: Specifies the port to be searched.
Click the Find button to view the information with specified ports.
To display all previously configured port lists on the button half of the screen click the Show All button.
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To clear all previously configured lists click the Delete All button.

Configuration > VLAN Trunk Settings

The VLAN Trunk Settings is used to combine a number of VLAN ports together to create VLAN trunks. To
create Vlan Trunk Port settings on the Switch, enter the ports to be configured, change the state to Enabled
and click Apply, the new settings will appear in the VLAN Trunk Port Settings Table below.

VLAN Trunk Settings (8] Ssfeguard |
WLAMN Trunk State Enahled ® Disabled Apply

| selectal | Lo B s i

[ToFot Jor —Jo2 o3 Jo o5 oo lor Jog Joo o 11 Jiz_lts 14|
T G 2 S N N 7 S 7 S PR AN TR

Figure 4.70 - Configuration > VLAN Trunk Settings

Click Select All to check all ports or click Clear to remove ports then click Apply.
Click Apply to make the configurations take effect.

Confiquration > Link Aggregation > Port Trunkings

The Port Trunkings function enables the combining of two or more ports together to increase bandwidth. Up
to eight Trunk groups may be created, and each group consists up to eight ports. Select Enabled and click
Apply to active the Link Aggregation State.

Port Trunking O Ssfeguard
Link Agaregation State: Enahled '® Disabled Apply
Link Agaregation Algorithm: MAC Source v Apply
Edit Trunking Information

ID o1 v Type Disable ¥ Master Part 01 v Apply

Note:maximurn 8 ports in static group and 8 ports in LAGF group

Trunking list
Master Port

o1 Dizable
0z Disahle
03 Disable
04 Disable
05 Disahle
0g Disable
o7 Disable
ik} Dizable

Figure 4.71 — Configuration > Link Aggregation > Port Trunkings

Link Aggregation Algorithm: Specify the algorithm to be MAC Source, MAC Destination, MAC Source
Destination, IP Source, IP Destination or IP Source Destination, and then Click Apply to make the
configurations take effect.

Edit Trunking Information:

Specify the ID, Type and Master Port then select the ports to be grouped together, and then click Apply to
activate the selected Trunking groups. Two types of link aggregation can be selected:

Static - Static link aggregation.

LACP - LACP (Link Aggregation Control Protocol) is enabled on the device. LACP allows for the
automatic detection of links in a Port Trunking Group.

Disable - Remove all members in this trunk group.

NOTE: Each combined trunk port must be
connected to devices within the same VLAN

group.
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Configuration > Link Aggregation > LACP Port Settings

The LACP Port Settings is used to create port trunking groups on the Switch. The user may set which ports
will be active and passive in processing and sending LACP control frames.

LACP Ponr Settings Q Ssfeguard
Link Aggregation Port Configuration
From Port To Port Port Priority{0~65535) Activity Timeout

om v 28 v Passive v short (3sec) v | Apoly

Port Port Priority Activity Tirmeout

o1 128 Active Long (90 sec)
02 128 Active Long (90 sec)
03 128 Active Long (90 sec)
04 128 Active Long (30 sec)
05 128 Active Long (30 sec)
06 128 Active Long (30 sec)
07 128 Active Long (30 sec)
i 128 Active Long (40 sec)
09 128 Active Long (30 sec)
10 128 Active Long (30 sec)
11 128 Active Long (80 sec)
12 128 Active Long (80 sec)
13 128 Active Long (90 sec)
14 128 Active Long (80 sec)

Figure 4.72 — Configuration > Link Aggregation > LACP Port Settings

From Port: The beginning of a consecutive group of ports may be configured starting with the selected port.
To Port: The ending of a consecutive group of ports may be configured starting with the selected port.

Port Priority (0-65535): Displays the LACP priority value for the port. Default is 128.

Activity: There are two different roles of LACP ports:

Active - Active LACP ports are capable of processing and sending LACP control frames. This allows
LACP compliant devices to negotiate the aggregated link so the group may be changed dynamically
as needs require. In order to utilize the ability to change an aggregated port group, that is, to add or
subtract ports from the group, at least one of the participating devices must designate LACP ports as
active. Both devices must support LACP.

Passive - LACP ports that are designated as passive cannot initially send LACP control frames. In
order to allow the linked port group to negotiate adjustments and make changes dynamically, one
end of the connection must have "active" LACP ports.

Timeout: Specify the administrative LACP timeout. The possible field values are:
Short (3 Sec) - Defines the LACP timeout as 3 seconds.
Long (90 Sec) - Defines the LACP timeout as 90 seconds. This is the default value.

Click Apply to implement the changes made.

Configuration > BPDU Protection Settings

The BPDU Protection Settings page allows user to configure the BPDU protection function for the ports on
the Switch. In generally, there are two states in BPDU protection function. One is normal state, and another
is under attack state. The under attack state have three modes: drop, block, and shutdown. A BPDU
protection enabled port will enter and under attack state when it receives one STP BPDU packet. And it will
take action based on the configuration. Thus, BPDU protection can only be enabled on the STP-disabled
port. Select Enabled or Disabled and click Apply to enabled or disable the BPDU attack protection state.
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EPDU Protection Settings Q Safeguard |
BFDU Protection Global state Enabled ® Disabled Apply J
Trap Status | Mone v Log Status | Mone A
Recover Time(B0-1000000) 0 SBC infinite Apply
Fram Part To Part State Mode
01 A 01 T Digabled T shutdown T Apply

Part State Mode Status

0 Digabled Shutdown Mormal

02 Digabled Shutdown Mormal

03 Disabled Shutdown Mormal

04 Disabled Shutdown Marmal

05 Disabled Shutdown Mormal

08 Disabled Shutdown Marmal

o7 Disabled Shutdown MNormal

08 Disabled Shutdown Mormal

09 Digabled Shutdown Mormal

10 Disabled Shutdown Mormal

1 Disabled Shutdown Marmal

12 Disabled Shutdown Marmal

Figure 4.73 — Configuration > BPDU Protection Settings

Trap Status: Specify to send trap packet when Attack Detected, Attack Cleared, None or Both.
Log Status: Specify the Log Status when Attack Detected, Attack Cleared, None or Both.

Recover Time (60-1000000): Specify the BPDU protection Auto-Recovery timer, the range is from 60 to
1000000 and default is 60 seconds. Or select infinite.

Click Apply for changes to take effect.

From Port / To Port: Specify the port ranges to be configured.
State: To enabled or disable the protection mode for a specific port.
Mode: Specify the BPDU protection mode. The default mode is shutdown.
Drop — Drop all received BPDU packets when the port enters under attack stats.

Block — Drop all packets (includes BPDU and normal packets) when the port enters under attack
state.

Shutdown — Shut down the port when the port enters under attack state.

Click Apply for changes to take effect.

Configuration > IGMP Snooping > IGMP Snooping

With Internet Group Management Protocol (IGMP) snooping, the DGS-1210/ME Metro Ethernet Switch can
make intelligent multicast forwarding decisions by examining the contents of each frame’'s Layer 2 MAC
header.

IGMP snooping can help reduce cluttered traffic on the LAN. With IGMP snooping enabled globally, the
DGS-1210/ME Metro Ethernet Switch will forward multicast traffic only to connections that have group
members attached.

The settings of IGMP snooping is set by each VLAN individually.
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IGMP Snooping Configuration O Safeguard

IGMP Snooping Enabled '® Disabled Report to all parts

IGMP Global Settings
Host Timeout (130-153025 sec} Router Timeout (60-500 sec)
Ma:x Learned Entry Value (1- 1024)

Mote: The Host Timeout was computed automatically in Querier Enabled by (Robustness Variable *

Query Interval + Max Respanse Time). Apply
The VLAN Settings of IGMP snooping

VLAN ID VLAN Name IGMP Parameters Settings Router Ports Setlings Multicast Entry Table
1 default IGSEdit Edit View

Figure 4.74 — Configuration > IGMP Snooping > IGMP Snooping
By default, IGMP is disabled. If enabled, the IGMP Global Settings will need to be entered:

Host Timeout (130-153025 sec): This is the interval after which a learned host port entry will be purged. For
each host port learned, a 'Port Purge Timer' runs for 'Host Port Purge Interval'. This timer will be restarted
whenever a report message from host is received over that port. If no report messages are received for 'Host
Port Purge Interval' time, the learned host entry will be purged from the multicast group. The default value is
260 seconds.

Robustness Variable (2-255 sec): The Robustness Variable allows adjustment for the expected packet loss
on a subnet. If a subnet is expected to be lossy, the Robustness Variable may need to be increased. The
Robustness Variable cannot be set to zero, and it SHOULD NOT be. Default is 2 seconds.

Query Interval (60-600 sec): The Query Interval is the interval between General Queries sent. By adjusting
the Query Interval, the number of IGMP messages can be increased or decreased; larger values will cause
IGMP Queries to be sent less often. Default value is 125 seconds.

Max Learned Entry Value (1-1024): The Max Learned Entry Value allows adjustment for the value. Default
value is 256.

Router Timeout (60-600 sec): This is the interval after which a learned router port entry will be purged. For
each router port learned, a 'Router Port Purge Timer' runs for 'Router Port Purge Interval'. This timer will be
restarted whenever a Query control message is received over that port. If there were no Query control
messages received for 'Router Port Purge Interval' time, the learned router port entry will be purged. Default
is 260 seconds.

Last Member Query Interval (1-25 sec): The Last Member Query Interval is the Max Response Time
inserted into Group-Specific Queries sent in response to Leave Group messages, and is also the amount of
time between Group-Specific Query messages. This value may be adjusted to modify the "leave latency" of
the network. A reduced value results in reduced time to detect the loss of the last member of a group. Default
is 1 second.

Max Response Time (10-25 sec): The Max Response Time specifies the maximum allowed time before
sending a responding report message. Adjusting this setting effects the "leave latency”, or the time between
the moment the last host leaves a group and when the multicast server is notified that there are no more
members. It also allows adjustments for controlling the frequency of IGMP traffic on a subnet. Default is 10
seconds.

Select the State, Querier State, Fast Leave and Data Driven Learning to be enabled or disabled then click
Apply for changes to take effect.

Click IGSEdit button to enter the IGMP Parameters Settings page.
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VID 1 VLAN NAME default
Robustness Variable (2-255) Last Member Query Interval (1-25 sec)
Query Interval (50-600 sec) Max Response Time (10-25 sec)
Querier State Disabled v | FastlLeave Disabled v
State Disabled v | Data Driven Learning State Disabled A
Querier Varsion v2 ¥ | Report Suppression Enabled v
VianDataDrivenLearningAge Disabled v

| Previous Page | | Apply

Figure 4.75 — Configuration > IGMP Snooping > IGMP Snooping-Parameters Settings

Click Edit button to enter the Router Port Settings page, and the ports to be assigned as router ports for
IGMP snooping for the VLAN.

A router port configured manually is a Static Router Port, a Forbidden Router Port and a Dynamic Router

Port is dynamically configured by the Switch when a query control message is received. Press Apply for
changes to take effect.

w

VLA ID 1
WLAM Name default
Static Router Ports

| Previous Pad | | Apply |

Figure 4.76 — Configuration > IGMP Snooping > IGMP Snooping-Router Port Settings

To view the Multicast Entry Table for a given VLAN, press the View button.

u

Group D | vianiD | VLAN Narne | mutticastGroup | Multicast MAC address | Port Members |

Figure 4.77- Configuration > IGMP Snooping > IGMP Snooping-Multicast Entry Table

Configuration > IGMP Snooping > IGMP Access Control Settings

The IGMP Access Control Settings page is used to enable or disable the IGMP access control of selected
ports.
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IGMP Access Control Settings o %"‘em
— =

Fram Port Ta Part Status

1 A 28 v Disabled A Anply

IGMP Access Control Table

Fart Status
1 Disabled
Disabled
Dizabled
Disabled
Disabled
Disabled
Disahled
Disabled
Disahled
10 Disahled

Figure 4.78 — Configuration > IGMP Snooping > IGMP Access Control Settings

(oo |~ @ o | e e

From Port/To Port: Select the port ranges to be configured.
Status: Enable or disable the IGMP Access Control of specified ports.

Click Apply to make the configurations take effect.

Configuration > IGMP Snooping > ISM VLAN Settings

In a switching environment, multiple VLANs may exist. Every time a multicast query passes through the
Switch, the switch must forward separate different copies of the data to each VLAN on the system, which, in
turn, increases data traffic and may clog up the traffic path. To lighten the traffic load, multicast VLANsS may
be incorporated. These multicast VLANSs will allow the Switch to forward this multicast traffic as one copy to
recipients of the multicast VLAN, instead of multiple copies.

Regardless of other normal VLANSs that are incorporated on the Switch, users may add any ports to the
multicast VLAN where they wish multicast traffic to be sent. Users are to set up a source port, where the
multicast traffic is entering the switch, and then set the ports where the incoming multicast traffic is to be sent.
The source port cannot be a recipient port and if configured to do so, will cause error messages to be
produced by the switch. Once properly configured, the stream of multicast data will be relayed to the receiver
ports in a much more timely and reliable fashion.

The ISM VLAN Settings page allows the user to configure the ISM VLAN.

ISM VLAN Settinﬁs (6] aﬁmﬁuﬁﬁ
ISM WLAN Global State: Enabled '® Disabled Apply

vio [ ] viAnName ——
State Disabled v IPvd4 Replace Source 0.0.0.0
Member Ports(e.q.: 1-4,6) |:| IPvE Replace Source IP |:|
Tagged Member Parts [ ] Source Ports(e.g.: 1-4,5) [ ]
UnTagged Source Ports |:| Remap Priority 0 v
Source Port Dynamical Learn Disabled v Replace Priority

| Clear Al | Add |

VID VLAMN Name Replace Source IP State MP TMP SP UspP Group List

Figure 4.79 - Configuration > IGMP Snooping > ISM VLAN Settings

ISM VLAN Global State: Enable or disable the IGMP Snooping Multicast (ISM) VLAN Global State.
Click Apply button to confirm the ISM VLAN Global State.

VID: Add the corresponding VLAN ID of the Multicast VLAN. Users may enter a value between 2 and 4094.
State: Use the drop-down menu to enable or disable the selected Multicast VLAN.
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Member Ports: Enter a port or list of ports to be added to the Multicast VLAN. Member ports shall be the
untagged members of the multicast VLAN.

Tagged Member Ports: Enter a port or list of ports that will become tagged members of the Multicast VLAN.

UnTagged Source Ports: Enter a port or list of ports that will become untagged members of the Multicast
VLAN.

Source Port Dynamical Learn: Specify the source port dynamical learning to be enabled or disabled.

VLAN Name: Enter the name of the new Multicast VLAN to be created. This name can be up to 32
characters in length.

IPv4 Replace Source: This field is used to replace the source IPv4 address of incoming packets sent by the
host before being forwarded to the source port.

IPv6 Replace Source IP: This field is used to replace the source IPv6 address of incoming packets sent by
the host before being forwarded to the source port.

Source Ports: Enter a port or list of ports to be added to the Multicast VLAN. Source ports shall be the
tagged members of the multicast VLAN.

Remap Priority: Specify the remap priority (0 to 7) to be associated with the data traffic to be forwarded on
the multicast VLAN. Specify None, the packet’s original priority is used. The default setting is None.

Click Add to add the ISM VLAN which will appear in the table, or click Clear All to clear all fields.

Click Edit button to modify the parameters and update the ISM VLAN Setting or click Delete to delete the
ISM VLAN.

Click View to display the detail information of ISM VLAN.
Multicast Entry Table &) _S«afgg_uand |

WLAN Marme rd3
Multicast Address (e.0..235.1.1.1-235.1.1.9) *|Pyd

IPv6

Add Delete All

Multicast Group I

Figure 4.80 - Configuration > IGMP Snooping > ISM VLAN Settings

Configquration > IGMP Snooping > Host Table

The Host Table page displays the information of Host Table. Including VLAN ID, Group, Port Number and
Host IP.

Host Table (& ] SBf_EEuBr‘d |

Part Mumber

Figure 4.81 - Configuration > IGMP Snooping > Host Table

Configuration > IGMP Snooping > IP Multicast Profile Settings
The IP Multicast Profile Settings page allows user to configure the IP Multicast Profile.

IP Multecast Profile Settings 6] Sefggﬁuanq
Profile Type Frofile ID Profile Name
7B I | E— st
Profile Type | [Pud T Delete All

Total Entries:0

Frofile Type Profile ID Frofile Mame

Figure 4.82 - Configuration > IGMP Snooping > IP Multicast Profile Settings

Profile ID: Specify the Profile ID.
Profile Name: Specify the Profile Name.
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Click Add to create a new IP Multicast Profile or click Delete All to clear all the entries.

Configuration > IGMP Snooping > Limited Multicast Range Settings

The Limited Multicast Range Settings page allows user to configure the Limited Multicast. Specify the port
range, select Access IP Type is IPv4 or IPv6 and select the Access is Deny or Permit then Click Apply to
make the configurations take effect.

Limited Multicast Ranﬂe Settinﬂs () ﬁﬁﬁﬁﬁ

From Port To Port Access IP Type  Access
1 A 1 v IPvd A Permit v Apply
From Port To Port Profile Type Profile ID
1 v 1 v IPv4 T 1 v | Add | Delete |
Port Profile ID Access State
] P4 IPV4: permit
IPVE: IPVG: permit
5 IPvd: IPVv4: permit
IPVE: IPVG: permit
3 IPvd: IPV4: permit
IPVE: IPVE: permit
4 IPv4: IPV4: permit
IPVE: IPVE: permit
5 IPvd: IPVv4: permit
IPVE: IPV&: permit
5 IPvd: IPV4: permit
IPVE: IPVE: permit
7 P4 IPV4: permit
IPVE: IPVE: permit
5 IPvd: IPVv4: permit
IPVE: IPV&: permit A

Figure 4.83- Configuration > IGMP Snooping > Limited Multicast Range Settings

From Port / To Port: Specify the port ranges to be configured.

Profile Type: Specify the profile type is IPv4 or IPv6.

Profile ID: Specify the Profile ID.

Click Add to create the Profile ID with specified ports or click Delete to remove the ports.

Configuration > IGMP Snooping > Max Multicast Group Settings
The Max Multicast Group Settings page allows user to configure the max multicast group for IGMP Snooping.
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From Port To Port IP Type Max Group (1- 1024) Action
L 01 <[ [ 28 ~| [IPda ~| i | ldop  v| | aApply |

IPv4 Max Multicast Group F‘\.ral Action |IPv6 Max Multicast Group o

1024 1024

o3 1024

Figure 4.84- Configuration > IGMP Snooping > Max Multicast Group Settings

From Port / To Port: Specify the port ranges to be configured.
IP Type: Specify the IP type is IPv4 or IPv6.
Max Group (1-512): Specify the Max Group to be configured.

Action: Use the drop-down menu to select the appropriate action for this rule. The user can select Drop to
initiate the drop action or the user can select Replace to initiate the replace action.

Click Apply to make the configurations take effect.

Configuration > IGMP Snooping > IGMP Snooping Static Group Settings

The IGMP Snooping Static Group Settings page allows the Switch to read the Multicast Group IP address
and the corresponding MAC address from IGMP packets that pass through the Switch.

_IGMP Snooping Static Group Settings O Safeguard
(® V| AN Name I:I (Max: 32 characters)

) VID List | (e.0.1-3,5)
IPvaAddress | |(eg:2241.1.4) | Find Create | Delete |

View All

Total Entries: 1
Static Member

VLAN Name IP Address =

| Dekte |

Figure 4.85- Configuration > IGMP Snooping > IGMP Snooping Static Group Settings
VLAN Name: Specifies the VLAN name of the multicast group.
VID List: Specifies the VID list or of the multicast group.
IPv4 Address: Specifies the IPv4 address.

Click the Find button to locate a specific entry based on the information entered.
Click the Create button to add a new entry based on the information entered.
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Click the Delete button to remove the specific entry based on the information entered.
Click the View All button to display all the existing entries.
Click the Edit button to re-configure the specific entry.

After clicking the Edit button, the following page will appear:

IGMP Snooping Static Group Settings O Safegu

WD : 1
WLAM Name : default
IPv4 Address: 224112

| SelectAll | Clear All |
01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

[ <<Back | Apply |

Figure 4.86- Configuration > IGMP Snooping > IGMP Snooping Static Group Settings - Edit

Click the Select All button to select all the ports for configuration.

Click the Clear All button to unselect all the ports for configuration.

Click the Apply button to accept the changes made.

Click the <<Back button to discard the changes made and return to the previous page.

Configuration > MLD Snooping > MLD Snooping Settings
The MLD Snooping Settings page allows user to configure the max multicast group for IGMP Snooping.

MLD Parameters Conﬂauration Q ﬁnfﬁiuﬁm

MLD Snooping Enabled '® Disabled ¥ Reportto all ports

MLD Global Settings
Haost Timeout (130-153025 sec) Router Timeout (50-500 sec)
Max Learned Entry Value (1 - 1024)

Note: The Host Timeout was computed automatically in Querier Enabled by (Robustness Variable * —
Query Interval + Max Response Time). [ Apply |

The VLAN Settings of MLD snooping

VLAN ID WVLAMN Mame MLD Parameters Settings Router Ports Setlings Multicast Entry Table
1 default | MLDEdit | | Edit | | View |

Figure 4.87- Configuration > MLD Snooping > MLD Snooping Settings

MLD Snooping: Enable or disable the MLD Snooping.

MLD Global Settings:

Host Timeout (130-153025 sec): Specifies the time interval in seconds after which a port is removed from a
Multicast Group. Ports are removed if a Multicast group MLD report was not received from a Multicast port
within the defined Host Timeout period. The possible field range is 130 - 153025 seconds. The default
timeout is 260 seconds.

Router Timeout (60-600): Specifies the time interval in seconds the Multicast router waits to receive a
message before it times out. The possible field range is 60 - 600 seconds. The default timeout is 125
seconds.

Max Learned Entry Value (1-1024): Specifies the max learned entry value for MLD Snooping. The field
range is 1-1024. The default is 256.

Click Apply to make the configurations take effect. Press the Edit button under Router Port Setting, and
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select the ports to be assigned for MLD snooping for the VLAN, and press Apply for changes to take effect.

Confiquration > MLD Snooping > MLD Host Table

The MLD Host Table page displays the MLD Snooping information.
Host Table O Safeguard

WLAN 1D Part Mumber

Figure 4.88- Configuration > MLD Snooping > MLD Host Table

Configuration > Port Mirroring

Port Mirroring is a method of monitoring network traffic that forwards a copy of each incoming and/or
outgoing packet from one port of the Switch to another port, where the packet can be studied. This enables
network managers to better monitor network performances.

Port Mirroring Configuration Q Safeguand

Port Mirroring Enabled  '® Disahled

Target Port 01 v

Source Paort Selection
Sniffer Mode

Both Lo
Nane

Sniffer hMode

RX P
Buoth s}
MNone i}

Apply

Figure 4.89 — Configuration > Port Mirroring

Port Mirroring: Enables or Disables the port mirroring feature.
Target Port: Specifies the target port.

Selection options for the Source Ports are as follows:

TX (transmit) mode: Duplicates the data transmitted from the source port and forwards it to the Target Port.
Click “all” to include all ports into port mirroring.

RX (receive) mode: Duplicates the data that is received from the source port and forwards it to the Target
Port. Click “all” to include all ports into port mirroring.

Both (TX and RX) mode: Duplicate both the data transmitted from and data sent to the source port, and
forwards all the data to the assigned Target Port. Click “all” to include all ports into port mirroring.

None: Turns off the mirroring of the port. Click “all” to remove all ports from mirroring.
Click Apply to make the configurations take effect.

Configuration > Loopback Detection

The Loopback Detection function is used to detect the loop created by a specific port while Spanning Tree
Protocol (STP) is not enabled in the network, especially when the down links are hubs or unmanaged
switches. The Switch will automatically shut down the port and sends a log to the administrator. The
Loopback Detection port will be unlocked when the Loopback Detection Recover Time times out. The
Loopback Detection function can be implemented on a range of ports at the same time. You may enable or
disable this function using the pull-down menu.
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Loophack Detection Settings Q Ssfeguard
Loopback Detection Enabled '* Disabled
Mode Fort-based v
Interval (1-32767) set
Recover Time sec Aol
{0 or 50-1000000) U 2000 V|
Fram Port To Port State

il v 28 v Disabled ¥ Refresh Apply

Port State Loop Status

Figure 4.90 — Configuration > Loopback Detection

Loopback Detection State: Use the drop-down menu to enable or disable loopback detection. The default
is Disabled.

Mode: Specify the Loopback Detection to be Port-based or VLAN-based.
Interval (1-32767): Set a Loop detection Interval between 1 and 32767 seconds. The default is 2 seconds.

Recover Time (0 or 60-1000000): Time allowed (in seconds) for recovery when a Loopback is detected.
The Loop Detection Recover Time can be set at 0 seconds, or 60 to 1000000 seconds. Entering 0 will
disable the Loop Detection Recover Time. The default is 60 seconds.

From Port: The beginning of a consecutive group of ports may be configured starting with the selected port.
To Port: The ending of a consecutive group of ports may be configured starting with the selected port.
State: Use the drop-down menu to toggle between Enabled and Disabled. Default is Disabled.

Click Apply to make the configurations take effect.

Configuration > SNTP Settings > Time Settings

SNTP or Simple Network Time Protocol is used by the Switch to synchronize the clock of the computer. The
SNTP settings folders contain two windows: Time Settings and TimeZone Settings. Users can configure the
time settings for the switch, and the following parameters can be set or are displayed in the Time Settings
page.

Time Settings Q Safeguard
Clack Source * Local SNTP
Current Time 0150172014 01:02:07

SNTP Server Configuration

SNTP First Server P4
SMNTP Second Server IPwd
SNTP Pall Interval In Seconds (30-09995)
* Manually set current time

Date (DDMMATY)

Tirne (HH:MM:S5)

Set time from PC

Date (DDMMATAY)

Tirne (HH:MM:55)

Figure 4.91 — Configuration > SNTP Settings > Time Settings

Clock Source: Specify the clock source by which the system time is set. The possible options are:
Local - Indicates that the system time is set locally by the device.
SNTP - Indicates that the system time is retrieved from a SNTP server.

Current Time: Displays the current date and time for the switch.
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If choosing SNTP for the clock source, then the following parameters will be available:

SNTP First Server: Select IPv4 or IPv6 and specify the IP address of the primary SNTP server from which
the system time is retrieved.

SNTP Second Server: Select IPv4 or IPv6 and specify the IP address of the secondary SNTP server from
which the system time is retrieved.

SNTP Poll Interval in Seconds (30-99999): Defines the interval (in seconds) at which the SNTP server is
polled for Unicast information. The Poll Interval default is 30 seconds.

Click Apply to make the configurations take effect.

When selecting Local for the clock source, users can select from one of two options:
Manually set current time: Users input the system time manually.
Set time from PC: The system time will be synchronized from the local computer.

Configuration > SNTP Settings > TimeZone Settings
The TimeZone Setting Page is used to configure time zones and Daylight Savings time settings for SNTP.

TimeZone Seltings O Safeguard ]
Daylight Saving Time State Disabled v

Daylight Saving Time Offset In Minutes B0 v

Time Zone Offsetfram GMT In +-HH:MM + w00 v v

DST Repeating Settings

From:¥hich Week ofthe Month First v

From: Day of the Week Sun v

From: Manth Apr v

Fromm: Time In HH MK 00 v |00 v
To:Which Week of the Month Last v

To: Day of the Week Sun v

To: Month Ot v

To: Time In HH M 0o v |00 v
DST Annual Settings

From: Manth Apr v

From: Day 25 v

From: Time In HH MM 0a v |00 v
Ta: Manth Oct v

To: Day 12 v

To: Time In HH MM 0o v |00 v

2pply

Figure 4.92 — Configuration > SNTP > TimeZone Settings

Daylight Saving Time State: Enable or disable the DST Settings.

Daylight Saving Time Offset: Use this drop-down menu to specify the amount of time that will constitute
your local DST offset - 30, 60, 90, or 120 minutes.

Time Zone Offset GMT +/- HH:MM: Use these drop-down menus to specify your local time zone's offset
from Greenwich Mean Time (GMT.)

DST Repeating Settings:

From: Which Week of the Month: Enter the Week of Month will start on, each year.
From: Day of the Week: Enter the Day DST will start on, each year.

From: Month: Enter the month DST will start on, each year.

From: Time In HH:MM: Enter the time of day that DST will start on, each year.

To: Which Week of the Month: Enter the Week of Month will end on, each year.
To: Day of the Week: Enter the day of week that DST will end on, each year.

To: Month: Enter the month DST and date DST will end on, each year.

To: Time In HH:MM: Enter the time of day that DST will end on, each year.

DST Annual Settings:
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From: Month / Day: Enter the month DST and date DST will start on, each year.
From: Time In HH:MM: Enter the time of day that DST will start on, each year.
To: Month / Day: Enter the month DST and date DST will end on, each year.
To: Time HH:MM: Enter the time of day that DST will end on, each year.

Click Apply to make the configurations take effect.

Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Global Settings
User can enable and configure DHCP/BOOTP Relay Global Settings on the Switch.
DHCP BOOTP Relay Global Settings O Safeguand

BOOTP Relay State Disabled v
BOOTP Relay Hops Count Limit (1-16) 4

BOOTP Relay Time Threshold (0-65535) 0

BOOTP Relay Port List (e.g.; 4-6) 1-28

DHCP Relay Vian Settings State(WLAN 1D) 1

DHCF Relay Agent Information Option 82 State Enabled v
DHCP Relay Agent Information Cption 82 Check Disabled v
DHCP Relay Agent Information Option 82 Policy Replace v
DHCP Relay Agent Information Cption 82 Remote ID Default v | (00-11-55-44-88-97
DHCF Relay Agent Information Option 82 Circuit ID Type Default v

Apply

Figure 4.93 - Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Global Settings

BOOTP Relay State: This field can be toggled between Enabled and Disabled using the pull-down menu. It
is used to enable or disable the DHCP/BOOTP Relay service on the Switch. The default is Disabled.

BOOTP Relay Hops Count Limit (1-16): This field allows an entry between 1 and 16 to define the
maximum number of router hops DHCP/BOOTP messages can be forwarded across. The default hop count
is 4.

BOOTP Relay Time Threshold (0-65535): Allows an entry between 0 and 65535 seconds, and defines the
maximum time limit for routing a DHCP/BOOTP packet. If a value of O is entered, the Switch will not process
the value in the seconds field of the BOOTP or DHCP packet. If a non-zero value is entered, the Switch will
use that value, along with the hop count to determine whether to forward a given BOOTP or DHCP packet.

BOOTP Relay Port List: Specify the ports for BOOTP relay.

DHCP Relay Agent Information Option 82 State: This field can be toggled between Enabled and Disabled
using the pull-down menu. It is used to enable or disable the DHCP Agent Information Option 82 on the
Switch. The default is Disabled.

Enabled — When this field is toggled to Enabled the relay agent will insert and remove DHCP relay
information (option 82 field) in messages between DHCP servers and clients. When the relay agent
receives the DHCP request, it adds the option 82 information, and the IP address of the relay agent
(if the relay agent is configured), to the packet. Once the option 82 information has been added to
the packet it is sent on to the DHCP server. When the DHCP server receives the packet, if the server
is capable of option 82, it can implement policies like restricting the number of IP addresses that can
be assigned to a single remote ID or circuit ID. Then the DHCP server echoes the option 82 field in
the DHCP reply. The DHCP server unicasts reply to the back to the relay agent if the request was
relayed to the server by the relay agent. The switch verifies that it originally inserted the option 82
data. Finally, the relay agent removes the option 82 field and forwards the packet to the switch port
that connects to the DHCP client that sent the DHCP request.

Disabled - If the field is toggled to Disabled the relay agent will not insert and remove DHCP relay
information (option 82 field) in messages between DHCP servers and clients, and the check and
policy settings will have no effect.
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DHCP Relay Agent Information Option 82 Check: This field can be toggled between Enabled and
Disabled using the pull-down menu. It is used to enable or disable the Switches ability to check the validity of
the packet's option 82.

Enabled — When the field is toggled to Enabled, the relay agent will check the validity of the packet’'s

option 82 fields. If the switch receives a packet that contains the option-82 field from a DHCP client,
the switch drops the packet because it is invalid. In packets received from DHCP servers, the relay
agent will drop invalid messages.

Disabled - When the field is toggled to Disabled, the relay agent will not check the validity of the
packet’'s option 82 fields.

DHCP Relay Agent Information Option 82 Policy: This field can be toggled between Replace, Drop, and
Keep by using the pull-down menu. It is used to set the Switches policy for handling packets when the DHCP
Agent Information Option 82 Check is set to Disabled. The default is Replace.

Replace - The option 82 field will be replaced if the option 82 field already exists in the packet
received from the DHCP client.

Drop - The packet will be dropped if the option 82 field already exists in the packet received from the
DHCP client.

Keep -The option 82 field will be retained if the option 82 field already exists in the packet received
from the DHCP client.

DHCP Relay Agent Information Option 82 Remote ID: This field can be toggled between Default and User
Define.

DHCP Relay Agent Information Option 82 Circuit ID Type: This field can be toggled between Default,
User Define, User Define Hex, vendorl, vendor2, vendor3, vendor4, vendor5 and vendor6.

\‘ NOTE: If the Switch receives a packet that
contains the option-82 field from a DHCP client
and the information-checking feature is enabled,
the switch drops the packet because it is invalid.
However, in some instances, you might configure
a client with the option-82 field. In this situation,
you should disable the information-check feature
so that the switch does not remove the option-82
field from the packet. You can configure the action
that the switch takes when it receives a packet
with existing option-82 information by configuring
the DHCP Agent Information Option 82 Policy.

Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Interface Settings

This page allows the user to set up a server, by IP address, for relaying DHCP/BOOTP information the
switch. The user may enter a previously configured IP interface on the Switch that will be connected directly
to the DHCP/BOOTP server using the following window. Properly configured settings will be displayed in the
BOOTP Relay Table at the bottom of the following window, once the user clicks the Add button under the
Apply heading. The user may add up to four server IPs per IP interface on the Switch. Entries may be
deleted by clicking Delete button.

DHCP/BOOTP Relay Interface Settings O Safeguard

Interface Systerm

Server IP Apply

DHCP/BOOTP Relay Interface Table

Interface

Figure 4.94 - Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Interface Settings

Interface: The IP interface on the Switch that will be connected directly to the Server.

Server IP: Enter the IP address of the DHCP/BOOTP server. Up to four server IPs can be configured per IP
Interface.

Click Apply to make the configurations take effect.
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Configuration > DHCP Local Relay Settings

The DHCP Local Relay Settings page allows the user to configure DHCP Local Relay. DHCP broadcasts are
trapped by the switch CPU, and replacement broadcasts are forwarded with Option 82. Replies from the
DHCP servers are trapped by the switch CPU, the Option 82 is removed and the reply is sent to the DHCP
Client.

DHCP Local Relay Settings QO Safeguard
=

DHCP/BOOTF Local Rel

el Ol Enabled @ Disabled _ Apply

DHCP/BOOTP Local Relay

Port List (e.g.: 4-5) None ] Apply

Config DHCP Local Relay for VLAN
Config YLAN by: VID v State | Disabled ¥ Apply

DHCR/BOOTE Local Relay VID List :

Figure 4.95 - Configuration > DHCP Local Relay Settings

DHCP/BOOTP Local Relay Status: Specifies whether DHCP Local Relay is enabled on the device.

Enabled — Enables DHCP Local Relay on the device.

Disabled — Disables DHCP Local Relay on the device. This is the default value.
DHCP/BOOTP Local Relay Port List: Specifies the port or ports for DHCP/BOOTP local relay port.
Config VLAN by: Configure the VLAN by VID or VLAN Name of drop-down menu.

State: Specifies whether DHCP Local Relay is enabled on the VLAN.

Enabled — Enables DHCP Local Relay on the VLAN.

Disabled — Disables DHCP Local Relay on the VLAN.

DHCP Local Relay VID List: Displays the list of VLANs on which DHCP Local Relay has been defined.

Click Apply to make the configurations take effect.

Configuration > DHCPv6 Relay Settings
The DHCPvV6 Relay Settings page allows user to configure the DHCPV6 settings.

DHCPv6 Relay Setting_;s O Ssfeguard
DHCPvE Relay State Disabled v

DHCPvE Relay Hops Count Limit (1-32) 4

DHCPvE Relay Option18 State Enabled v

DHCPvE Relay Option18 Check Enabled v

DHCPvE Relay Option18 Remaote ID Type Default v

DHCPvE Relay Option37 State Enabled v

DHCPvE Relay Option37 Check Enabled v

DHCPvE Relay Option37 Remote ID Type Default v

00-12-10-28-33-95 | Apply

Interface System

Server IP Apply

DHCPvE Relay Interface Table

Figure 4.96 - Configuration > DHCPV6 Relay Settings

DHCPv6 Relay Status: Specifies whether DHCPv6 Relay is enabled on the device.
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Enabled — Enables DHCPv6 Relay on the device.
Disabled — Disables DHCPv6 Relay on the device. This is the default value.

DHCPv6 Relay Hops Count Limit (1-32): The field allows and entry between 1 and 32 to define the
maximum number of router hops DHCPVv6 messages can be forwarded. The default hop count is 4.

DHCPv6 Relay Option18 State: Specifies the DHCPv6 Relay Option18 State to be enabled or disabled.
DHCPv6 Relay Option18 Check: Specifies the DHCPv6 Relay Option18 Check to be enabled or disabled.

DHCPv6 Relay Option18 Remote ID Type: Specifies the DHCPv6 Relay Option18 Remote ID type is CID
with User Defined, User Defined or VENDOR1.

DHCPv6 Relay Option37 State: Specifies the DHCPv6 Relay Option37 State to be enabled or disabled.
DHCPv6 Relay Option37 Check: Specifies the DHCPv6 Relay Option37 Check to be enabled or disabled.

DHCPv6 Relay Option37 Remote ID Type: Specifies the DHCPv6 Relay Option37 Remote ID type is CID
with User Defined, User Defined or Default.

Interface: Enter a name of the interface.
Server IP: Enter the server IP address.

Click Apply to make the configurations take effect.

Configuration > DHCPv6 Relay Option38 Settings
The DHCPv6 Relay Option38 Settings page allows user to configure the DHCPV6 relay option38 settings.

DHCPvE Relay Option38 Settings QO Ssfegusrnd
DHCPvE Relay Option38 Port Index From Port 1 v To Port 1 T
DHCPvE Relay Option38 Port State Disabled v
DHCPvE Relay Option38 Port Type Default v

Apply
Port Siste Type Subscriber ID
1 Disabled Default -
2 Disabled Default -
3 Disabled Default -
4 Disabled Default -
5 Disabled Default -
6 Disabled Default -
7 Disabled Default -
8 Disabled Default -
9 Disabled Default -
10 Disabled Default -
11 Disabled Default -
12 Disabled Default -
13 Disabled Default -
14 Disabled Default -
15 Disabled Default - a

Figure 4.97 - Configuration > DHCPv6 Relay Option38 Settings

DHCPv6 Relay Option38 Port Index: Specify the port range to be configured.

DHCPv6 Relay Option38 Port State: Specify the port state of DHCPv6 relay option38 to be enabled or
disabled.

DHCPv6 Relay Option38 Port Type: Specify the port type of DHCPV6 relay option38 to be enabled or
disabled.

Click Apply to make the configurations take effect.

Configuration > Spanning Tree > STP Bridge Global Settings

The Switch implements three versions of the Spanning Tree Protocol, the Rapid Spanning Tree Protocol
(RSTP) as defined by the IEEE 802.1w specification and a version compatible with the IEEE 802.1D STP

69



4 Configuration DGS-1210 series Metro Ethernet Managed Switch User Manual

and Multiple Spanning Tree Protocol (MSTP) as defined by the IEEE802.1 specification. RSTP can operate
with legacy equipment implementing IEEE 802.1D, however the advantages of using RSTP will be lost.

The IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) evolved from the 802.1D STP standard. RSTP was
developed in order to overcome some limitations of STP that impede the function of some recent switching
innovations. The basic function and much of the terminology is the same as STP. Most of the settings
configured for STP are also used for RSTP. This section introduces some new Spanning Tree concepts and
illustrates the main differences between the two protocols.

The IEEE 802.1 Multiple Spanning Tree (MSTP) provides various load balancing scenarios by allowing
multiple VLANs to be mapped to a single spanning tree instance, providing multiple pathways across the
network. For example, while port A is blocked in one STP instance, the same port can be placed in the
Forwarding state in another STP instance.

By default, Rapid Spanning Tree is disabled. If enabled, the Switch will listen for BPDU packets and its
accompanying Hello packet. BPDU packets are sent even if a BPDU packet was not received. Therefore,
each link between bridges is sensitive to the status of the link. Ultimately this difference results in faster
detection of failed links, and thus faster topology adjustment.

By default Multiple Spanning Tree is enabled. It will tag BPDU packets to receiving devices and distinguish
spanning tree instances, spanning tree regions and the VLANs associated with them.

After enabling STP, setting the STP Global Setting includes the following options:

STP Bridge Global Settings O Safeguard ]
STP State Enabled '® Disabled

STP Version RSTP v Root Bridge [00:00:00:00:00:00:00:00 |

Bridge Priority 32768 v Root Cost o |

Tx Hold Count (1-10) RootMaximum Age  [20 |

Maximum Age (6-40 secs) Root Forward Delay 15 |

Hello Time (1-10 secs) Root Port b |

Forward Delay (4-30 secs)

Forwarding BFDU Enabled v

Maximum Hop (6-40 secs)

(5]
=]

Apply Refresh

Figure 4.98 - Configuration > Spanning Tree > STP Bridge Global Settings

STP State: Specify the Spanning Tree Protocol to be Enabled or Disabled.
STP Version: You can choose MSTP, RSTP or STP Compatible. The default setting is MSTP.

Bridge Priority: This value between 0 and 61410 specifies the priority for forwarding packets: the lower the
value, the higher the priority. The default is 32768.

TX Hold Count (1-10): Used to set the maximum number of Hello packets transmitted per interval. The
count can be specified from 1 to 10. The default is 6.

Maximum Age (6-40 sec): This value may be set to ensure that old information does not endlessly circulate
through redundant paths in the network, preventing the effective propagation of the new information. Set by
the Root Bridge, this value will aid in determining that the Switch has spanning tree configuration values
consistent with other devices on the bridged LAN. If the value ages out and a BPDU has still not been
received from the Root Bridge, the Switch will start sending its own BPDU to all other switches for permission
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to become the Root Bridge. If it turns out that the Switch has the lowest Bridge Identifier, it will become the
Root Bridge. A time interval may be chosen between 6 and 40 seconds. The default value is 20. (Max Age
has to have a value bigger than Hello Time)
Hello Time (1-10 sec): The user may set the time interval between transmissions of configuration messages
by the root device, thus stating that the Switch is still functioning. The default is 2 seconds.
Forward Delay (4-30 sec): This sets the maximum amount of time that the root device will wait before
changing states. The default is 15 seconds.
Forwarding BPDU: Bridges use Bridge Protocol Data Units (BPDU) to provide spanning tree information.
STP BPDUs filtering is useful when a bridge interconnects two regions; each region needing a separate
spanning tree. BPDU filtering functions only when STP is disabled either globally or on a single interface.
Enabled - BPDU filtering is enabled on the port.
Disabled - BPDU forwarding is enabled on the port (if STP is disabled).

Maximum Hop (6-40 secs): Specifies the number of hops between devices in a spanning tree region before
the BPDU (bridge protocol data unit) packet sent by the Switch will be discarded. Each switch on the hop
count will reduce the hop count by one until the value reaches zero. The Switch will then discard the BPDU
packet and the information held for the port will age out. The user may set a hop count from 6 to 40. The
default is 20.

Root Bridge: Displays the MAC address of the Root Bridge.

Root Cost: Defines a metric that indicates the relative cost of forwarding packets to the specified port list.
Port cost can be set automatically or as a metric value. The default value is 0 (auto).

Root Maximum Age: Displays the Maximum Age of the Root Bridge. The default is 20.
Root Forward Delay: Displays the Forward Delay of the Root Bridge. The default is 15.
Root port: Displays the root port.

Click Apply for the settings to take effect. Click Refresh to renew the page.

Configuration > Spanning Tree > STP Port Settings

STP can be set up on a port per port basis. In addition to setting Spanning Tree parameters for use on the
switch level, the Switch allows for the configuration of the groups of ports, each port-group of which will have
its own spanning tree, and will require some of its own configuration settings.

An STP Group spanning tree works in the same way as the switch-level spanning tree, but the root bridge
concept is replaced with a root port concept. A root port is a port of the group that is elected based on port
priority and port cost, to be the connection to the network for the group. Redundant links will be blocked, just
as redundant links are blocked on the switch level.

The STP on the switch level blocks redundant links between switches (and similar network devices). The
port level STP will block redundant links within an STP Group.

It is advisable to define an STP Group to correspond to a VLAN group of ports.

STP Port Settings QO Safeguard

From Port 01 v Ta Port 28 M State Enabled v

External Cost

(0-200000000; 2000000 Migrate Disabled v Edge Auto v

01=AUTQ)

Priority 128 v PP Auto v Restricted Role False v

Restticted TCH False v Forarard BPDU Enablad v Hella Time

Apply Refresh

Port State Priority External Cost Edge P2ZP Restricted Role | Restricted TCH | Forward BPOU | Hello Time Port State
0 Enahle 128 ALUTQ/20000 Autg Auto False False Enahle 2 Digabled
02 Enable 128 AUTO/20000 Auto Auto False False Enahble 2 Disabled
03 Enahle 128 ALTO/20000 Auto Auto False False Enahle 2 Disabled
04 Enahle 128 AUTQ/20000 Autg Auto False False Enahle 2 Disabled
05 Enable 128 200000 Auto Auto Falze False Enable 2 Disabled
08 Enahle 128 ALUTQ/20000 Auto Auto False False Enahle 2 Digabled
o7 Enable 128 AUTO/20000 Auto Auto False False Enahble 2 Disabled
08 Enable 128 AUTO20000 Auto Auto False False Enable 2 Disabled

Figure 4.99 — Configuration > Spanning Tree > STP Port Settings

From Port/To Port: A consecutive group of ports may be configured starting with the selected port.

71



4 Configuration DGS-1210 series Metro Ethernet Managed Switch User Manual

State: Use the drop-down menu to enable or disable STP by per-port based. It will be selectable after the
global STP is enabled.

External Cost: This defines a metric that indicates the relative cost of forwarding packets to the specified
port list. Port cost can be set automatically or as a metric value. Thedefault value is 0 (auto).

0 (auto) - Setting O for the external cost will automatically set the speed for forwarding packets to the
specified port(s) in the list for optimal efficiency. Default port cost: 100Mbps port = 200000. Gigabit
port = 20000.

Value 1-200000000 - Define a value between 1 and 200000000 to determine the external cost. The
lower the number, the greater the probability the port will be chosen to forward packets.

Migrate: Setting this parameter as Yes will set the ports to send out BPDU packets to other bridges,
requesting information on their STP setting. If the Switch is configured for RSTP, the port will be capable to
migrate from 802.1d STP to 802.1w RSTP. Migration should be set as yes on ports connected to network
stations or segments that are capable of being upgraded to 802.1w RSTP on all or some portion of the
segment.

Edge: Selecting the True parameter designates the port as an edge port. Edge ports cannot create loops,
however an edge port can lose edge port status if a topology change creates a potential for a loop. An edge
port normally should not receive BPDU packets. If a BPDU packet is received, it automatically loses edge
port status. Selecting the False parameter indicates that the port does not have edge port status. Selecting
the Auto parameter indicates that the port have edge port status or not have edge port status automatically.
Priority: Specify the priority of each port. Selectable range is from 0 to 240, and the default setting is 128.
The lower the number, the greater the probability the port will be chosen as a root port.

P2P: Choosing the True parameter indicates a point-to-point (P2P) shared link. P2P ports are similar to edge
ports, however they are restricted in that a P2P port must operate in full-duplex.

Like edge ports, P2P ports transition to a forwarding state rapidly thus benefiting from RSTP. A p2p value of
false indicates that the port cannot have p2p status. Auto allows the port to have p2p status whenever
possible and operate as if the p2p status were true. If the port cannot maintain this status, (for example if the
port is forced to half-duplex operation) the p2p status changes to operate as if the p2p value were False. The
default setting for this parameter is Auto.

Restricted Role: Toggle between True and False to set the restricted role state of the packet. If set to True,
the port will never be selected to be the Root port. The default value is False.

Restricted TCN: Toggle between True and False to set the restricted TCN of the packet. Topology Change
Noatification (TCN) is a BPDU that a bridge sends out to its root port to signal a topology change. If set to
True, it stops the port from propagating received TCN and to other ports. The default value is False.

Forwarding BPDU: Bridges use Bridge Protocol Data Units (BPDU) to provide spanning tree information.
STP BPDUs filtering is useful when a bridge interconnects two regions; each region needing a separate
spanning tree. BPDU filtering functions only when STP is disabled either globally or on a single interface.
The possible field values are:

Disabled — BPDU filtering is enabled on the port.
Enabled — BPDU forwarding is enabled on the port (if STP is disabled).

Hello Time: The interval between two transmissions of BPDU packets sent by the Root Bridge to indicate to
all other switches that it is indeed the Root Bridge. The default value is 2.

Click Apply to make the configurations take effect.
Click Refresh to renew the page.

Configuration > Spanning Tree > MST Confiquration Identification

The MST Configuration Identification page allows user to configure a MSTI instance on the switch. These
settings will uniquely identify a multiple spanning tree instance set on the switch. The Switch initially
possesses one CIST or Common Internal Spanning Tree of which the user may modify the parameters for
but cannot change the MSTI ID for, and cannot be deleted.
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MST Configuration Identification o SSfeguandy
MST Configuration Identification Settings

Canfiguration Marme QC-DE-43-60-4F-A4

Revision Level (0-65535) [ Apply
Instance ID Settings

WSTIID 1159 —

Type Add vID v

YIDr List (1-4094) 7] Apply

cIsT 1-4094 Edit Delete

Figure 4.100 - Configuration > Spanning Tree > MST Configuration ldentification

MST Configuration Identification Settings:

Configuration Name: A previously configured name set on the Switch to uniquely identify the MSTI (Multiple
Spanning Tree Instance). If a configuration name is not set, this field will show the MAC address to the
device running MSTP. This field can be set in the STP Bridge Global Set-tings window.

Revision Level: This value, along with the Configuration Name will identify the MSTP region configured on
the Switch. The user may choose a value between 0 and 65535 with a default setting of 0.

MSTI ID (1-15): Enter a number between 1 and 15 to set a new MSTI on the Switch.

Type: This field allows the user to choose a desired method for altering the MSTI settings.
Add VID - Select this parameter to add VIDs to the MSTI ID, in conjunction with the VID List
parameter.
Remote VID — Select this parameter to remove VIDs from the MSTI ID, in con-junction with the VID
List parameter.

VID List (1-4094): This field displays the VLAN IDs associated with the specific MSTI.

Click Apply to make the configurations take effect.

Configuration > Spanning Tree > STP Instance Settings
The STP Instance Settings page display MSTIs currently set on the Switch and allows users to change the
Priority of the MSTPs.

STP Instance Settings O Safeguand

STP Priority Settings

MsTiie [ |Priorty [D v Apply

Total Entries: 1

Instance Type Instance Status Instance Priority

CIST Enabled 32768(Bridge Priority : 32768, SYS ID Ext: 0) Edit | View
STP Instance Operational Status

MSTP ID — Designated Root Bridge

External Root Cost - Regional Root Bridge

Internal Root Cost - Designated Bridge

Root Port - Max Age

Forward Delay = Remaining Hops

Topology Changes Count - Last Topology Change

Figure 4.101 - Configuration > Spanning Tree > STP Instance Settings

To modify an entry on the table, click the Edit button. To view more information about and entry on the table
at the top of the window, click the view button.
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The window above contains the following information:
MSTI ID: Enter the MSTI ID in this field. An entry of 0 denotes the CIST (default MSTI).
Priority: Enter the new priority in the Priority field. The user may set a priority value between 0-61440.

Click Apply to implement the new priority setting.

Configuration > Spanning Tree > MSTP Port Information

The MSTP Port Information page can be used to update the port configuration for an MSTI ID. If a loop
occurs, the MSTP function will use the port priority to select an interface to put into the forwarding state. Set
a higher priority value for interfaces to be selected for forwarding first. In instances where the priority value is
identical, the MSTP function will implement the lowest MAC address into the forwarding state and other
interfaces will be blocked.

To View the MSTI settings for a particular port, select the Port number and click Find button. To modify the
settings for a particular MSTI Instance, click Edit button, then modify the MSTP Port Setting and click Apply.

MSTP Port Information O Ssfeguard
Fort 1 v Find
MSTP Port Setting
Internal Path Gost
nstancelo [ | @zooooooos; [ Priority i v Apply

0=ALITO)

Port 1 Settings

METI Designated Bridge Internal Path Cost Friority

0 MIA AUTO/Z0000 128 Enahled Disahled Edit

Figure 4.102 - Configuration > Spanning Tree > MST Port Information

Instance ID: Displays the MSTI ID of the instance being configured. An entry of O in this field denotes the
CIST (default MSTI).

Internal Path Cost (0=Auto): This parameter is set to represent the relative cost of forwarding packets to
specified ports when an interface is selected within a STP instance. The default setting is 0 (auto).

0 (Auto) - Selecting this parameter for the internal Cost will set quickest route automatically and
optimally for an interface. The default value is derived from the media speed of the interface.

Value 0-2000000 - Selecting this parameter with a value in the range of 0 to 2000000 will set the
quickest route then a loop occurs. A lower internal cost represents a quicker transmission.

Priority: Enter a value between 0 and 240 to set the priority for the port interface. A higher priority will
designate the interface to forward packets first. A lower number denotes a higher priority.

Configuration > Ethernet OAM > Ethernet OAM Port Settings
The Ethernet OAM Port Settings page allows user to configure the Ethernet OAM settings.
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M

From Port  To Port Mode State Remote Loophack Received Remote Loophack
o1 - ol - Active v Digabled v Start v Ignore v
Apply
Ethernet OAM Port Status Table
Port 1
Local Client
QAN Disabled
Mode Active
htax OAMPDL 1618 Bytes
Remote Loophack Support
Unidirection Mot Supported
Link Monitoring Support
Yariable Reguest Support
PDU Revision 0
Cperation Status Disabled
Loophack Status Mo Loopback
Port 2
Local Client
CAN Disabled
hiode Active
I ax OAMPDL 1618 Bytes
Rernote Loopback Support
Unidirection Mot Supported
Link Monitoring Support
wariable Reguest Support
FDU Revision 0
Operation Status Disabled
Loophack Status Mo Loopback
Port 3 A

Figure 4.103 - Configuration > Ethernet OAM > Ethernet OAM Port Settings

From Port/To Port: Select a range of ports to be configured.
Mode: Use the drop-down menu to select to operate in either Active or Passive. The default mode is Active.
State: Use the drop-down menu to enable or disable the OAM function.
Remote Loopback: Specifies the Ethernet OAM remote loopback is None or Start.
None — Select to disable the remote loopback.
Start — Select to request the peer to change to the remote loopback mode.

Received Remote Loopback: To configure the client to process or to ignore the received Ethernet OAM
remote loopback command.

Process — Select to process the received Ethernet OAM remote loopback command.
Ignore — Select to ignore the received Ethernet OAM remote loopback command.

Click Apply to make the configurations take effect.

Configuration > Ethernet OAM > Ethernet OAM Event Configuration

The Ethernet OAM Event Configuration page allows user to configure the Ethernet OAM configuration
settings.

QO Ss

FOM  Topot  LinkEvent Link Manitor Threshald (04284367 205) ‘(’}'g‘ndnci‘gmm)
01 * || 01 v || Link Manitor ¥ | | Error Symbol ML 1000 ms
Moty
D\sg‘bled A Apply
Fihernet OAM Fvent Confiouratinon Tahle
Port 1
AN Disahled
Mode Active
Dying Gasp Enahled
Critical Event Enahled
Rermote Loopback DAMPDU Mot Processed
Syrnhol Errar
Motify State Enabled
Window 1000 Milliseconds
Threshald 1 Etrored Symbol
Frarne Etror
Motify State Enabled
Wi n dowy 1000 Milliseconds
Threshald 1 Etrored Frame
Frare Petiod Error
Motify State Enabled
Windowr 148810 Frames
Thrachnld 4 Errnra
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From Port / To Port: Select a range of ports to be configured.
Link Event: Select the link event, Link Monitor or Critical Link Event.

Link Monitor: Select the link monitor. Avaliable options are Error Symbol, Error Frame, Error Frame
Period, and Error Frame Seconds.

Threshold (0-4294967295): Enter the number of error frame or symbol in the period is required to be equal
to or greater than in order for the event to be generated.

Window (1000-60000): Enter the period of error frame or symbol in milliseconds summary event.
Notify: Select the notification to be enabled or disabled.

Click the Apply button to accept the changes made.

Configuration > DDM > DDM Settings

The Digital Diagnostic Monitoring (DDM) functions allow the user to view the digital diagnostic monitoring
status of SFP modules inserting to the Switch and to configure related settings.

The DDM Settings page allows user to configure the action that will occur for specific ports when an
exceeding alarm threshold or warning threshold event is encountered.

DDM Settings Q ESafeguard
_ o ==E

DDM Settings

Pawer Unit ® mw ' dBm Apply

From Port To Port State Shutdown Apply

25 v 25 v Enable v None v

Port

25 Disable MNane

26 Disable None

27 Disable None

28 Disable MNane

Figure 4.105 - Configuration > DDM > DDM Settings

Power Unit: Specifies the power unit for DDM. The options are mW (milliwatts) and dBm (decibel-milliwatts).
From Port / To Port: Specifies a port or range of ports to be configured.
State: Specifies to enable or disable the DDM settings state.

Shutdown: Specifies whether or not to shutdown the port, when the operating parameter exceeds the Alarm
or Warning threshold.

Click the Apply button to accept the changes made.

Confiquration > DDM > DDM Temperature Threshold Settings

The DDM Temperature Threshold Settings page allows user to configure the DDM temperature threshold for
specific ports on the Switch.
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DDM Temperature Settings

DDM Temperature Settings
Port Type

25 v High Alar *

Value(-128-127.996)

cument High Alarm High Warning Low Alarm Low Warning
(Celsius) (Celsius) (Celsius) (Celsius)

+05.000 +90.000 -25.000 -20.000
26 N.'A +05.000 +50.000 -25.000 -20.000
27 /A, +95.000 +90.000 -25.000 -20.000
28 /A, +05.000 +80.000 -25.000 -20.000

Figure 4.106 - Configuration > DDM > DDM Temperature Threshold Settings

Port: Specifies the port to be configured.

Type: Specifies the type for the operating parameter, the options are High Alarm, Low Alarm, High Warning

and Low Warning.

High Alarm: Specifies the high threshold for the alarm. When the operating temperature rises above
the configured value, the action associated with the alarm is taken.

Low Alarm: Specifies the low threshold for the alarm. When the operating temperature falls below
the configured value, the action associated with the alarm is taken.

High Warning: Specifies the high threshold for the warning. When the operating temperature rises
above the configured value, the action associated with the warning is taken.

Low Warning: Specifies the low threshold for the warning. When the operating temperature falls
below the configured value, the action associated with the warning is taken.

Vaule (-128 — 127.996): Specifies the value for the specified type of port.

Click Apply to make the configurations take effect.

Configuration > DDM > DDM Voltage Settings Threshold Settings

The DDM Voltage Settings Threshold Settings page is used to configure the DDM voltage threshold for
specific ports on the Switch.

DDM Voltage Settings O Safeguarcd

DDM Voltage Settings

Port Type Value(0-6.55) Apply |
25 v High Alar ¥ I\
.
3.80 370 2 80 2 a0
26 N.’A 3.80 370 2.80 2.90
B /A 3.80 3.70 2.80 2.0
28 N/A 3.80 3.70 2.80 2.90

Figure 4.107 - Configuration > DDM > DDM Voltage Settings Threshold Settings

Port: Specifies the port to be configured.

Type: Specifies the type for the operating parameter, the options are High Alarm, Low Alarm, High Warning
and Low Warning.

High Alarm: Specifies the high threshold for the alarm. When the operating Voltage rises above the
configured value, the action associated with the alarm is taken.

Low Alarm: Specifies the low threshold for the alarm. When the operating Voltage falls below the
configured value, the action associated with the alarm is taken.

High Warning: Specifies the high threshold for the warning. When the operating Voltage rises
above the configured value, the action associated with the warning is taken.
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Low Warning: Specifies the low threshold for the warning. When the operating Voltage falls below
the configured value, the action associated with the warning is taken.

Vaule (0 — 6.55): Specifies the value for the specified type of port.
Click the Apply button to accept the changes made.

Configuration > DDM > DDM Bias Current Threshold Settings

The DDM Bias Current Threshold Settings page is used to configure the DDM Bias current threshold for
specific ports on the Switch.

DDM Bias Current Settings O Safeguard

DDM Bias Current Settings

Port Type Value(0-131) Apply
25 v High Alar mA
_ High Alarm (mA)  [High Warning (mA) owAJann(rnA) owWamlng (mA)
200 18.0
26 MNIA 200 18.0 0.5 1.0
27 MNIA 200 18.0 0.5 1.0
28 MNIA 200 18.0 0.5 1.0

Figure 4.108 - Configuration > DDM > DDM Bias Current Threshold Settings

Port: Specifies the port to be configured.

Type: Specifies the type for the operating parameter, the options are High Alarm, Low Alarm, High Warning
and Low Warning.

High Alarm: Specifies the high threshold for the alarm. When the Bias current threshold rises above
the configured value, the action associated with the alarm is taken.

Low Alarm: Specifies the low threshold for the alarm. When the Bias current threshold falls below
the configured value, the action associated with the alarm is taken.

High Warning: Specifies the high threshold for the warning. When the Bias current threshold rises
above the configured value, the action associated with the warning is taken.

Low Warning: Specifies the low threshold for the warning. When the Bias current threshold falls
below the configured value, the action associated with the warning is taken.

Vaule (0 — 131): Specifies the value for the specified type of port.
Click Apply to make the configurations take effect.

Configuration > DDM > DDM TX Power Threshold Settings

The DDM TX Power Threshold Settings page is used to configure the threshold of TX power for specific
ports on the Switch.

DDM TX Power Settings O Ssfeguard

DDM TX Power Settings

Port Type Value (0-6.5535) Apply
25 v High Alar v mw
ot T Aam it Waring inLow Narm v L ow Waro 0
1 5900 1.2599 0.1599 0.2000
26 N.FA 1.5900 1.2599 0.1599 0.2000
27 MNIA 1.5900 1.2599 0.1599 0.2000
28 MNIA 1.5900 1.2599 0.1599 0.2000

Figure 4.109 - Configuration > DDM > DDM TX Power Threshold Settings
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Port: Specifies the port to be configured.

Type: Specifies the type for the operating parameter, the options are High Alarm, Low Alarm, High Warning
and Low Warning.

High Alarm: Specifies the high threshold for the alarm. When the TX power threshold rises above
the configured value, the action associated with the alarm is taken.

Low Alarm: Specifies the low threshold for the alarm. When the TX power threshold falls below the
configured value, the action associated with the alarm is taken.

High Warning: Specifies the high threshold for the warning. When the TX power threshold rises
above the configured value, the action associated with the warning is taken.

Low Warning: Specifies the low threshold for the warning. When the TX power threshold falls below
the configured value, the action associated with the warning is taken.

Vaule (0 — 6.5535): Specifies the value for the specified type of port.
Click Apply to make the configurations take effect.

Configquration > DDM > DDM RX Power Threshold Settings

The DDM RX Power Threshold Settings page is used to configure the threshold of RX power for specific
ports on the Switch.

DDMRX PowerSettings O Ssfeguard

DDM RX Power Settings

Port Type Value (0-6.5535) Apply
25 v High Alar * mwW

High Alarm High Warning (mW)]Low Alarm (mW)  |Low Warning (mW)

25 NIA 1.2599 1.0000 0.0099 0.0126

26 NIA 1.2588 1.0000 0.0099 0.0126

27 NIA 1.25889 1.0000 0.0099 0.0126

28 NIA 1.2588 1.0000 0.0099 0.0126

Figure 4.110 - Configuration > DDM > DDM RX Power Threshold Settings

Port: Specifies the port to be configured.

Type: Specifies the type for the operating parameter, the options are High Alarm, Low Alarm, High Warning
and Low Warning.

High Alarm: Specifies the high threshold for the alarm. When the RX power threshold rises above
the configured value, the action associated with the alarm is taken.

Low Alarm: Specifies the low threshold for the alarm. When the RX power threshold falls below the
configured value, the action associated with the alarm is taken.

High Warning: Specifies the high threshold for the warning. When the RX power threshold rises
above the configured value, the action associated with the warning is taken.

Low Warning: Specifies the low threshold for the warning. When the RX power threshold falls below
the configured value, the action associated with the warning is taken.

Vaule (0 — 6.5535): Specifies the value for the specified type of port.
Click Apply to make the configurations take effect.

Configuration > DDM > DDM Status Table

The DDM Status Table page displays the current operating digital diagnostic monitoring parameters and their
values on the SFP module for specified ports.
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DDM Status Table O Safeguard

DDM Status Table

Temperature (Celsius) oltage (V)  |Bias Current (mA}) TX Power (mW) RX Power (mW)
25 14 /A MiA MNIA MNIA

N
26 N/A /A NIA NiA NIA
27 N/A NIA NIA NIA NIA
28  NMA /A NIA NIA NIA

Figure 4.111 - Configuration > DDM > DDM Status Table

Configuration > DULD > DULD Global Settings
The DULD Global Settings page allows user to configure the DULD recover time.

Duld Global Settings o %uem
-
DULD Recover Time (60-1000000) Apply

Figure 4.112 - Configuration > DULD > DULD Global Settings

DULD Recover Time (60-1000000): Specifies the DULD recover time.
Click the Apply button to accept the changes made.

Configuration > DULD > DULD Port Settings

The DULD Port Settings page allows user to configure the unidirectional link detection on ports.
Unidirectional link detection provides discovery mechanism based on 802.3ah to discovery its neighbor. If
the OAM discovery can complete in configured discovery time, it concludes the link is bidirectional.
Otherwise, it starts detecting task to detect the link status.

DULD Settings o Ssfeguard
Fram Port To Port Admin State Mode Discovery Time (3-69939)
1 v 1 v Disabled Mormal v l:| Secs Apply
Port Admin State Oper Status Mode Lirk Status Discovery Time
1 Disabled Disabled Narrmal Unknown 5
2 Disahled Disabled Mormal Unknown i
3 Disahled Disabled Mormal Unknown i
4 Disahled Digabled Shutdown Unknown i
5 Disahled Disabled Marmal Unknown 5
1 Disabled Disabled Narmal Unknown 5
7 Disabled Disabled Marrmal Unknown 5
] Disabled Disabled Marrmal Unknown 5
9 Disabled Disabled Marrmal Unknown 5
10 Disabled Disabled Mormal Unknawh g
11 Disahled Disabled Mormal Unknown i
12 Disahled Digabled Mormal Unknown i
12 Fimmhind [ S 3

Figure 4.113 - ealﬁ?iguration >DULD > DULD Port Settings

From Port / To Port: Specifies a range of ports to be configured.
Admin State: Enable or disable the port unidirectional link detection status. The default is disabled.
Mode: Specifies the mode of DULD.

Normal — Only log and event when a unidirectional link is detected.

Shutdown — If any unidirectional link is detected, disable the port and log an event.

Discovery Time (5-65535): Specifies these ports neighbor discovery time. If the discovery is timeout, the
unidirectional link detection will start. The default discovery time is 5 seconds.

Click Apply to make the configurations take effect.

Configuration > Multicast Forwarding & Filtering > Multicast Filtering
The Multicast Filtering Mode page allows user to set up the filtering mode.
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Multicast Filtering Mode QO Ssfeguard

WLAM 1D Filteting hode
4l v Al Foreard Unregistered Groups v | Apply

Multicast Filtering Mode Tahle Total Entries: 1

WLAN Narne Multicast Filtering Mode
1 default Forward Unregistered Groups

Figure 4.114 - Configuration > Multicast Forwarding & Filtering > Multicast Filtering

From Port / To Port: Specify the ports of the VLAN on which the corresponding MAC address belongs to.

Multicast Filtering Mode: This drop-down menu allows you to select the action the Switch will take when it
receives a multicast packet that is to be forwarded to one of the ports in the range specified above.

Forward Unregistered Groups - This will instruct the Switch to forward a multicast packet whose
destination is an unregistered multicast group residing within the range of ports specified above.
Filter Unregistered Groups - This will instruct the Switch to filter any multicast packets whose
destination is an unregistered multicast group residing within the range of ports specified above.

Configuration > ERPS Setting

ERPS (Ethernet Ring Protection Switching) is the first industry standard (ITU-T G.8032) for Ethernet ring
protection switching. It is achieved by integrating mature Ethernet operations, administration, and
maintenance (OAM) functions and a simple automatic protection switching (APS) protocol for Ethernet ring
networks. ERPS provides sub-50ms protection for Ethernet traffic in a ring topology. It ensures that there are
no loops formed at the Ethernet layer. One link within a ring will be blocked to avoid Loop (RPL, Ring
Protection Link). When the failure happens, protection switching blocks the failed link and unblocks the RPL.
When the failure clears, protection switching blocks the RPL again and unblocks the link on which the failure
is cleared.

RPL (Ring Protection Link) — Link designated by mechanism that is blocked during Idle state to prevent loop
on Bridged ring RPL Owner — Node connected to RPL that blocks traffic on RPL during Idle state and
unblocks during Protected state R-APS (Ring — Automatic Protection Switching) - Protocol messages defined
in Y.1731 and G.8032 used to coordinate the protection actions over the ring through RAPS VLAN (R-APS
Channel). RAPS VLAN (R-APS Channel) — A separate ring-wide VLAN for transmission of R-APS messages
Protected VLAN — The service traffic VLANS for transmission of normal network traffic.

The ERPS Setting page allows user to configure the settings of ERPS.

ERPS Settings O Safeguard
o

ERPS Gobal Settings

ERPS State Enabled '* Disabled

ERPS Log Enabled '® Disabled

ERPS Trap Enabled * Disabled Apply

R-APS VLAN Settings

R-APS VLAN (1-4094) 1 Apply

Total Entries: 0

R-APS VLAN

Figure 4.115 - Configuration > ERPS Setting

ERPS Global Settings:

ERPS State: To enable or disable the ERPS state.
ERPS Log: To enable or disable the ERPS log.
ERPS Trap: To enable or disable the ERPS trap.

R-APS VLAN Settings:
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R-APS VLAN (1-4094): To configure the R-APS VLAN ID.

Click Apply or Clear All to implement changes made.
Click the Delete button to remove the specific entry.

Click the Detail Information link to view detailed information of the R-APS entry.
Click the Sub-Ring Information link to view the Sub-Ring information of the R-APS entry.

After clicking the Detail Information link, the following window will appear:
ERPS Settings O _Safeguard

ERPS Information

R-APS VLAN 1

Ring Status Disable

Admin West Port

Operational West Port (Forwarding)
Admin East Port

Operational East Port (Forwarding)
Admin RPL Port

Operational RPL Port MNone

Admin RPL Cwner

Operational RPL Owner Nong

Protected VLAN(s) 1

Ring MEL (0-7) 1

Holdoff Time (0-10000) 0 ms

Guard Time (10-2000) 500 ms

WTR Time (1-12) 5 min
Revertive Enable

Current Ring State deactivated

| Edit || Previous Page |

Figure 4.116 - Configuration > ERPS Setting - Detail

QoS > Traffic Control

The Traffic Control feature provides the ability to control the receive rate of broadcast, multicast, and
unknown unicast packets. Once a packet storm has been detected, the Switch will drop packets coming into
the Switch until the storm has subsided.

Traffic Control Q gafaguard.

Traffic Control Settings
From Part 01 r To Port 01 v
N=(1~16000)
Drop Threshold y =
(64Kbps * N) [ G4Kbpg * | 1= 64] Kbps
Action Drop r Count Down (0 or 5-30) Cl min(s})
. E Shutdown Threshold
Time Interval (5-30) S pits
Storm Control Type | None i Apply |
Auto Recover S p
Time(0-55535) B |mins) | Apply |
Traffic Trap Settings Mone v Apply
2 Count Shutdown
Port Storm Control Type | Action | Threshold | B | Interval | e
1 Nang Drop
2 Nong Drop
3 Nong Drop
4 MNone Drop
g Mone Drop 24

Figure 4.117 — QoS > Traffic Control

From Port/To Port: A consecutive group of ports may be configured starting with the selected port.

Drop Threshold (64Kbps * N): If storm control is enabled (default is disabled), the threshold is from of 64 ~
1,024,000 Kbit per second, with steps (N) of 64Kbps. N can be from 1 to 16000.
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Action: Select the method of traffic control from the pull down menu. The choices are:

Drop — Utilizes the hardware Traffic Control mechanism, which means the Switch’s hardware will
determine the Packet Storm based on the Threshold value stated and drop packets until the issue is
resolved.

Shutdown — Utilizes the Switch’s software Traffic Control mechanism to determine the Packet Storm
occurring. Once detected, the port will deny all incoming traffic to the port except STP BPDU packets,
which are essential in keeping the Spanning Tree operational on the Switch. If the countdown timer
has expired and yet the Packet Storm continues, the port will be placed in rest mode and if no action
is taken will enter auto-recovery mode after a five minute period. Choosing this option obligates the
user to configure the interval setting as well, which will provide packet count samplings from the
Switch’s chip to determine if a Packet Storm is occurring.
Count Down (0 or 5-30): The countdown timer is set to determine the amount of time, in minutes, that the
Switch will wait before shutting down the port that is experiencing a traffic storm. This parameter is only
useful for ports configured as Shutdown in their Action field and therefore will not operate for Hardware
based Traffic Control implementations. The possible time settings for this field are 0, 5-30 minutes. O denotes
that the port will never shutdown.
Time Interval (5-30): The interval will set the time between Multicast and Broadcast packet counts sent from
the Switch’s chip to the Traffic Control function. These packet counts are the determining factor in deciding
when incoming packets exceed the Threshold value. The interval may be set between 5 and 30 seconds with
the default setting of 5 seconds.

Shutdown Threshold (0-255000): Specify the shutdown threshold for traffic threshold.

Storm Control Type: User can select the different Storm type from Broadcast, Multicast, Broadcast +
Multicast, Unknown Unicast, Broadcast + Unknown Unicast, Multicast + Unknown Unicast, and Broadcast +
Multicast + Unknown Unicast.

Click Apply for the settings to take effect.

Auto Recover Time (0-65535): Specify the auto recover time. The value is from 0 to 65535.
Click Apply for the settings to take effect.

Traffic Trap Settings: Specify the traffic trap is None, Storm Occurred, Storm Cleared or Both.
Click Apply for the settings to take effect.

k NOTE: Traffic Control cannot be implemented on
ports that are set for Link Aggregation.

\‘ NOTE: Ports that are in the rest mode will be
seen as Discarding in Spanning Tree windows
and implementations though these ports will still
be forwarding BPDUSs to the Switch’'s CPU.

x NOTE: Ports that are in rest mode will be seen as
link down in all windows and screens until it
enters the auto-recovery mode or the user
recovers these ports by configuring the port state.

QoS > Bandwidth Control

The Bandwidth Control page allows network managers to define the bandwidth settings for a specified port’s
transmitting and receiving data rates.
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Bandwidth Control O Safeguard
Frorm Port To Port Type Mo Lirnit Rate(64-1024000)

| 0 v x T R v Disabled ¥ |:|Kbnslsec Apply
Port R Rate (Kbil'sec) Tx Rate (Khit'sec) Effective Rx (khil'sec) Effective TX (kbit'sec)
01 Mo Limit Mo Limnit Mo Lirnit Mo Lirnit
0z Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
03 Mo Lirnit Mo Lirnit Mo Lirnit Mo Lirnit
04 Mo Limit Mo Limit Mo Lirmit Mo Limit
05 Mo Limit Mo Limit Mo Lirmit Mo Limit
06 Mo Limit Mo Limit Mo Lirmit Mo Limit
a7 Mo Limit Mo Limit Mo Lirmit Mo Limit
0g Mo Limit Mo Limit Mo Limit Mo Limit
0g Mo Limit Mo Limit Mo Limit Mo Limit
10 Mo Limit Mo Limit Mo Limit Mo Limit
ihl Mo Limit Mo Limit Mo Limit Mo Limit
12 Mo Limit Mo Limit Mo Limit Mo Limit

Figure 4.118 — QoS > Bandwidth Control

From Port / To Port: A consecutive group of ports may be configured starting with the selected port.

Type: This drop-down menu allows you to select between RX (receive), TX (transmit), and Both. This setting
will determine whether the bandwidth ceiling is applied to receiving, transmitting, or both receiving and
transmitting packets.

No Limit: This drop-down menu allows you to specify that the selected port will have no bandwidth limit.
Enabled disables the limit.

Rate (63-1024000): This field allows you to enter the data rate, in Kbits per second, will be the limit for the
selected port. The value is between 63 and 1024000.

Click Apply to set the bandwidth control for the selected ports.

\‘ NOTE: The TX rate for Gigabit ports can only be
configured in multiples of 1850kbps. If any other
value is used, the system automatically rounds it
down to the lower multiple of 1850.

QoS > CoS Scheduling Mechanism

The CoS Scheduling Mechanism page allows user to select between a WRR and a Strict mechanism for
emptying the priority classes.
CoS Scheduling Mechanism 0 Safeguard

Queuing mechanism: */ Strict Priority WRR (By default is strict priority) Apply

Figure 4.119 - QoS > CoS Scheduling Mechanism

Strict Priority: Denoting a Strict scheduling will set the highest queue to be emptied first while the other
gueues will follow the weighted round-robin scheduling scheme

WRR: Use the weighted round-robin (WRR) algorithm to handle packets in an even distribution in priority
classes of service.

Click Apply to make the configurations take effect.

Qo0S > CoS Output Scheduling

CoS can be customized by changing the output scheduling used for the hardware classes of service in the
Switch. As with any changes to CoS implementation, careful consideration should be given to how network
traffic in lower priority classes of service is affected. Changes in scheduling may result in unacceptable levels
of packet loss or significant transmission delay. If you choose to customize this setting, it is important to
monitor network performance, especially during peak demand, as bottlenecks can quickly develop if the CoS
settings are not suitable.
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u
Class ID Weight(1 ~55)

0 v Apply

Class D Weight
0

| o e [ =
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Figure 4.120 - QoS > CoS Output Scheduling

Class ID: Specify the priority queue for the switch. The value is from 0 to 7.
Weight (1-55): Specify the weight for a CoS. The value is from 1 to 55.

Click Apply to make the configurations take effect.

QoS > 802.1p Default Priority

QoS is an implementation of the IEEE 802.1p standard that allows network administrators to reserve
bandwidth for important functions that require a larger bandwidth or that might have a higher priority, such as
VolIP (voice-over Internet Protocol), web browsing applications, file server applications or video conferencing.
Thus with larger bandwidth, less critical traffic is limited, and therefore excessive bandwidth can be saved.
802.1p Default Priority O Ssfeguard
Fram Port To Port Priority

P B v 0 v | apply

o

ya oo e |w (=g

il Priotity Effective Priority
a a

alalo|lolalala

yolalalao|lo|la

Figurﬂe 4.121 - QoS > 802.1p Default Priority

From Port / To Port: A consecutive group of ports may be configured starting with the selected port.

Priority: Defines the priority assigned to the port. The priority are 0~7.
Click Apply to make the configurations take effect.

QoS > 802.1p User Priority

When using 802.1p priority mechanism, the packet is examined for the presence of a valid 802.1p priority tag.
If the tag is present, the packet is assigned to a programmable egress queue based on the value of the
tagged priority. The tagged priority can be designated to any of the available queues.

The Switch allows the assignment of a class of service to each of the 802.1p priorities.

—— -

Priority Class D

0 v 0 A Apply

Priority Class ID
Priority - 2
Priority -
Priority -
Priority -
Priority -
Priority -
Priority -
Priority -

~i ||| o pa | = |2
~i|m |||~ o

Figure 4.122 - QoS > 802.1p User Priority
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Once the user had assigned a priority to the port groups on the Switch, you can then assign this Class to
each of the four levels of 802.1p priorities. Click Apply to make the configurations take effect.

Qo0S > DSCP Priority Settings

When using the DSCP priority mechanism, the packet is classified based on the DSCP field in the IP header.
If the tag is present, the packet is assigned to a programmable egress queue based on the value of the
tagged priority. The tagged priority can be designated to any of the available queues. When a packet is
received containing this DSCP tag, it will be mapped to the CoS queue configured here. These settings will
only take effect if at least one of the priority settings per port is configured for DSCP. When DSCP is set to
enable, TOS cannot be used, and when TOS is set to enable, DSCP cannot be used.

DSCP Priority Seiﬁnqs o Safeguard
Select Q05 Mode; DECP v Apply
From DSCF value To DSCF value Priarity

u] v B3 v u] v Apply
DECF value Priority DECP value Priority DECP value Priarity DECF value Priority

1] 1] 16 0 32 1] 48 1]
1 17 0 33 49

2 1] 18 0 34 1] a0 1]
3 a 149 1} 35 a a1 a
4 a 20 0 36 a 52 a
] a 21 1} 37 a a3 a
5} 1} 22 0 38 1} a4 1}
T 1} 23 0 39 1} it} 1}
L} 1} 24 0 40 1} i1} 1}
9 1} 25 0 4 1} a7 1}
10 1] 26 0 42 1] a8 1]
11 1] 27 0 43 1] 54 1]
12 1] 28 0 44 1] B0 1]
13 a 249 0 45 a A1 a
14 a an 1} 48 a 62 a
148 1} N 0 47 1} 63 1}

Figure 4.123 - QoS > DSCP Priority Settings

Select QoS Mode: Specify the mode to be DASP or TOS.
From DSCP value / To DSCP value: Specify the range of DSCP values.
Priority: Specify the priority queue for the switch. The value is from 0 to 7.

Click Apply to make the configurations take effect.

QoS > Priority Settings

The Priority Setting page allow users to configure the CoS priority settings on a port or ports. When CoS
tagged packets arrive on the switch, they are mapped to the settings configured here. For example, if a port
has been assigned a MAC priority, the packet that has the CoS priority assigned to a MAC address will be
sent to the CoS queue configured for that MAC address. Once the configuration has been completed, users
may see the results in the Priority Settings Table seen here. After configuring the port priorities, users may
adjust the individual CoS settings on the other windows located in the CoS folder of the Switch.

Priority Seﬂ_inqs (&) Safegua_rd
Fram Part Tao Paort Ethernet Priority IF Priority
1 A 28 A off A off A Apply
Fart Ethernet Priority IP Priority
1 802.1p_priority DSCRTOS
2 802.1p_priority DSCRTOS
3 802.1p_priority DSCRTOS
4 802.1p_priarity DSCPTOS
5 G021 p_priarity DSCRTOS
3 G021 p_priarity DSCRTOS
7 2021 p_priarity DSCRTOS
i 8021 p_pririty DECRTOS
2] 8021 p_priarity DSCRTOS
10 802.1p_priarity DECRTOS
Xl O A ik, merDTAS

Figure 4.124 - QoS > Priority Settings

From Port/To Port: Users may select a port or group of ports to assign the priority settings.
Port Priority: Specify the Port Priority is Off or On on the port.
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Ethernet Priority: Specify the Ethernet Priority is Off or 802.1p on the port.
IP Priority: Specify the IP Priority is Off or DSCP on the port.

Click Apply to make the configurations take effect.

RMON > RMON Basic Settings

Users can enable and disable remote monitoring (RMON) status for the SNMP function on the Switch. In
addition, RMON Rising and Falling Alarm Traps can be enabled and disabled. Click Apply to make effects.

RMON Basic Settings O Safeguard |

RMOMN Status Enabled  '® Disahled Apply

Figure 4.125 - RMON > RMON Basic Settings

RMON > RMON Ethernet Statistics Configuration

The RMON Statistics Configuration page displays the information of RMON Ethernet Statistics and allows
the user to configure the settings.

RMON Ethernet Statistics Configuration o .Sﬁfﬁgiua!‘.q
Indes: (1~65535) . F

Por [ F

Owner L ] L fpply |

Port Drop Events Broadoast Packets Multiast Packets  Owner

Figure 4.126 - RMON > RMON Ethernet Statistics Configuration

The RMON Ethernet Statistics Configuration contains the following fields:

Index (1 - 65535): Indicates the RMON Ethernet Statistics entry number.

Port: Specifies the port from which the RMON information was taken.

Owner: Displays the RMON station or user that requested the RMON information.

Click Apply to make the configurations take effect.

RMON > RMON History Control Configuration

The RMON History Control Configuration page contains information about samples of data taken from ports.
For example, the samples may include interface definitions or polling periods.

RMON History Control Configuration (6] _Sefggiuand
Index (1 ~65535) [ F

Buckets Reguested (1~50)

Interval (1 ~3600 secs)

Chwner l:l Apply

Buckets Reguested Buckets Granted Interval

Figure 4.127 - RMON > RMON History Control Configuration

The History Control Configuration contains the following fields:

Index (1 - 65535): Indicates the history control entry number.

Port: Specifies the port from which the RMON information was taken.

Buckets Requested (1 ~ 50): Specifies the number of buckets that the device saves.

Interval (1 ~ 3600): Indicates in seconds the time period that samplings are taken from the ports. The field
range is 1-3600. The default is 1800 seconds (equal to 30 minutes).

Owner: Displays the RMON station or user that requested the RMON information.
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Click Apply to make the configurations take effect.

RMON > RMON Alarm Configuration

The RMON Alarm Configuration page allows the user to configure the network alarms. Network alarms occur
when a network problem, or event, is detected.

RMON Alarm Configuration (¢ Ssfeauard |
Index (1~65535) I Intenval (1~2°31-1 secs)

Wariahle l:l* Sample type Absolute value ¥ *

Rising Threshold (0~3431-1) [ F Falling Threshold (0~2°31-1) I

Rising Event Index (1 ~65535) I Falling Event Index (1 ~65535) [ %

Quiner ] Apply

Indest  Interval Sample Type Rising Threshold Falling T}'ure:;:hu:uld:f_ diseer] Aling Event ey

Figure 4.128 - RMON > RMON Alarm Settings

The configuration contains the following fields:

Index (1 - 65535): Indicates a specific alarm.

Variable: Specify the selected MIB variable value.

Rising Threshold (0 ~ 2731-1): Displays the rising counter value that triggers the rising threshold alarm.

Rising Event Index (1 ~ 65535): Displays the event that triggers the specific alarm. The possible field values are
user defined RMON events.

Owner: Displays the device or user that defined the alarm.
Interval (1 ~ 2731-1): Defines the alarm interval time in seconds.

Sample type: Defines the sampling method for the selected variable and comparing the value against the
thresholds. The possible field values are:
Delta value — Subtracts the last sampled value from the current value. The difference in the values
is compared to the threshold.

Absolute value — Compares the values directly with the thresholds at the end of the sampling
interval.

Falling Threshold (0 ~ 2*31-1): Displays the falling counter value that triggers the falling threshold alarm.

Falling Event Index (1 ~ 65535): Displays the event that triggers the specific alarm. The possible field values are
user defined RMON events.

Click Apply to make the configurations take effect.

RMON > RMON Event Configuration
The RMON Event page contains fields for defining, modifying and viewing RMON events statistics.

RMON Event Configuration Q Sefﬁgﬂuan;i |
Index (1 ~E5535) [ F

Description I:l’

Type None v

Carmunity l:l

Owner l:l Apply

Description Camrnunity Owrner Last Time Sent

Figure 4.129 - RMON > RMON Event Configuration

The RMON Events Page contains the following fields:

Index (1~ 65535): Displays the event.

Description: Specifies the user-defined event description.

Type: Specifies the event type. The possible values are:
None — Indicates that no event occurred.
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Log — Indicates that the event is a log entry.
SNMP Trap — Indicates that the event is a trap.
Log and Trap — Indicates that the event is both a log entry and a trap.

Community: Specifies the community to which the event belongs.
Owner: Specifies the time that the event occurred.

Click Apply to add a new RMON event.

Security > Trusted Host

Use Trusted Host function to manage the switch from a remote station. You can enter up to ten designated
management stations networks by defining the IP address/Subnet Mask as seen in the figure below.

Trusted Host O Safeguaprd

Trusted Host: Enabled  '* Disabled Apply

Trusted Host Settings
{ Maximum Entries : 10}

IP Mask

Add Host

Note: Create a list of IP Addresses that can access the switch. Your local host IP Addresses must e one ofthe IP Addresses to avoid disconnection

Figure 4.130 - Security > Trusted Host

To define a management station IP setting, click the Add Host button and type in the IP address and Subnet
mask. Click the Apply button to save your settings. You may permit only single or a range of IP addresses

by different IP mask settings, the format can either be 192.168.1.1/255.255.255.0 or 192.168.0.1/24. Please
see the example below for permitting the IP range

IP Address Subnet Mask Permitted IP
192.168.0.1 255.255.255.0 192.168.0.1~192.168.0.255
172.17.5.215 255.0.0.0 172.0.0.1~172.255.255.255
To delete the IP address, simply click the Delete button. Check the unwanted address, and then click Apply.

Security > Safeqguard Engine

D-Link’s Safeguard Engine is a robust and innovative technology that automatically throttles the impact of
packet flooding into the switch's CPU. This function helps protect the Switch from being interrupted by
malicious viruses or worm attacks. This option is enabled by default.

Safeguard Engine O Safeguard

Sateguard Engine:  ® Enahled Disahled Apply

D-Link Safequard Engine is a robust and innovative technology developed by D-Link, which will automatically throttle the impact of packet flooding into the switch's CPLI

Itwill keep D-Link Switches hetter protected from heing too frequently interrupted by malicious viruses or worm attacks.

Figure 4.131 - Security > Safeguard Engine

Security > CPU Protect

The CPU Protect setting page allows user to view and configure the CPU protection type settings.
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CPU Protect O Safeguard

CPU Protect State: Enabled ' Disahled Apply

CPUProtect Set

CPU Praotect Type
ARP {(0~B5535 pps) no limif
BPDU {0~B5535 pps) no limi
ICMP {0~G5535 pps) no limif
IGMP (0~65535 pps) no limi
SHMP (0~65535 pps) no limif

a
3
@
=
El

Apply

Figure 4.132 — Security > CPU Protect

CPU Protect State: Specifies the CPU protect state to be enabled or disabled.
Click the Apply button to accept the changes made.

The CPU Protect Types are ARP, BPDU, ICMP, IGMP and SNMP. Select the CPU Protect Type and enter
the Rate limit which the value is between 0 and 65535 pps. The default value is no limit.

Click the Apply button to save your settings.

Security > Gratuitous ARP

The Gratuitous ARP page shows the settings on the Switch. An ARP announcement (also known as
Gratuitous ARP) is a packet (usually an ARP Request) containing a valid SHA (Sender Hardware Address)
and SPA (Sender Protocol Address) for the host which sent it, with TPA (Target Protocol Address) equal to
SPA. Such a request is not intended to solicit a reply, but merely update the ARP caches of other hosts
which receive the packet and determine if there are any IP conflicts.

Gratuitous ARP Global Settings Q Safeguard
Send when IP Interface is up Enabled '® Disabled
Send when duplicated IP is )
e Enabled '® Disabled
L ived Gratuit
AE{aFEn received Gratuitous Enabled ® Disabled
Log received Gratuitous ARP Enabled '® Disabled Apply
Gratuitous ARP Sendinterval
Interface Name Time Interval (0-65535)
System v [ Os Apply

Figure 4.133 - Security > Gratuitous ARP

Send when IP Interface is up: This is used to enable/disable the sending of gratuitous ARP request
packets while an IP interface comes up. This is used to automatically announce the interface’s IP address to
other nodes. By default, the state is Disabled, and only one ARP packet will be broadcast.

Send when duplicated IP is detected: This is used to enable/disable the sending of gratuitous ARP
request packets while a duplicate IP is detected. By default, the state is Disabled. Duplicate IP detected
means that the system received an ARP request packet that is sent by an IP address that matches the
system’s own IP address.

Learn received Gratuitous ARP: This is used to enable/disable updating ARP cache based on the received
gratuitous ARP packet. If a switch receives a gratuitous ARP packet and the sender’s IP address in its ARP
table, it should update the ARP entry. This is Disabled by default.

Gratuitous ARP Send Interval: Specify the interval value.

Interface Name: Specify the Interface Name. The default is System.
Time Interval (0-65535): Specify the time interval, the range is from 0 to 65535, and the default is 0 seconds.
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Click Apply to make configurations make effects.

Security > Port Security

Port Security is a security feature that prevents unauthorized computers (with source MAC addresses)
unknown to the Switch prior to stopping auto-learning processing from gaining access to the network.

A given ports’ (or a range of ports') dynamic MAC address learning can be stopped such that the current
source MAC addresses entered into the MAC address forwarding table cannot be changed once the port is
enabled.

Port Security O Safeguand

From Fort To Port Admin State Max Learning Address {0-64) Lock Address Mode

‘ 01 M EE Disabled v l:l Delete on Timeout ¥ Apply

Port Security

Admin State Max Learning Address Lock Address Mode

01 Disahled ] Delete on Timeout

02 Disabled 1} Delete on Timeout
03 Disabled 0 Delete on Timeout
04 Disahled 0 Delete on Timeout
05 Disabled a Delete on Timeaut
06 Disabled 0 Delete on Timeout
o7 Disahled ] Delete on Timeout
0g Disabled a Delete on Timeaut
09 Disabled 0 Delete on Timeout
10 Disahled ] Delete on Timeout

Figure 4.134 - Security > Port Security

The Port Security page contains the following fields:
From Port/To Port: A consecutive group of ports may be configured starting with the selected port.

Admin State: This pull-down menu allows users to enable or disable Port Security (locked MAC address
table for the selected ports).

Max. Learning Address (0-64): The number of MAC addresses that will be in the MAC address-forwarding
table for the selected switch and group of ports.

Lock Address Mode: This pull-down menu allows you to select how the MAC address table locking will be
implemented on the Switch, for the selected group of ports. The options are:

Delete On Reset — The locked addresses will not age out until the Switch has been reset.
Delete On Timeout — The locked addresses will age out after the aging timer expires.
Permanent — The locked addresses will not age out after the aging timer expires.

Click Apply to make configurations make effects.

Security > SSL Settings

Secure Sockets Layer (SSL) is a security feature that provides a secure communication path between a Web
Management host and the Switch Web Ul by using authentication, digital signatures and encryption. These
security functions are implemented by Ciphersuite, a security string that determines the cryptographic
parameters, encryption algorithms and key sizes.

This page allows you to configure the SSL global state and the Ciphersuite settings. Select Enable or
Disable and then click Apply to change the SSL state or the Ciphersuite settings of the Switch. By default,
SSL is Disabled and all Ciphersuites are Enabled.
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SSL Settings O Safeguard
B5L State Enabled  '® Disahled
HMote: HTTP will he disabled if S5L is enabled. Apply
S5SL Ciphersuite Settings
REA-MULL-MD% * Enahled Disabled
REA-NULL-SHA1 * Enabled Disabled
REA-DES-5HAT * Enabled Disabled
REA-3DES-SHA1 * Enabled Disabled
DH-REA-DES-5HAT ® Enahled Disabled
DH-RSA-3DES-5HA1 * Enahled Disahled
REA-EXP1024-DES-5HA1 * Enabled Disabled
Apply
SSL Certificate Download
Server IP Address I:| * P4
Certificate File Name I:| Download

Figure 4.135 - Security > SSL Settings

The SSL Settings page allows users to download a certificate file for the SSL function on the Switch from a
TFTP server. The certificate file is a data record used for authenticating devices on the network. It contains
information on the owner, keys for authentication and digital signatures. Both the server and the client must
have consistent certificate files for optimal use of the SSL function. The Switch only supports certificate files
with .der file extensions. The Switch is shipped with a certificate pre-loaded though the user may need to
download more, depending on user circumstances.

Server IP Address: Select IPv4 or IPv6 and enter the |IP address of the TFTP server where the certificate
files are located.

Certificate File Name: Enter the path and the filename of the certificate file to download. This file must have
a .der extension. (Ex. c:/cert.der)

Click Download to download the certificate file.

\‘ NOTE: Enabling the SSL command will disable
the web-based switch management. To log on to
the Switch again, the header of the URL must
begin with https://. Entering anything else into the
address field of the web browser will result in an
error and no authentication will be granted.

Security > Smart Binding > Smart Binding Settings

The primary purpose of Smart Binding is to restrict client access to a switch by enabling administrators to
configure pairs of client MAC and IP addresses that are allowed to access networks through a switch.

The Smart Binding function is port-based, meaning that a user can enable or disable the function on any
individual port. Once Smart Binding is enabled on a switch port, the switch will restrict or allow client access
by checking the pair of IP-MAC addresses with the pre-configured database, also known as the “IMPB white
list”.

Users can enable or disable the Packet Inspection and DHCP Snooping on the Switch.
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Smart Binding Settings QO Safeguard
From Port To Port Admin State ARFP Inspection IP Inspection
o v 28 v Disabled v Disabled v Disabled v

Allow Zero [P Forward DHCP Packet DHCP Snooping Max Entry Max Entry (| PvB)

Disabled v Enabled v Disabled v Mo Lirnit v Mo Lirnit v

DHCPv4 Vian List DHCPvE Vian List
| | Apply
IMPB Setting

ﬂ.dmin State " P Inspection |sllow Zera P [ 0rard DHEP - DHCP ax Entry W Entry (PvEy o 1C

1 Disabled Disabled Disabled Disahbled E led Dizahled Ma Limit Mo Limit
2 Disabled Disabled Disahled Disahled Enahled Disabled Mo Limit Mo Limit
E Dizabled Disabled Dizabled Dizabled Enabled Disabled Ma Limit Mo Limit
4 Disabled Dizahled Disahled Disahled Enahled Dizabled Ma Lirnit Mo Lirmnit
] Disabled Disabled Disahled Disahled Enahled Disabled Mo Limit Mo Limit
B Dizabled Disabled Dizabled Dizabled Enabled Disabled Ma Limit Mo Lirmit
7 Disabled Dizabled Disahled Disahled Enahled Dizabled Ma Lirnit Mo Lirmnit
8 Disabled Disabled Disabled Disabled Enabled Disahled Mo Limit Mo Limit
q Nisahled Nizahled Nizablard Nizabled FEnahlerd Nizahled MA Limit N Fimit

Figure 4.136 — Security > Smart Binding > Smart Binding Settings

The Smart Binding Settings page contains the following fields:

From Port/ To Port: Select a range of ports to set for IP-MAC-port binding.

Admin State: Use the drop-down menu to enable or disable these ports for Smart Binding.
Enabled —Enable Smart Binding with related configurations to the ports
Disabled —Disable Smart Binding.

ARP Inspection: If ARP inspection is enabled, the Switch will inspect incoming ARP packets and compare
them with the Switch’s Smart Binding white list entries. If the IP-MAC pair of an ARP packet is not found in
the white list, the Switch will block the MAC address. A major benefit of Loose state is that it uses less CPU
resources. However, it cannot block malicious users who send only unicast IP packets. An example of this is
that a malicious user can perform DoS attacks by statically configuring the ARP table on their PC. In this
case, the Switch cannot block such attacks because the PC will not send out ARP packets.

IP Inspection: When IP Inspection is enabled, and ARP Inspection is disabled, all non-IP packets are
forwarded by default. If ARP Inspection and IP Inspection mode are enabled, the Switch will inspect all
incoming ARP and IP packets and compare them to the IMPB white list. If the IP-MAC pair find a match in
the white list, the packets from that MAC address are unblocked. If not, the MAC address will stay blocked.
While the mode examines every ingress ARP and IP packet, it enforces better security.

Allow Zero IP: Enable or disable to allow zero IP to configure the state which allows ARP packets with
0.0.0.0 source IP to bypass.

Forward DHCP Packet: Enable or disable to forward DHCP packet.

DHCP Snooping: By enable DHCP Snooping, the switch will snoop the packets sent from DHCP Server and
clients, and update information to the White List.

Max Entry: Specifies the max entries of Smart Binding. The range is between 1 and 10, or No Limit.

Max Entry (IPv6): Specifies the IPv6 max entries of Smart Binding. The range is between 1 and 10, or No
Limit.

Click Apply to make configurations make effects.

Security > Smart Binding > Smart Binding
The Smart Binding page allows the user to create Static IP-MAC-Port Binding entries on the Switch.
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Smart Bindinﬁ ()] Safeguand
Manual Binding

From Port To Port IP Address MAC Address

[ o1 v [0 v | | | | [ Add
Auto Scan

Enter a range of IP address to scan all devices in the networl.

IP Address From | | To| |
| Select aAll | Clear all I Apply |
VAN PAdaress A A enan ]

Figure 4.137 — Security > Smart Binding > Smart Binding

The Manual Binding Settings contains the following fields:

From Port / To Port: Specifies the port ranges for MAC address to bind to the IP address of Binding list.
IP Address: Specifies the IP address to bind to the MAC address set below.

MAC Address: Specifies the MAC address to bind to the IP address set above.

Click Add to add a new entry.

Auto Scan: Specifies to scan connected devices in a range of IP address.
IP Address From/To: Specifies the range of IP Address to scan all devices in the network.

Click Scan and the search results will be listed in below table.
Binding: check the box to select desired binding devices.
Apply: click Apply to set IP-MAC-Port Binding entries.”
Select All: to check the boxes of Binding for all found devices.
Clear All: to cancel the box of Binding.

Security > Smart Binding > White List

When IP+ARP Inspection Mode were selected, the White List page displays finished IP-MAC-Port Binding
entries from page Smart Binding. Only IP packets or ARP packets carrying matched IP-MAC-Port
information can access to the switch. You can cancel a device’s authorization by deleting it from the table.

White List OJW

Delete || Selectal || Clean

Total Entries:

Port Delete

Figure 4.138 - Security > Smart Binding > White List

Click Select All to select all entries of the table or click Clean to select none entries. Please keep at least
one management host in the White List.

Security > Smart Binding > Black List

The Black List page shows unauthorized accesses. When ARP Inspection is selected and a device sends
out an ARP packet containing unmatched IP-MAC-Port information, the device will be forbidden and listed
here.
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Black List O Ssfeguard
[t -‘“-’-M
viD IP Address MAC Address Paort
| | | [_Fnd |
Delete Select all Clean

Total Entries: 0

Figure 4.139 - Security > Smart Binding > Black List

By giving conditions, desired devices information can be screened out below then click Find to search for a
list of the entry:

VID: Enter the VLAN ID number of the device.

IP Address: Enter the IP Address of the device.

MAC Address: Enter the MAC Address of the device.
Port: Enter the port number which the device connects.

Check a box of Delete column to release an entry from the forbidden list then click Apply to delete an entry
from the list.

Click Select All to select all entries, or click Clean to select none of the entries.

Security > Smart Binding > DHCP Snooping List
The DHCP Snooping List page shows the DHCP Snooping list.
DHCP SnooEinE List Q _SBfeEuand

Total Entries: 0

Leasge Time Remaining Time

Figure 4.140 — Security > Smart Binding > DHCP Snooping List

Security > 802.1X > 802.1X Settings

Network switches provide easy and open access to resources by simply attaching a client PC. Unfortunately
this automatic configuration also allows unauthorized personnel to easily intrude and possibly gain access to
sensitive data.

IEEE-802.1X provides a security standard for network access control, especially in Wi-Fi wireless networks.
802.1X holds a network port disconnected until authentication is completed. The switch uses Extensible
Authentication Protocol over LANs (EAPOL) to exchange authentication protocol client identity (such as a
user name) with the client, and forward it to another remote RADIUS authentication server to verify access
rights. The EAP packet from the RADIUS server also contains the authentication method to be used. The
client can reject the authentication method and request another, depending on the configuration of the client
software and the RADIUS server. Depending on the authenticated results, the port is either made available
to the user, or the user is denied access to the network.

The RADIUS servers make the network a lot easier to manage for the administrator by gathering and storing
the user lists.
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Figure 4.141 - Security > 802.1X > 802.1X Settings

By default, 802.1X is disabled. To use EAP for security, select enabled and set the Authentication Mode
and Authentication Protocol then click Apply.

Authentication Mode: Indicates the 802.1X mode enabled on the device. The possible field values are:
Port Based — Enables 802.1X on ports. This is the default value.
MAC Based — Enables 802.1X on MAC addresses.

Authentication Protocol: Indicates the 802.1X Protocol on the device. The possible field values are Local
and RADIUS EAP.

From Port/To Port: Enter the port or ports to be set.

QuietPeriod (0 — 65535 sec): Sets the number of seconds that the switch remains in the quiet state
following a failed authentication exchange with the client. Default is 60 seconds.

ServerTimeout (1 — 65535 sec): Sets the amount of time the switch waits for a response from the client
before resending the response to the authentication server. Default is 30 seconds.

TxPeriod (1 — 65535 sec): This sets the TxPeriod of time for the authenticator PAE state machine. This
value determines the period of an EAP Request/ldentity packet transmitted to the client. Default is 30
seconds.

ReAuthentication: Determines whether regular reauthentication will take place on this port. The default
setting is Disabled.

Capability: Indicates the capability of the 802.1X. The possible field values are:
Authenticator — Specify the Authenticator settings to be applied on a per-port basis.
None — Disable 802.1X functions on the port.

SuppTimeout (1 — 65535 sec): This value determines timeout conditions in the exchanges between the
Authenticator and the client. Default is 30 seconds.

MaxReq (1 — 10): This parameter specifies the maximum number of times that the switch retransmits an
EAP request (md-5challnege) to the client before it times out the authentication session. Default is 2 times.

ReAuthPeriod (1 — 65535 sec): A constant that defines a nonzero number of seconds between periodic
reauthentication of the client. The default setting is 3600 seconds.
Port Control: This allows user to control the port authorization state.

Select ForceAuthorized to disable 802.1X and cause the port to transition to the authorized state

without any authentication exchange required. This means the port transmits and receives normal
traffic without 802.1X-based authentication of the client.

If ForceUnauthorized is selected, the port will remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The Switch cannot provide authentication services to the client
through the interface.

If Auto is selected, it will enable 802.1X and cause the port to begin in the unauthorized state,
allowing only EAPOL frames to be sent and received through the port. The authentication process
begins when the link state of the port transitions from down to up, or when an EAPOL-start frame is
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received. The Switch then requests the identity of the client and begins relaying authentication
messages between the client and the authentication server.

The default setting is Auto.
Direction: Sets the administrative-controlled direction on the port. The possible field values are:

Both — Specify the control is exerted over both incoming and outgoing traffic through the controlled
port selected in the first field.

In — Disables the support in the present firmware release.
Click Apply to make the configurations take effect.

Security > 802.1X > 802.1X User

The 802.1X User page allows user to set different local users on the Switch. Enter a 802.1X User name,
Password and Confirm Password. Properly configured local users will be displayed in the table.

802.1X User O Ssfeguard
g02.1x User Password Confirmn Password
[ ] [ 1] L 1 | add

rote: Pagsword/User Mame should be less than 15 characters and more than 3 characters.

Total Entries: 0

Figure 4.142 - Security > 802.1X > 802.1X User
Click Add to add a new 802.1X user.

Security > 802.1X > 802.1X Authentication RADIUS

The 802.1X Authentication RUAIUS of the Switch allows you to facilitate centralized user administration as
well as providing protection against a sniffing, active hacker.

Authentication RADIUS Server Q Safeguard
Indesx 1 v

IP Address [

L owe

#uthentication Part (1-65535)

Accounting Port (1-65535)

Tirmeout (1-255) set

Refransmit (1-258) B times

Key l:l

# For key, the maximum nurnber of character is 33, L Apply
RADIUS Server List

IP Address Retransmit [Key | Delete |

Figure 4.143 - Security > 802.1X > 802.1X Authentication RUDIUS

Index: Choose the desired RADIUS server to configure: 1, 2 or 3.

IP Address: Select IPv4 or IPv6 and enter the IP address.

Authentication Port (1 - 65535): Set the RADIUS authentic server(s) UDP port. The default port is 1812,
Accounting Port (1 - 65535): Set the RADIUS account server(s) UDP port. The default port is 1813.

Timeout (1 — 255 sec): This field will set the time the Switch will wait for a response of authentication from
the user. The user may set a time between 1 and 255 seconds. The default setting is 5 seconds.

Retransmit (1 — 255 times): This command will configure the maximum number of times the Switch will
accept authentication attempts. Users failing to be authenticated after the set amount of attempts will be
denied access to the Switch and will be locked out of further authentication attempts. Command line
interface users will have to wait 60 seconds before another authentication attempt. Telnet and web users will
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be disconnected from the Switch. The user may set the number of attempts from 1 to 255. The default
setting is 2.

Key: Set the key the same as that of the RADIUS server.
Confirm Key: Confirm the shared key is the same as that of the RADIUS server.

Click Apply to make the configurations take effect.

Security > 802.1X > 802.1X Guest VLAN

The 802.1X Guest VLAN page allows user to set a Guest VLAN, and the user must first configure a normal
VLAN which can be enabled here for Guest VLAN status.

Enter the pre-configured VLAN name to create as a Guest 802.1X VLAN and select the port or ports. Click
Apply to implement the settings.

Guest VLAN O Ssfeguard
[iutafhote el _..‘.....M
Add Guest VLAN
YLAN MName Apply Delete

Current Guest VLAN Ports:

Figure 4.144 - Security > 802.1X > 802.1X Guest VLAN

Security > MAC Address Table > Static MAC

This feature provides two distinct functions. The Disable Auto Learning table allows turning off the function
of learning MAC address automatically, if a port isn't specified as an uplink port (for example, connects to a
DHCP Server or Gateway). By default, this feature is Off (disabled).

 Static MAC Conﬂsuraiion o Safeguard

Disable auto learning on ports other than the uplink ports configured below on ' Of

Apply
Static MAC Address List { Maximurm Entries : 256 Delete all

MAC Address

Figure 4.145 - Security > MAC Address Table > Static Mac Address

To initiate the removal of auto-learning for any of the uplink ports, click On to enable this feature, and then
select the port(s) for auto learning to be disabled.

The Static MAC Address List table displays the static MAC addresses connected, as well as the VID. Click
Add Mac to add a new MAC address, you also need to select the assigned Port number, enter both the Mac
Address and VID and Click Apply. Click Delete to remove one entry or click Delete all to clear the list. You
can also copy a learned MAC address from Dynamic Forwarding Table (please refer to Security > MAC
Address Table > Dynamic Forwarding Table for details).

By disabling Auto Learning capability and specify the static MAC addresses, the network is protected from
potential threats like hackers because traffic from illegal MAC addresses will not be forwarded by the Switch.

Click Add MAC button, select the Port, VID and enter the MAC address then click Apply to add a new MAC
address.
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Static MAC Configuration O Safeguard

Disable auto learning on ports other than the uplink ports configured below on  *Of

Apply
Delete all

MAC Address

Add MAC
Port 1 v| mAcAddress| | wi| 1 v cancel || Apply

Figure 4.146 - Security > MAC Address Table > Static Mac Address-add MAC

Security > MAC Address Table > Dynamic Forwarding Table

This allows the Switch’'s dynamic MAC address forwarding table to be viewed. When the Switch learns an
association between a MAC address and a port humber, it makes an entry into its forwarding table. These
entries are then used to forward packets through the Switch.

Dxnamic Forwarding Table Conﬂguration (6] Safeguand
WVLAN Name | Find Il Delete
MAC Address 00-00-00-00-00-00 Find
Part Al T | Find || Delete |

View All Entry Il Delete All Entry |
| Selectall || Clearall |
ID VIiD VLAN Name MAC Address Port Type Add
1 1 default 00-08-06-05-04-05 CPU Self
2 1 default 3C-97-0E-E5-76-4D 3 Dynamic
Page 01 *| PrePage | NextPage | Apply

Figure 4.147 - Security > MAC Address Table > Dynamic Forwarding Table

VLAN Name: Enter a VLAN Name by which to browse the forwarding table.
MAC Address: Enter a MAC address by which to browse the forwarding table.
Port: Select the port or all ports by using the corresponding pull-down menu.

Find: Allows the user to move to a sector of the database corresponding to a user defined port, VLAN or
MAC address.

VID: The VLAN ID of the VLAN of which the port is a member.
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MAC Address: The MAC address entered into the address table.
Port: The port to which the MAC address above corresponds.

Type: Describes the method which the Switch discovered the MAC address. The possible entries are
Dynamic, Self, and Static.

View All Entry: Clicking this button will allow the user to view all entries of the address table.

Security > MAC Address Table > Auto Learning Vlan Settings
The Auto Learning Vlan Settings page allows you to enable or disable the auto learning VLAN feature.

Auto Learning Vlan Settings Q Ssfeguard
Auto Learning Vian Settings

IO List (1-4084) ]

State Enable v Apply

Enahle %D List

1-4094

Figure 4.148 - Security > MAC Address Table > Auto Learning Vlan Settings

VLAN List (1-4094): Enter the VID.
State: Specifies to enable or disable the auto learning VLAN state.
Click Apply to make the configurations take effect.

Security > Access Authentication Control > Authentication Policy Settings

This feature will enable an administrator-defined authentication policy for users trying to access the Switch.
When enabled, the device will check the Login Method List and choose a technique for user authentication
upon login.

Authentication Policy Settings Q Ssafeguard
Authentication Palicy Disabled ¥
Response Timeout (0-255) sec
User Attempts (1-255) times
Apply

Enabile Admin

Authentication policy is disabled !

Figure 4.149 — Security > Access Authentication control > Authentication Policy Settings

Authentication Policy: Use the pull-down menu to enable or disable the Authentication Policy on the Switch.

Response Timeout (0 - 255): This field will set the time the Switch will wait for a response of authentication
from the user. The user may set a time between 0 and 255 seconds. The default setting is 30 seconds.

User attempts (1 - 255): This command will configure the maximum number of times the Switch will accept
authentication attempts. Users failing to be authenticated after the set amount of attempts will be denied
access to the Switch and will be locked out of further authentication attempts. Command line interface users
will have to wait 60 seconds before another authentication attempt. Telnet and web users will be
disconnected from the Switch. The user may set the number of attempts from 1 to 255. The default setting is
3.

Click Apply to make the configurations take effect.

Security > Access Authentication Control > Application Authentication Settings

The Application Authentication Settings page allows user to configure switch configuration applications
(Console, Telnet, SSH, HTTP) for login at the user level and at the administration level (Enable Admin)
utilizing a previously configured method list.
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Application Authentication Settings O Safeguard
Login Method List Enable Method List

Console default v default v

Telnet default v default v

G5H default v default v

HTTF default v default v

Apply

Figure 4.150 — Security > Access Authentication control > Application Authentication Settings

Application: Lists the configuration applications on the Switch. The user may configure the Login Method
List and Enable Method List for authentication for Console, Telnet application, SSH and the WEB (HTTP)
application.

Login Method List: Using the pull-down menu, configure an application for normal login on the user level,

utilizing a previously configured method list. The user may use the default Method List or other Method List
configured by the user.

Enable Method List: Using the pull-down menu, configure an application for normal login on the user level,
utilizing a previously configured method list. The user may use the default Method List or other Method List
configured by the user.

Click Apply to implement configuration changes.

Security > Access Authentication Control > Authentication Server Group

A server group is a technique used to group TACACS+ and RADIUS server hosts into user-defined
categories for authentication using method lists. The user may define the type of server group by protocol or
by previously defined server group. The Switch has three built-in Authentication Server Groups that cannot
be removed but can be modified.

To add a user-defined group to the list, click the Add button in the Authentication Server Group page.
Authentication Server Group O Ssfeguard,

Authentication Server Group Table Add Settings

Group Name I:l {Max: 15 characters) Add

Group List (Total Entries:2)

Group Name

tacacs+ Edit Celete

radius Edit Delete

Figure 4.151 — Security > Access Authentication control > Authentication Server Group

Simply enter a group name of no more than 15 alphanumeric characters to define the user group to add.
After clicking Apply, the new user-defined group will be displayed in the Server Group table. Here, it can be
configured as the user desires.

F

The Switch has two built-in Authentication Server Groups that cannot be removed but can be modified. To
modify a particular group, click Edit button, which will then display the following window.
Authentication Server Group O Safeguard

Authentication Server Group Edit

Group Name tacacs+ v
Protocol TACACS+ M
IP address v
Hote: Before add, the server host need to be created first Add Previous pac

Protocol

Figure 4.152 — Security > Access Authentication control > Authentication Server Group-Edit

Select Group Name, Protocol and IP address then click Add to implement the changes.
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\‘ NOTE: The user must configure Authentication
Server Hosts using the Authentication Server
Hosts page before adding hosts to the list.
Authentication Server Hosts must be configured
for their specific protocol on a remote centralized
server before this function can work properly.

\‘ NOTE: The two built in server groups can only
have server hosts running the same TACACS
daemon. The TACACS+ and RADIUS protocols
are separate entities and are not compatible with
each other.

Security > Access Authentication Control > Authentication Server

This Authentication Server page will set user-defined Authentication Server Hosts for the TACACS+ and
RADIUS security protocols on the Switch. When a user attempts to access the Switch with Authentication
Policy enabled, the Switch will send authentication packets to a remote TACACS+ or RADIUS server host on
a remote host. The TACACS+ or RADIUS server host will then verify or deny the request and return the
appropriate message to the Switch. More than one authentication protocol can be run on the same physical
server host but, remember that TACACS+ and RADIUS are separate entities and are not compatible with
each other. The maximum supported nhumber of server hosts is 16.

Authentication Server O safeguard, |
IP Address I:l CIN[=7
L 1 IFvE
Protocol TACACE+ v Port (1-65535)
ey (Max: 254 characters) ] Timeout (1-255) set
Retransmit (1-255) l:lhmes Apply

Host List (Total Entries’ 0

* Addres: Authentication Port Timeout Retransmit

Figure 4.153 — Security > Access Authentication control > Authentication Server

To add an Authentication Server Host:

IP Address: Select IPv4 or IPv6 and enter the IP address.

Protocol: The protocol used by the server host. The user may choose one of the following:
TACACS+ — Enter this parameter if the server host utilizes the TACACS+ protocol.
RADIUS - Enter this parameter if the server host utilizes the RADIUS protocol.

Key: Authentication key to be shared with a configured TACACS+ or RADIUS servers only. Specify an
alphanumeric string up to 254 characters.

Port (1 - 65535): Enter a number between 1 and 65535 to define the virtual port number of the
authentication protocol on a server host. The default port number is 49 for TACACS+ server and 1813 for
RADIUS servers but the user may set a unique port number for higher security.

Timeout (1 - 255): Enter the time in seconds the Switch will wait for the server host to reply to an
authentication request. The default value is 5 seconds.

Retransmit (1 - 255): Enter the value in the retransmit field to change how many times the device will resend
an authentication request when the TACACS server does not respond.

Click Apply to add a new Authentication Server Host.

NOTE: More than one authentication protocol can
be run on the same physical server host.
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Security > Access Authentication Control > Login Method Lists

This feature will configure a user-defined or default Login Method List of authentication techniques for users
logging on to the Switch. Successful login using any of these techniques will give the user a "User" privilege
only. To upgrade his or her status to the administrator level, the user must use the Enable Admin window, in
which the user must enter a previously configured password, set by the administrator.

The Switch contains one Method List that is set and cannot be removed, yet can be modified. To delete a
Login Method List defined by the user, click Delete button. To modify the Login Method List, click Edit button.
Login Method Lists O Safeguard

Method List Mame Max 15 characters)l:l

Priority 1 none v Priarity 2 none M
Priarity 3 nong v Priarity 4 nong b

Apply

Total Entries: 1

Priority 1 Priarity 2

Priority 3 Friority 4
default lacal ——

----- Edit Delete

Figure 4.154 — Security > Access Authentication control > Login Method Lists

To define a Login Method List, set the following parameters and click Apply:
Method List Name: Enter a method list name defined by the user of up to 15 characters.
Priority 1, 2, 3, 4: The user may add one, or a combination of up to four of the following authentication
methods to this method list:
none — Adding this parameter will require an authentication to access the Switch.
local — Adding this parameter will require the user to be authenticated using the local user account
database on the Switch.
tacacs+ — Adding this parameter will require the user to be authenticated using the TACACS+
protocol from a remote TACACS+ server.
radius — Adding this parameter will require the user to be authenticated using the RADIUS protocol from a
remote RADIUS server.

Security > Access Authentication Control > Enable Method Lists

The Enable Method Lists page is used to set up Method Lists to promote users with user level privileges to
Administrator (Admin) level privileges using authentication methods on the Switch. Once a user acquires
normal user level privileges on the Switch, he or she must be authenticated by a method on the Switch to
gain administrator privileges on the Switch, which is defined by the Administrator. A maximum of eight
Enable Method Lists can be implemented on the Switch, one of which is a default Enable Method List. This
default Enable Method List cannot be deleted but can be configured.

To delete an Enable Method List defined by the use, click Delete button to the entry desired to be deleted.
To modify and Enable Method List, click Edit button to make the changes and click Apply.
Enable Method Lists O Safeguard,

Method ListNamme tMax 16 characters| |

Priority 1 none v Priarity 2 nong b
Priarity 3 none v Priority 4 none v

Apply
Total Entries: 1

Method List Mame Priority 1 Friority 2
defaut

Priority 3 Priority 4
—_— == Edit Delete

Figure 4.155 - Security > Access Authentication control > Enable Method Lists

To define an Enable Login Method List, set the following parameter and click Apply:
Method List Name: Enter a method list name defined by the user of up to 15 characters.
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Priority 1, 2, 3, 4: The user may add one, or a combination of up to four of the following authentication
methods to this method list:

none — Adding this parameter will require an authentication to access the Switch.

local — Adding this parameter will require the user to be authenticated using the local user account
database on the Switch.

tacacs+ — Adding this parameter will require the user to be authenticated using the TACACS+
protocol from a remote TACACS+ server.

radius — Adding this parameter will require the user to be authenticated using the RADIUS protocol
from a remote RADIUS server.

Security > Access Authentication Control > Local Enable Password Settings

The Local Enable Password Settings page allows user to configure the locally enabled password. When a
user chooses the "local_enable" method to promote user level privileges to administrator privileges, he or
she will be prompted to enter the password configured here that is locally set on the Switch.

Local Enable Password Settings 6] Sefggiwar_d
0ld Local Enable Password (Max 15 characters) l:l
New Local Enable Password ]
Confirm Local Enable Password I:l

Apply

Figure 4.156 — Security > Access Authentication control > Local Enable Password Settings

To set the Local Enable Password, set the following parameters and click Apply:

Old Local Enable Password: If a password was previously configured for this entry, enter it here in order to
change it to a new password.

New Local Enable Password: Enter the new password that you wish to set on the Switch to authenticate
users attempting to access Administrator Level privileges on the Switch. The user may set a password of up
to 15 characters.

Confirm Local Enable Password: Confirm the new password entered above. Entering a different password
here from the one set in the New Local Enabled field will result in a fail message.

Security > Traffic Segmentation

This feature provides administrators to limit traffic flow from a single port to a group of ports on a single
Switch. This method of segmenting the flow of traffic is similar to using VLANs to limit traffic, but is more
restrictive.

Traffic Segmentation Q _S_efg&uanq

Setup Forwarding ports

Part 1 v Select All Clear Apply
FPortMap 1

Port Map list

ot Port Map
1 1-28

2 1-28

3 1-28
n
5
[

1-28
1-28
1-28

Figure 4.157 — Security > Traffic Segmentation

To configure traffic segmentation specify a port or All ports from the switch, using the Port pull-down menu
and select Port Map then click Apply to enter the settings into the Switch’s Traffic Segmentation table.

Click Select All to select all port maps or click Clear button to uncheck port maps.
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Security > DoS Prevention Settings

The DoS is a malicious attack against a network. This attack is designed to stop a network from functioning
by flooding it with useless traffic. Symptoms of a malicious attack include the inability to access any web site
or a particular web site being unavailable and network performance slowing down.

DoS Prevention Setlings Q_Safeguard

Dos Prevention Trap Log State Enabled ® Disabled Apply

Prevention Settings

Type Land Attack Blat Attack TCP Tiny Frag Attack TCP Mull Scan
TCP ¥mascan TCP SYMFIN TCP 5YMN SrcPaortless 1024 Ping Death Attack
All

State Enabled ¥ Action | Drop ¥ I Apply

DoS Attack Prevention List
DoS Type

Action

Land Attack Disahled Draop
Blat Attack Disahled Drop
Tep Mull Scan Disahled Crap
Tep Xmascan Disahled Drap
Tep Synfin Disabled Drop
Tcp Syn Sreport less 1024 Enahled Crap
Ping Death Attack Disahled Draop
Tep Tiny Fragment Disabled Drop

Figure 4.158 — Security > DoS Prevention Settings

Prevention Settings:

Type: Select the attack types to be prevented. The types are Land Attack, TCP Tine Frag Attack, TCP Null
Scan, TCP Xmascan, TCP SYNFIN, TCP SYN SrcPortless 1024, Ping Death Attack or All.

Action: Set action to Drop or Mirror the selected types of attacks. When Mirror was selected, also specifies
the mirror port.

Mirror Port: Specifies the mirror port to be active.

Priority (0-7): Specifies the priority. The priority range is between 0 and 7.

Rx Rate (64-1024000): Specifies the RX rate. The range is between 64 and 1024000.
State: Specify the state to be enabled or disabled.

Click Apply to make the configurations take effect.

Security > DHCP Server Screening > DHCP Server Screening Port Settings

DHCP Server Screening function allows user to restrict the illegal DHCP server by discarding the DHCP
service from distrusted ports. This page allows you to configure the DHCP Server Screening state for each
port and designed trusted DHCP server IP address.

- DHCP Server Screening Port Settings O Ssfeguard
llegal Server Log Suppress Duration 1min * 5min 30rmin | Anply
From Paort To Port State
1 v 28 A Disabled A I Anply
Fart Sate |
1 Disahled
2 Disahled
3 Disahled
4 Disahled
5 Disahled
[4] Disahled
7 Disahled

Figure 4.159- Security > DHCP Server Screening > DHCP Server Screening Port Settings

lllegal Server Log Suppress Duration: Specifies the illegal server log suppress duration for DHCP server
screening port.

From Port/ To Port: Specifies a range of ports to be DHCP server screening port.
State: Specifies the DHCP server screening port to be enabled or disabled.

Click Apply to make the configurations take effect.
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Security > DHCP Server Screening > DHCP Server Screening Vlan Settings

The DHCP Server Screening VLAN Settings page allows the user to view and configure the VLAN state for
the DHCP Server Screening.

DHCP Server Screening Vlan Setlings o %uard
DHCP Server Screening Vlan Settings
VID List (1-4094) ]

State Enable v Apply

Enable ¥ID List

Figure 4.160- Security > DHCP Server Screening > DHCP Server Screening VLAN Settings

VID List (1-4094): Specifies the VLAN ID to be configured.
State: Specifies to enable or disable the DHCP Server Screening for the specified VLAN.

Click Apply to make the configurations take effect.

Security > DHCP Server Screening > Filter DHCP Server
This Filter DHCP Server page allows you to designed trusted DHCP Server IP address and Client MAC

Address.
Filter DHCP Server o E.afegusvd

DHCP Server Client

IP Address MAC Address Ports /Vian
| O — LT
[ ] Vanlist Add
Total Entries: 0 —
DHCP Server Client
IP Address MAC Address Ports /Vian

Figure 4.161 — Security > DHCP Server Screening > Filter DHCP Server

To add the DHCP Trusted DHCP Server, set the following fields and click Add. Or click Delete All to remove
all DHCP Server IP Address.

DHCP Server IP Address: Specifies the IP address of the DHCP server to be trusted.

Client MAC Address: Specify the MAC address of the client which allowed the requested IP address from
the DHCP Address server.

Ports/VLAN: Enter the list of ports to use the given filter DHCP server entry. Tick the All Ports check box to
select all ports. Or click the VLAN List and enter the VLAN.

Security > DHCP Server Screening > Filter DHCPv6 Server
This Filter DHCPvV6 Server page allows you to designed trusted DHCPv6 Server IP address.
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Filter DHCPvE Server (6]
Log State * Enabled Disabled
Apply

Filter DHCPvE Server State

FPorts (e.g..1-3, 5) State
| | L) Al Ports Disabled ¥ Apply
DHCPwE Server Screen

DHCPv6 Server Permit List

Server IP Address Ports (e.g.: 1-3, 5)

| | All Ports | Add | Delete |
Total Entries: 0 Delete All
DHCPvE Server
IP Address Poris

Figure 4.162 — Security > DHCP Server Screening > Filter DHCPV6 Server

Log State: Specify to enable or disable the log state for filter DHCPv6 server.
Click Apply to makes effects.

Filter DHCPv6 Server State:

Ports: Specify the ports, or select All Ports.

State: Specify to enable or disable the filter DHCPV6 server state for the specified ports.
Click Apply to makes effects.

DHCPv6 Server Permit List:
Server IP Address: Specify the IP address for the DHCPv6 server.
Ports: Specify the ports, or select All Ports.

Click the Add button to add a DHCPv6 server permit list or click the Delete button to remove a DHCPv6
server permit list.

Click the Delete All button to remove all DHCPvV6 server permit list.

Security > DHCP Server Screening > Filter ICMPv6
This Filter ICMPv6 page allows you to designed trusted ICMPv6 Server IP address.
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Filter ICMPv6 QO Safegu
Log State ® Enabled Disabled

Apply
Filter ICMPvE RA_AII_Node State
Ports (e.0.: 1-3, 5) State
[ | ) & Ports Dizabled ¥ Apply

FILTER ICMPvE RA_AIl_Mode Enabled

ICMPvG RA_AI_Node Permit

Source [P Address

Ports (e.g.: 1-3, 5)

Total Entries: 0

ource IP Address

Figure 4.163 — Security > DHCP Server Screening > Filter ICMPv6

Log State: Specify to enable or disable the log state for filter ICMPV6 server.

Click Apply to makes effects.

Filter ICMPv6 RA_All_Node State:
Ports: Specify the ports, or select All Ports.

AllPorts |

Add

Delete

Ports

| Delete All

State: Specify to enable or disable the filter ICMPv6 RA_All_Node state for the specified ports.

Click Apply to makes effects.

ICMPv6 RA_All_Node Permit:

Server IP Address: Specify the IP address for the ICMPv6 RA_All_Node Permit.
Ports: Specify the ports, or select All Ports.

Click the Add button to add an ICMPv6 RA_All_Node permit list or click the Delete button to remove a

ICMPVv6 RA_AII_Node permit list.

Click the Delete All button to remove all ICMPv6 RA_All_Node permit list.

Security > SSH Settings > SSH Settings

SSH is an abbreviation of Secure Shell, which is a program allowing secure remote login and secure network
services over an insecure network. It allows a secure login to remote host computers, a safe method of
executing commands on a remote end node, and will provide secure encrypted and authenticated
communication between two non-trusted hosts. SSH, with its array of unmatched security features is an
essential tool in today’s networking environment. It is a powerful guardian against numerous existing security
hazards that now threaten network communications.

SEH Settings
.

O Seiemerdy

SEH State

S5H Global Settings
Max. Session (1-4)

Connection Timeout (120-600)
Authiail Atteripts (2-200)

Rekey Timeout

Enabled  '® Disabled

2|times

BOrmin v

Figure 4.164 — Security > SSH Settings > SSH Settings
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To configure the SSH server on the Switch, modify the following parameters and click Apply:
SSH State: Enabled or Disabled SSH on the Switch. The default is Disabled.

Max Session (1 - 4): Enter a value between 1 and 4 to set the number of users that may simultaneously
access the Switch. The default setting is 1.

Connection Timeout (120 - 600): Allows the user to set the connection timeout. The use may set a time
between 120 and 600 seconds. The default setting is 120 seconds.

Authfail Attempts (2 - 20): Allows the Administrator to set the maximum number of attempts that a user
may try to log on to the SSH Server utilizing the SSH authentication. After the maximum number of attempts
has been exceeded, the Switch will be disconnected and the user must reconnect to the Switch to attempt
another login. The number of maximum attempts may be set between 2 and 20. The default setting is 2.

Rekey Timeout: Using the pull-down menu uses this field to set the time period that the Switch will change
the security shell encryptions. The available options are Never, 10 min, 30 min, and 60 min. The default
setting is 60 min.

Security > SSH Settings > SSH Authmode and Algorithm Settings

The SSH Authentication and Algorithm Settings page allows user to configure the desired types of SSH
algorithms used for authentication encryption.

SSH Authmode and Algorithm Seitings O Safeguard J
S5H Authentication Mode Settings
Password Public Key Host Based
Encryption Algorithm
3DES-CBC
Data Integrity Algorithm
¥ HMAC-MDA ¥ HMAC-SHA
Public Key Algorithm
HMAC-REA Apply

Figure 4.165 — Security > SSH Settings > SSH Authmode and Algorithm Settings

SSH Authentication Mode Settings:
Password: Allows user to use a locally configured password for authentication on the Switch.

Public Key: This parameter may be enabled if the administrator wishes to use a public key configuration set
on a SSH server, for authentication on the Switch.

Host Based: This parameter may be enabled if the administrator wishes to use a host computer for
authentication. This parameter is intended for Linux users requiring SSH authentication techniques and the
host computer is running the Linux operating system with a SSH program previously installed.

Encryption Algorithm:

3DES-CBC: Use the check box to enable or disable the Triple Data Encryption Standard encryption
algorithm with Cipher Block Chaining. The default is enabled.

Data Integrity Algorithm:

HMAC-MD5: Use the check box to enable the supports of hash for message Authentication Code (HMAC)
MD5 Message Digest (MD5) mechanism.

HMAC-SHAL: Use the check box to enable the supports of hash for message Authentication Code (HMAC)
Secure Hash Algorithm (SHA) mechanism.

Public Key Algorithm:

HMAC-RSA: Use the check box to enable the supports of Hash for Message Authentication Code (HMAC)
mechanism utilizing the RSA encryption algorithm.

Click Apply to make the configurations take effect.
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Security > SSH Settings > SSH User Authentication Lists

The SSH User Authentication Lists page is used to configure parameters for users attempting to access the
Switch through SSH.

S8H User Authentication Lists O Safeguard ]

Total Entries . 0

Auath. Mode Host Name Host IP

Mote: Maximum 8 entries and Host Mame should be less than 32 characters

Figure 4.166 — Security > SSH Settings > SSH User Authentication Lists

The user may view the following parameters:

User Name: A name of no more than 15 characters to identify the SSH user. This User Name must be a
previously configured user account on the Switch.

Auth. Mode: The administrator may choose one of the following to set the authorization for users attempting
to access the Switch.

Host Based — This parameter should be chosen if the administrator wishes to use a remote SSH
server for authentication purposes.

Password — This parameter should be chosen if the administrator wishes to use an administrator-
defined password for authentication. Upon entry of this parameter, the Switch will prompt the
administrator for a password, and then to re-type the password for confirmation.

Public Key — This parameter should be chosen if the administrator wishes to use the public key on
an SSH server for authentication.

Host Name: Enter an alphanumeric string of no more than 32 characters to identify the remote SSH user.
This parameter is only used in conjunction with the Host Based choice in the Auth. Mode field.

Host IP: Enter the corresponding IP address of the SSH user. This parameter is only used in conjunction
with the Host Based choice in the Auth. Mode field.

MAC-based Access Control (MAC)

MAC-based Access Control is a method to authenticate and authorize access using either a port or host. For
port-based MAC, the method decides port access rights, while for host-based MAC, the method determines
the MAC access rights.

A MAC user must be authenticated before being granted access to a network. Both local authentication and
remote RADIUS server authentication methods are supported. In M AC-based Access Control, M AC user
information in a local database or a RADIUS server data base is searched for authentication. Following the
authentication result, users achieve different levels of Authorization.

Notes about MAC-based Access Control
There are certain limitations and regulations regarding MAC-based Access Control:

1. Once this feature is enabled for a port, the Switch will clear the FDB of that port.

2. If a port is granted clearance for a MAC address in a VLAN that is not a Guest VLAN, other MAC
addresses on that port must be authenticated for access and otherwise will be blocked by the Switch.

3. A port accepts a maximum of two hundred authenticated MAC addresses per physical port of a VLAN that
is not a Guest VLAN. Other MAC addresses attempting authentication on a port with the maximum number
of authenticated MAC addresses will be blocked.

4. Ports that have been enabled for Link Aggregation, Port Security, or GVRP authentication cannot be
enabled for MAC-based Authentication.

Security > MAC-based Access Control (MAC) > MAC-based Access Control Settings

The MAC-based Access Control Settings page is used to configure the MAC Settings for the MA C-based
Access Control function on the Switch. The user can set the running state, method of authentication, RA
DIUS password, view the Guest VLAN configuration to be associated with the MAC-based Access Control
function of the Switch, and configure ports to be enabled or disabled for the MAC-based Access Control
feature of the Switch. Please rem ember, ports enabled for certain other features, listed previously, cannot
be enabled for MAC-based Access Control.
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. MAC-based Access Control Settings O Ssfeguard
MAC-based Access Control Global Settings
MAC-hased Access Contral State Enabled '* Disabled Apply
Method RADIUS v Passwaord default
Trap State Disabled v Log State Dizabled v
May User (1-1000) 128 | Apply
Port Settings
From Fort To Port State Aging Time (1-1440) Block Time (0-300)
01 M 01 A Dizahled v 1440 [ min -~ Infinite oo sec

Apply

Port State Aging Time {min) Block Time {sech

Figure 4.167 — Security > MAC-based Access Control (MAC) > MAC-based Access Control Settings

MAC-based Access Control Global Settings:

MAC-based Access Control State: Enable or disable the MAC-based Access Control function on the
Switch. Click Apply button to take effect.

Configuring the MAC Authentication Method:
Method: Specify the type of authentication to be used.

Local — Use this method to utilize the locally set MAC address database as the authenticator for
MAC-based Access Control.

RADIUS - Use this method to utilize a remote RADIUS server as the authenticator for MAC-based
Access Control.

Password: Enter the password for the RADIUS server, which is to be used for packets being sent
requesting authentication. The default password is "default”.

Trap State: Enable or disable the MAC-based Access Control trap state. The default is disabled.
Log State: Enable or disable the MAC-based Access Control log state. The default is disabled.
Max User (1-1000): Specify the max users. The value is between 1~1000, and the default is 128.
Click the Apply button to implement the configuration changes.

Port Settings:

From Port / To Port: The ports of range to be configured for MAC-based Access Control.

State: Enable or disable MAC-based Access Control on the port or range of ports.

Aging Time (1-1440): Specify the aging time. The default is 1440.

Block Time (0-300): Specify the block time. The default is 300 and the value is between 1 to 300 seconds.
Click the Apply button to implement the configuration changes.

Security > MAC-based Access Control (MAC) > MAC-based Access Control Local Settings

Users can set a list of M AC addresses, along with their corresponding target VLAN, which will be
authenticated for the Switch. Once a queried MAC address is matched in this window, it will be placed in the
VLAN associated with it he re. The Switch administrator may enter up to 128 MAC addresses to be
authenticated using the local method configured here.
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W

MAC Address WID (1-4094)
| Add || Findby MAC || Find by VLAN | View all |
Total Entries: 0

VID (1-4084) WLAM Marme

Figure 4.168 — Security > MAC-based Access Control (MAC) > MAC-based Access Control Local Settings

To add a MAC address to the local authentication list, enter the MAC address and the target VLAN ID into
their appropriate fields and click Add. To search for a specific MAC Address, enter the MAC address in the
first field and then click the Find By MAC button. To search for a specific VLAN Name, enter the VID in the
second field and then click the Find By VLAN button.

Security > MAC-based Access Control (MAC) > MAC-based Access Control Authentication State

The MAC-based Access Control Authentication State page allows user to configure the authentication state
of ports.

Polist Ex024m | | Find || clearbyPort |

| wiew &llHosts || Clear All Hosts |

Total Authenticating Hosts: 0
Total Authenticated Hosts: 0
Total Blocked Hosts: 0

VID  [Aging Time f Block Time ]

Fart MAC Address Original RXVID | State

Figure 4.169 — Security > MAC-based Access Control (MAC) > MAC-based Access Control Authentication State

Monitoring > Statistics
The Statistics screen displays the status of each port packet count.
Statistics O Safeguard

| Refreshall || Clear All Counte

Paort TxOK Ry TxErrar RxErrar
1 i i i i
2 i i i i
3 i i i i
4 i i i i
5 i i i i
8 i i i i
I i i i i
8 i i i i
9 i i i i
10 i i i i
11 69434 43107 i i
12 i i i i
13 i i i i

Figure 4.170 — Monitoring > Statistics

Refresh All: Renews the details collected and displayed.
Clear All: To reset the details displayed.

TxOK: Number of packets transmitted successfully.
RxOK: Number of packets received successfully.
TxError: Number of transmitted packets resulting in error.
RxError: Number of received packets resulting in error.

To view the statistics of individual ports, click one of the linked port numbers for details.
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iPreviDus Pag | Refresh | iCIearCDuntE|

OutQctets 53787423 InQctets 4327100
QutlcastPkis 70485 InUcastPkis 43966
OuthUcastPkts a7 InkUcastPkts 1562
OutErrors 0 InDiscards 0
LateCollisiohs ] InEtrors i}
ExcessiveCollisions ] FCSErars 0
InternalMac TransmitErrars 0 FrarneTooLongs 0

InternalacReceiveErrors 0

Figure 4.171 — Monitoring > Port Statistics

Previous Page: Go back to the Statistics main page.
Refresh: To renew the details collected and displayed.
Clear Counter: To reset the details displayed.

Monitoring > Session Table

The Session Table allows the user to view detailed information on the current configuration session of the

Switch. Information such as the Session ID of the user, initial Login Time, Live Time, configuration

connection From the Switch, Level and Name of the user are displayed. Click Reload to refresh this window.
w

Reload

Total Entries : 0

Login Time Live Time From Hame

Figure 4.172 — Monitoring > Session Table

Monitoring > CPU Utilization

The CPU Utilization displays the percentage of the CPU being used, expressed as an integer percentage
and calculated as a simple average by time interval. The window will automatically refresh with new updated
statistics.

CPU Utilization 8] Ssfeguard

100%

90% | (Il Five Second: 7% Il One Min:12% [l Five Mins:11%

80%
T0%
60%
50%
40%
30%
20%

10%

0%

16:18:20 16:18:40 16:19:00 16:19:20 16:19:40

Clear

Figure 4.173 — Monitoring > CPU Utilization

Clear: Clicking this button clears all statistics counters on this window.
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Monitoring > Memory Utilization

The Memory Utilization displays the percentage of the memory being used, expressed as an integer
percentage and calculated as a simple average by time interval. Click Apply to implement the configured
settings. The window will automatically refresh with new updated statistics.

Memory Utilization (&)

100%

90% | Five Second:26% [l One Min:25% Il Five Mins:25%
90%

80%
T0%
60%
50%
40%
30%
20%
10%

0%

16:26:20 16:26:40 16:27.00 16:27:20 16:27:40
Clear

Figure 4.174 — Monitoring > Memory Utilization

The information is described as follows:

Time Interval: Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Show/Hide: Check whether to display Five Secs, One Min, and/or Five Mins.
Clear: Clicking this button clears all statistics counters on this window.

Monitoring > Port Utilization
The Port Utilization page displays the percentage of the total available bandwidth being used on the port.

Port Utilization (6] Ssfeguard

Port o v

Clear

100%
90% Bl Porti Utilization:1%
80%
70%
60%
50%
40%
30%
20%
10%

0%
16:27:40 16:28:00 16:28:20 16:28:40 16:29:00

Figure 4.175 — Monitoring > Port Utilization
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The user may use the real-time graphic of the Switch at the top of the web page to view utilization statistics
per port by clicking on a port. Click Apply to make the configurations take effect. The following field can be
set:

Time Interval: Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Show/Hide: Check whether to display Utilization.
Clear: Clicking this button clears all statistics counters on this window.

Monitoring > Packet Size

The Web Manager allows packets received by the Switch, arranged in six groups and classed by size, to be
viewed as either a line graph or a table. Two windows are offered. To select a port to view these statistics for,
select the port by using the Port pull-down menu. The user may also use the real-time graphic of the Switch
at the top of the web page by simply clicking on a port.

packet Size Table Py—

Part| 01 v | View Table

100 1 |
Il 0-64:3 M| 65-127:1 128-2550 (M 256-511:0 (MM 512-1023:1 Il 1024-1518:0

g0
30
70
60
50
40
30
20

: L

o
16:26:40 16:29:00 16:29:20 16:29:40 16:30:00

Figure 4.176 — Monitoring > Packet Size

To view the Packet Size Analysis Table, click the link View Table, which will show the following table:

Packet Size Tabi it

View LineChart

64 Frame/Sec

Figure 4.177 — Monitoring > Packet Size Table

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.
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64: The total number of packets (including bad packets) received that were 64 octets in length (excluding
framing bits but including FCS octets).

65-127: The total number of packets (including bad packets) received that were between 65 and 127 octets
in length inclusive (excluding framing bits but including FCS octets).

128-255: The total number of packets (including bad packets) received that were between 128 and 255
octets in length inclusive (excluding framing bits but including FCS octets).

256-511: The total number of packets (including bad packets) received that were between 256 and 511
octets in length inclusive (excluding framing bits but including FCS octets).

512-1023: The total number of packets (including bad packets) received that were between 512 and 1023
octets in length inclusive (excluding framing bits but including FCS octets).

1024-1518: The total number of packets (including bad packets) received that were between 1024 and 1518
octets in length inclusive (excluding framing bits but including FCS octets).

Show/Hide: Check whether or not to display 64, 65-127, 128-255, 256-511, 512-1023, and 1024-1518
packets received.

Clear: Clicking this button clears all statistics counters on this window.
View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.

Monitoring > Packets > Transmitted (TX)

The Transmitted (TX) page displays the following graph of packets transmitted from the Switch. To select a
port to view these statistics for, use the Port pull-down menu. The user may also use the real-time graphic of
the Switch at the top of the web page by simply clicking on a port.

Transmitted (TX) _ O _Safeguarnd,

Port 01 ¥ | View Table Clear

449980
TX Byte:0 I TX Packet0
404982
350084
314986
2600988

224990

16:31:00 16:31:20 16:31:40 16:32:00 16:32:20

o

Figure 4.178 - Monitoring > Packets > Transmitted (TX) (line graph for Bytes and Packets)

To view the Transmitted (TX) Table, click the link View Table, which will show the following table:
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Packet Analysis Table o

View LineChart

Bytes 19203589 7837
Packets 200495 B84
Bytes 10442 81
Packets 5408 0
Packets 955 3

Bytes 27747797 116464
Packets 33583 143

Figure 4.179 - Monitoring > Packet s > Transmitted (TX) (table for Bytes and Packets)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Bytes: Counts the number of bytes successfully sent from the port.

Packets: Counts the number of packets successfully sent on the port.

Unicast: Counts the total number of good packets that were transmitted by a unicast address.
Multicast: Counts the total number of good packets that were transmitted by a multicast address.
Broadcast: Counts the total number of good packets that were transmitted by a broadcast address.
Show/Hide: Check whether or not to display Bytes and Packets.

Clear: Clicking this button clears all statistics counters on this window.

View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.

Monitoring > Packets > Received (RX)

The Received (RX) page displays the following graph of packets received on the Switch. To select a port to
view these statistics for, use the Port pull-down menu. The user may also use the real-time graphic of the
Switch at the top of the web page by simply clicking on a port.

Recsived (RX) O Ssfeguaid

Port| O1 T | View Table Clear

14660

Il RX Byte:14643 Il RX Packet167
13194

11728
10262
8796
7330
5864
4308 |
2932 l
1466 |

16:32:40 16:33:00 16:33:20 16:33:40 16:34:00

Figure 4.180 - Monitoring > Packets > Received (RX) (line graph for Bytes and Packets)
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To view the Received Packets Table, click the link View Table, which will show the following table:

Packet Analxsis Table o ﬁ@ﬁﬁ

View LineChart

Bytes 2445927 33032
Packets 26304 391
Bytes 24746 391
Packets 508 0
Packets 950 0

Bytes 34850825 615653
Packets 42458 706

Figure 4.181 - Monitoring > Packet s > Received (RX) (table for Bytes and Packets)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Bytes: Counts the number of bytes received on the port.

Packets: Counts the number of packets received on the port.

Unicast: Counts the total number of good packets that were received by a unicast address.
Multicast: Counts the total number of good packets that were received by a multicast address.
Broadcast: Counts the total number of good packets that were received by a broadcast address.
Show/Hide: Check whether or not to display Bytes and Packets.

Clear: Clicking this button clears all statistics counters on this window.

View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.

Monitoring > Packets > UMB Cast (RX)

The UMB Cast (RX) page displays the following graph of UMB cast packets received on the Switch. To
select a port to view these statistics for, use the Port pull-down menu. The user may also use the real-time
graphic of the Switch at the top of the web page by simply clicking on a port.

UMB Cast 'R}(I (¢ ] Ssfeguand

Port 01 ¥ | View Table Clear

100

I Unicast:5 Il Multicast0 [l Broadcast0
a0

20
70
60
50
40
30
20

&Y

16:34:20 16:34:40 16:35:00 16:35:20 16:35:40

Figure 4.182 - Monitoring > Packets > UMB Cast (RX) (line graph for Unicast, Multicast and Broadcast Packets)
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To view the UMB Cast Table, click the View Table link, which will show the following table:

ﬁac#e; Analxsis Tﬁﬁ o Safeguard

“iew LineChart

Bytes 2066821 2882
Fackets 31419 15
Bytes 29861 15
Fackets 508 i}
Fackets aa0 0
Bytes 41491737 1315
Packets 50035 15

Figure 4.183 - Monitoring > Packets > UMB Cast (RX) (table for Unicast, Multicast and Broadcast Packets)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Unicast: Counts the total number of good packets that were received by a unicast address.
Multicast: Counts the total number of good packets that were received by a multicast address.
Broadcast: Counts the total number of good packets that were received by a broadcast address.
Show/Hide: Check whether or not to display Multicast, Broadcast and Unicast packets.

Clear: Clicking this button clears all statistics counters on this window.

View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.

Monitoring > Errors > Received (RX)

This page displays the following graph of error packets received on the Switch. To select a port to view these
statistics for, select the port by using the Port pull-down menu. The user may also use the real-time graphic
of the Switch at the top of the web page by simply clicking on a port.

Received iR)(I 8] Safeguard

Port| 1 v | View Table Clear
.DD 1
Il CRCErmors:0 UnderSizes:0 OverSizes:0 |IM| Fragment:0 Il Jabber:0 Il Drop5

a0
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0 im
16:37:00 16:37:20 16:37:40 16:38:00 16:38:20

Figure 4.184 - Monitoring > Errors > Received (RX) (line graph)
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To view the Received Error Packets Table, click the link View Table, which will show the following table:
RX Error Packet Analysis Table Q Safeguard

View LineChart

T Packols

CRCError 0
UnderSize
OverSize

Fragment
Jabber

0
0
0
Drop 4

D045

Figure 4.185 - Monitoring > Errors > Received (RX) (table)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

CRC Error: Counts otherwise valid packets that did not end on a byte (octet) boundary.

UnderSize: The number of packets detected that are less that the minimum permitted packets size of 64
bytes and have a good CRC. Undersize packets usually indicate collision fragments, a normal network
occurrence.

OverSize: Counts packets received that were longer that 1518 octets, or if a VLAN frame is 1522 octets, and
less that the MAX_PKT_LEN. Internally, MAX_PKT_LEN is equal to 1522.

Fragment: The number of packets less than 64 bytes with either bad framing or an invalid CRC. These are
normally the result of collisions.

Jabber: The number of packets with lengths more than the MAX_PKT_LEN bytes. Internally,
MAX_PKT_LEN is equal to 1522,

Drop: The number of packets that are dropped by this port since the last Switch reboot.

Show/Hide: Check whether or not to display CRC Error, Under Size, Over Size, Fragment, Jabber, and
Drop errors.

Clear: Clicking this button clears all statistics counters on this window.
View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.

Monitoring > Errors > Transmitted (TX)

This page displays the following graph of error packets transmitted on the Switch. To select a port to view
these statistics for, select the port by using the Port pull-down menu. The user may also use the real-time
graphic of the Switch at the top of the web page by simply clicking on a port.
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Transmitted (TX QO Safeguard
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Figure 4.186 - Monitoring > Errors > Transmitted (TX) (line graph)

To view the Transmitted Error Packets Table, click the link View Table, which will show the following table:

TX Error Packet Analxsis Table Q aafegusrd

View LineChart

Tx Packels
ExDefer ]

CRCError
LateColl
ExCall
SingColl
Collision

Ccoooo

Figure 4.187 - Monitoring > Errors > Transmitted (TX) (table)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

ExDefet: Counts the number of packets for which the first transmission attempt on a particular interface was
delayed because the medium was busy.

CRC Error: Counts otherwise valid packets that did not end on a byte (octet) boundary.

LateColl: Counts the number of times that a collision is detected later than 512 bit-times into the
transmission of a packet.

ExColl: Excessive Collisions. The number of packets for which transmission failed due to excessive
collisions.

SingColl: Single Collision Frames. The number of successfully transmitted packets for which transmission is
inhibited by more than one collision.

Coll: An estimate of the total number of collisions on this network segment.

Show/Hide: Check whether or not to display ExDefer, LateColl, ExColl, SingColl, and Coll errors.
Clear: Clicking this button clears all statistics counters on this window.

View Table: Clicking this button instructs the Switch to display a table rather than a line graph.
View Line Chart: Clicking this button instructs the Switch to display a line graph rather than a table.
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Monitoring > Cable Diagnostics

The Cable Diagnostics is designed primarily for administrators and customer service representatives to
examine of the copper cable quality. It rapidly determines the type of cable errors occurred in the cable.

Select a port and then click the Test Now button to start the diagnosis.

Cable Diagnostics O Ssfeguard
Port mn Test Now
Port Type Test Result Cable Length(M)

The cable diagnostics feature is designed primarily for administrators or customer service representatives to verify and test
copper cables; it can rapidly determine the quality of the cables and the types of error.

Note:

1. Ifcable length is displayed as "N/A" it means the cable length is "Not Available™.
This is due to the port being unable to obtain cable lengthieither because its link speed is 10M or 100M, or the cables
used are broken andfor bad in quality.

2. The deviation of "Cable Fault Distance™ is +~10 meters, therefore No cable may be displayed under Test Result, when the
cable used is less than 2 min length.

3. It also measures cable fault and identifies the faultin length according to the distance from this switch.

4. Before enabling Cable Diagnostics function, please be sure to disable Power Saving via the Power Saving configuration
of Web GUI.

Figure 4.188 - Monitoring > Cable Diagnostics

Test Result: The description of the cable diagnostic results.

« OK means the cable is good for the connection.

« Short in Cable means the wires of the RJ45 cable may be in contact somewhere.

« Open in Cable means the wires of RJ45 cable may be broken or the other end of the cable is simply
disconnected.

- Test Failed means some other errors occurred during cable diagnostics. Please select the same port and
test again.

Cable Fault Distance (meters): Indicates the distance of the cable fault from the Switch port, if the cable is
less than 2 meters, it will show “No Cable”, whether the fiber is connected to the port or not.

Cable Length (meter): If the test result shows OK, then cable length will be indicated for the total length of
the cable. The cable lengths are categorized into four types: <50 meters, 50~80 meters, 80~100 meters and
>100 meters. Deviation is +/-2 meters, therefore "No Cable" may be displayed under "Test Result," when the
cable used is less than 2 m in length. This test can only be performed when the port is up and operating at 1
Gbps.

NOTE: Cable length detection is effective on Gigabit
ports only.

The definition of cable pair is listed below:
Pairl: PIN4, PIN5
Pair2: PIN1, PIN2
Pair3: PIN3, PIN6
Pair4: PIN7, PIN8

Monitoring > System Log

The System Log page provides information about system logs, including information when the device was
booted, how the ports are operating, when users logged in, when sessions timed out, as well as other
system information.
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Switch History Log O Safeguand

Refresh Clear

{ Maximum Entries ; 500 )

Tirme Log Description Severity
4 Jan 1 04.01:11 Suceessiul login through Web (1P: 10.90.90.89 ) infa

3 Jan101:41:20 Port 11 link up, 1Ghps FULL duplex info
2 Jan101:40:37 part 11 link down info
1 Jan 1 00:00:28 System started up critical

Figure 4.189 - Monitoring > System Log

ID: Displays an incremented counter of the System Log entry. The Maximum entries are 500.
Time: Displays the time in days, hours, and minutes the log was entered.

Log Description: Displays the description of event recorded.

Severity: Displays a severity level of the event recorded.

Click Refresh to renew the page, and click Clear to clean out all log entries.

Monitoring > Browse ARP Table

The Browse ARP Table page provides information regarding ARP VLANS, including which IP address was
mapped to what MAC address. To clear the ARP Table, click Clear All.

Browse ARP Table (6] Safeguand

Interface Mame System IF Address Find

Clear all

Interface Name IP Address MAC Address

Figure 4.190 - Monitoring > Browse ARP Table

Click Find, The table updates and displays the values required.
Interface Name: Defines the name of ARP mappings.
IP Address: Defines the station IP address, which is associated with the MAC address.
MAC Address: Displays the MAC address associated with the IP address.
Type: Indicates how the MAC was assigned. The possible values are:
Dynamic — Indicates that the MAC address is dynamically created.
Static — Indicates the MAC address is a static IP address.
Port: Defines the ARP mapping ports.

Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log
The Browse Ethernet OAM Event Log page displays the ports Ethernet OAM event log information.

Browse Ethernet OAM Event Log o Safeguand l
Port o1 v Find
Port List (2.0.:1,4-6) All Ports Clear |

Local Event Statistics

Error Symbol Event 0
Error Frame Event 0
Error Frame Period Event 0
Errored Frame Seconds Event 0
Dying Gasp 0
Critical Event 0
Remote Event Statistics
Ertor Syrmbaol Event 0
Ertor Frame Event 0
Ettor Frame Period Event 0
Ertored Frame Seconds Event 0
Dying Gasp 0
Critical Event 0
Ethernet OAM Event Log Table

Index Location Time Stamp

Figure 4.191 - Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log
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Port: Select the port to be viewed.
Port List: Enter a list of ports. Tick the All Ports check box to select all ports.

Click Find to locate a specific entry based on the information entered.
Click Clear to clear all the information entered in the fields.

Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics
The Browse Ethernet OAM Statistics page displays the ports Ethernet OAM statistics information.

Browse Ethernet OAM Stalistics o Safeguand
Part List (e.0.:1 ,4-8) Al Ports Clear
Ethernet OAM Statistics

Port 1

Information QAMPDU Ty 0 Information OAMPDU Ry 0

Unigue Event Motification QAMPDLU Tx 0 Unigue Event Motification OAMPDU Rx 0

Duplicate Event Motification OAMPDLU Ty 0 Duplicate Event Motification CAMPDLU Rx 0

Loopback Control OAMPDU Ty 0 Loophack Contral CAMPDU Rx 0

Yatiable Request OAMPDLU Tx 0 Variahle Recquest OAMPDU Rix 0

Wariable Response OAMPDU Tx 0 Variahle Response OAMPDU Rx 0

Organization Specific OAMPDUs Tt 0 Organization Specific OAMPDUS R 0

Ungupported DAMPDU Tx 0 Unsupported OAMPDU Ry 0

Frarnes Lost Due To QAM 0

Port 2

Information QAMPDU Tx 0 Information OAMPDU Rx 0

Unigue Event Motification OAMPDLU Tx 0 Unigue Event Motification OAMPDU Rx 0

Duplicate Event Maotification OAMPDU Tx o Duplicate Event Motification DAMPDU Rx o -
Loopback Contral OAMPDU Tx o Loophack Control DAMPDU Rx 0

Figure 4.192 - Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics
Port List: Enter a list of ports. Tick the All Ports check box to select all ports.
Click Clear to clear all the information entered in the fields.

Monitoring > IGMP Snooping > IGMP Snooping Group

The IGMP Snooping Group page is used to display the current IGMP snooping static group information on
the Switch.

IGMP Snooeing GrouE (&) Safeguard
* WLAN Name VD
Group [P Address | Find Vlan | Clear Data Driven |

| Miew All || View All Data Driven || Clear All Data Driven |

IGMP Snooping Group Table Total Entries : 0

Group Member Port Router Port Reports Up Time . Filter Mode

Figure 4.193 - Monitoring > IGMP Snooping > IGMP Snooping Group

VLAN Name: Specify the name of the VLAN for which to be displayed the IGMP Snooping Group
information.

VID: Specify the list of the VLAN IDs for which to be displayed the IGMP Snooping Group information.

Group IP Address: Specify the static group address for which to be displayed the IGMP Snooping static
group information.

Click Find VLAN to display the IGMP group information or click Clear Data Driven to clear the IGMP group
information.

Monitoring > IGMP Snooping > IGMP Snooping Host
The IGMP Snooping Host page allows user to display the information of IGMP Snooping Host.
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IGMP Snooping Host 6] %uard

® VAN Narne

WVID(1-4084)
Part

Group Find

IGMP Snooping Host Table Total Entries: 0

IGMP Host

Figure 4.194 - Monitoring > IGMP Snooping > IGMP Snooping Host

VLAN Name: Specify the name of the VLAN for which to be displayed the IGMP Snooping Host information.
VID (1-4094): Specify the list of the VLAN IDs for which to be displayed the IGMP Snooping Host information.
Port: Specify the ports of IGMP Snooping Host information to be displayed.

Group: Specify the group of IGMP Snooping Host information to be displayed.

Click Find to display the information.

Monitoring > MLD Snooping > MLD Snooping Group
The MLD Snooping Group page allows user to configure the MLD Snooping group settings.

MLD Snooeing GrouE Q Safeguand
*WLAN Name wvID
Group IP Address | Find Vlan | Clear Data Driven

| View All | View All Data Driven | Clear All Data Driven

MLD Snooping Group Table Total Entries : 0

Member Router Expire Filter

D Vian Name Source Group Port Port Reports Up Time Time(sec) Mode

Figure 4.195 - Monitoring > MLD Snooping > MLD Snooping Group

VLAN Name: Specify the VLAN name for MLD Snooping group.
VID: Specify the VID for MLD Snooping group.
Group IP Address: Specify the IP address for the specified VLAN.

Click Find Vlan to locate a specific entry based on the information entered.
Click View All to display all the existing entries.

Click View All Data Driven to display all existing entire entries.

Click Clear All Data Driven to clear data driven information for all entries.

Monitoring > Port Access Control > RADIUS Authentication

This table contains information concerning the activity of the RADIUS authentication client on the client side
of the RADIUS authentication protocol. It has one row for each RADIUS authentication server that the client
shares a secret with.
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RADIUS Authentication _ O Ssfeguard]

Clear

Serverindex InvalidServer identifier ServerlPAddr UDP_Port Timeouts Requests Challenges Accepts Rejects RoundTrip

1 0 D-Link 0.0.0.0 1] ] ] 1] 0 0 0
2 0 D-Link 0.0.0.0 0 0 0 0 0 0 0
3 0 D-Link 0.0.0.0 0 0 0 0 ] 0 0

Figure 4.196 - Monitoring > Port Access Control > RADIUS Authentication

The user may also select the desired time interval to update the statistics, between 1s and 60s, where “s”
stands for seconds. The default value is one second. To clear the current statistics shown, click the Clear
button in the top left hand corner.

The following fields can be viewed:

Server Index: The identification number assigned to each RADIUS Authentication server that the client
shares a secret with.

UDP Port: The UDP port the client is using to send requests to this server.

Timeouts: The number of authentication timeouts to this server. After a timeout the client may retry to the
same server, send to a different server, or give up. A retry to the same server is counted as a retransmit as
well as a timeout. A send to a different server is counted as a Request as well as a timeout.

Requests: The number of RADIUS Access-Request packets sent to this server. This does not include
retransmissions.

Challenges: The number of RADIUS Access-Challenge packets (valid or invalid) received from this server.
Accepts: The number of RADIUS Access-Accept packets (valid or invalid) received from this server.
Rejects: The number of RADIUS Access-Reject packets (valid or invalid) received from this server.

RoundTripTime: The time interval (in hundredths of a second) between the most recent Access-
Reply/Access-Challenge and the Access-Request that matched it from this RADIUS authentication server.

AccessRetrans: The number of RADIUS Access-Request packets retransmitted to this RADIUS
authentication server.

PendingRequests: The number of RADIUS Access-Request packets destined for this server that have not
yet timed out or received a response. This variable is incremented when an Access-Request is sent and
decremented due to receipt of an Access-Accept, Access-Reject or Access-Challenge, a timeout or
retransmission.

AccessResponses: The number of malformed RADIUS Access-Response packets received from this
server. Malformed packets include packets with an invalid length. Bad authenticators or Signature attributes
or known types are not included as malformed access responses.

BadAuthenticators: The number of RADIUS Access-Response packets containing invalid authenticators or
Signature attributes received from this server.

UnknownTypes: The number of RADIUS packets of unknown type which were received from this server on
the authentication port.

PacketsDropped: The number of RADIUS packets of which were received from this server on the
authentication port and dropped for some other reason.

Monitoring > Port Access Control > RADIUS Account Client

This RADIUS Account Client page shows managed objects used for managing RADIUS accounting clients,
and the current statistics associated with them. It has one row for each RADIUS authentication server that
the client shares a secret with.
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RADIUS Account Client Q Safeguard

Clear

Server Server

Serverindex InvalidServerAddr Idenﬁﬁerlp Addr Port Timeouts Requests Responses RoundTripTime AccessRetrans
Number
D-Link 0.0.00 0
0 D-Link 00000 0 0 o 0 0
3 0 D-Link 00000 ] ] ] 0 ]

Figure 4.197 - Monitoring > Port Access Control > RADIUS Account Client

The user may also select the desired time interval to update the statistics, between 1s and 60s, where “s”
stands for seconds. The default value is one second. To clear the current statistics shown, click the Clear
button in the top left hand corner.

The following fields can be viewed:

Server IP Addr: The IP address assigned to each RADIUS Accounting server that the client shares a secret
with.

Server Port Number: The UDP port the client is using to send requests to this server.

Timeouts: The number of accounting timeouts to this server. After a timeout the client may retry to the same
server, send to a different server, or give up. A retry to the same server is counted as a retransmit as well as
a timeout. A send to a different server is counted as an Accounting-Request as well as a timeout.

Requests: The number of RADIUS Accounting-Request packets sent. This does not include retransmissions.
Responses: The number of RADIUS packets received on the accounting port from this server.

RoundTripTime: The time interval between the most recent Accounting-Response and the Accounting-
Request that matched it from this RADIUS accounting server.

AccessRetrans: The number of RADIUS Access-Request packets retransmitted to this RADIUS
authentication server.

PendindRequests: The number of RADIUS Accounting-Request packets sent to this server that have not
yet timed out or received a response. This variable is incremented when an Accounting-Request is sent and
decremented due to receipt of an Accounting-Response, a timeout or a retransmission.

MalformedResponses: The number of malformed RADIUS Accounting-Response packets received from
this server. Malformed packets include packets with an invalid length. Bad authenticators and unknown types
are not included as malformed accounting responses.

BadAuthenticators: The number of RADIUS Accounting-Response packets, which contained invalid
authenticators, received from this server.

UnknownTypes: The number of RADIUS packets of unknown type which were received from this server on
the accounting port.

PacketsDropped: The number of RADIUS packets, which were received from this server on the accounting
port and dropped for some other reason.

Monitoring > sFlow > sFlow Global Settings

sFlow (RFC3176) is a technology for monitoring traffic in data networks containing switches and routers. The
sFlow monitoring system consists of an sFlow Agent (embedded in a switch or router or in a standalone
probe) and a central sFlow Collector. The architecture and sampling techniques used in the sFlow monitoring
system were designed for providing continuous site-wide (and enterprise-wide) traffic monitoring of high
speed switched and routed networks.

This sFlow Global Settings page allows user to configure the sFlow Global configuration.
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sFlow Global Settings Q Safegu

sFlow Global Settings

sFlow State Enabled '® Disabled
| Apply
sFlow Version V5
sFlow Address 10.80.90.90
sFlow IPv6 Address
sFlow State Dizsabled

Figure 4.198 - Monitoring > sFlow > sFlow Global Settings
sFlow State: Specify to enable or disable the sFlow feature.
Click Apply to make the configurations take effect.

Monitoring > sFlow > sFlow Analyzer Server Settings

The Switch can support 4 different Analyzer Servers at the same time and each sampler or poller can select
a collector to send the samples. We can send different samples from different samplers or pollers to different
collectors.

This sFlow Analyzer Server Settings page allows user to configure the sFlow analyzer server configuration.

sFlow Analxzer Server Settings Q Safeguam

Timeout (1-2000000) Infinite Collector (IPv6) Address L
Collector Port (1- Max Datagram Size (300- ,—|
65535) el 1400) 1400 | Apply |

Total Entries: 0

erver ID Owner Ty ccT Collector Collector Max Datagram

Address Port Size

Note: CCT means Current Countdown Time.

Figure 4.199 - Monitoring > sFlow > sFlow Analyzer Server Settings

Analyzer Server ID (1-4): The analyzer server ID specifies the ID of a server analyzer where the packet will
be forwarded.

Owner Name: The entity making use of this sFlow analyzer server. When owner is set or modified, the
timeout value will become 400 automatically.

Timeout (1-2000000): The length of time before the server times out. When the analyzer server times out,
all of the flow samplers and counter pollers associated with this analyzer server will be deleted. If not
specified, its default value is 400. Tick the Infinite check box to have unlimited time.

Collector (IPv6) Address: The IP address of the analyzer server. If not specified or set a O address, the
entry will be inactive.

Collector Port (1-65535): The destination UDP port for sending the sFlow datagrams. If not specified, the
default value is 6343.

Max Datagram Size (300-1400): The maximum number of data bytes that can be packed in a single sample
datagram. If not specified, the default value is 1400.
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Click Apply to make the configurations take effect.

Monitoring > sFlow > sFlow Flow Sampler Settings

This sFlow Flow Sampler Settings page allows user to configure the sFlow flow sampler parameters. By
configuring the sampling function for a port, a sample packet received by this port will be encapsulated and
forwarded to the analyzer server at the specified interval.

sFlow Flow Sampler Settings Safegua I
_ w Sampler Setting O _Safeguarnd
From Port To Port Analyzer ServerID (1-4) RX Rate (0-65535) TX Rate (0-65535) Max Header Size (18-256)
1 r 1 r
Apply
Delete All |

Total Entries: 0

Active TX
Rate

Configuration RX

PortServer ID Rate

Configuration TX Rate Active RX Rate Max Header Size

Figure 4.200 - Monitoring > sFlow > sFlow Flow Sampler Settings

From Port / To Port: User the drop-down to specify the list of ports to be configured.

Analyzer Server ID (1-4): The analyzer server ID specifies the ID of a server analyzer where the packet will
be forwarded.

RX Rate (0-65535): The sampling rate for packet Rx sampling. The configured rate value multiplied by 256 is
the actual rate. For example, if the rate is 20, the actual rate 5120. One packet will be sampled from every
5120 packets. If set to 0, the sampler is disabled. If the rate is not specified, its default value is 0.

TX Rate (0-65535): The sampling rate for packet Tx sampling. The configured rate value multiplied by 256 is
the actual rate. For example, if the rate is 20, the actual rate 5120. One packet will be sampled from every
5120 packets. If set to 0, the sampler is disabled. If the rate is not specified, its default value is 0.

Max Header Size (18-256): The maximum number of leading bytes in the packet which has been sampled
that will be encapsulated and forwarded to the server. If not specified, the default value is 128.

Click Apply to make the configurations take effect.
Click Delete All to remove all entries.

Monitoring > sFlow > sFlow Counter Poller Settings

This sFlow Counter Poller Settings page allows user to configure the sFlow counter poller settings. If the
user wants to change the analyzer server ID, he needs to delete the counter poller and create a new one.

sFlow Counter Poller Settings O Safeguand I
=
FromPort  To Port  Analyzer Server ID(1-4) Interval(20-120)
1~ 1 v Disabled | Apply |
Delete All |
Total Entries: 0
Port  Analyzer Server ID Polling Interval(sec)

Figure 4.201 - Monitoring > sFlow > sFlow Counter Poller Settings

From Port / To Port: Use the drop-down menus to specify the list of ports to be configured.

Analyzer Server ID (1-4): The analyzer server ID specifies the ID of a server analyzer where the packet will
be forwarded.

Interval (20-120): The maximum number of seconds between successive samples of the counters.

Click Apply to make the configurations take effect.
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Click Delete All to remove all entries.

ACL > ACL Configuration Wizard

Access Control List (ACL) allows you to establish criteria to determine whether or not the Switch will forward
packets based on the information contained in each packet's header. These criteria can be specified on a
basis of MAC address, or IP address.

The ACL Configuration Wizard will aid with the creation of access profiles and ACL Rules. The ACL Wizard
will create the access rule and profile automatically. The maximum usable profiles are 50 and with 240 Rules
in total for the switch.

ACL Configuration V\izard Q Safeguard
General ACL Rules

From

Any v

Ta

Any " I

Service Type

s v] (PO | I

Action

Femi | I

Forts
[ | Exi1,2.4-8)

Apply
Note:
ACL Wizard will create the access profile and rule autamatically.
For advanced access profilefrule setting. you can ranually configure itin Access Profile List.

Figure 4.202 - ACL > ACL Configuration Wizard

From: Specify the origin of accessible packets. The possible values are:

Any - Indicates ACL action will be on packets from any source.

MAC Address - Indicates ACL action will be on packets from this MAC address.

IPv4 Addresses - Indicates ACL action will be on packets from this IPv4 source address.

IPv6 Addresses - Indicates ACL action will be on packets from this IPv6 source address
To: Specify the destination of accessible packets. The possible values are:

Any - Indicates ACL action will be on packets from any source.

MAC Address - Indicates ACL action will be on packets from this MAC address. The field of format

IS XX-XX-XX-XX-XX-XX.

IPv4 Addresses - Indicates ACL action will be on packets from this IPv4 source address.

IPv6 Addresses - Indicates ACL action will be on packets from this IPv6 source address.
Service Type: Specify the type of service. The possible values are:

Any - Indicates ACL action will be on packets from any service type.

Ether type - Specifies an Ethernet type for filtering packets.

ICMP All - Indicates ACL action will be on packets from ICMP packets.

IGMP - IGMP packets can be filtered by IGMP message type.

TCP All - Indicates ACL action will be on packets from TCP Packets.

TCP Source Port - Matches the packet to the TCP Source Port.

TCP Destination Port - Matches the packet to the TCP Destination Port.

UDP All - Indicates ACL action will be on packets from UDP Packets.

UDP Source Port - Matches the packet to the UDP Source Port.

UDP Destination Port - Matches the packet to the UDP Destination Port.
Action: Specify the ACL forwarding action matching the rule criteria.

Permit - Forwards packets if all other ACL criteria are met.

Deny - Drops packets if all other ACL criteria is met.

Mirror - Mirrors packets if all other ACL criteria is met.
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Rate Limit - Rate limiting is activated if all other ACL criteria is met.
Replace DSCP - Reassigns a new DSCP value to the packet if all other ACL criteria are met.
Ports: Enter a range of ports to be configured.

Press Apply for the settings to take effect.

\‘ NOTE: Once the ACL rules conflict, rules with
smaller rule ID will take higher priority.

\‘ NOTE: Be careful when configuring ACL rules, an
inappropriate may cause management access
failed.

ACL > Access Profile List

The Access Profile List provides information for configuring ACL Profiles manually. ACL profiles are attached
to interfaces, and define how packets are forwarded if they match the ACL criteria.

Access Profile List o Safeguard
| Add ACL Profile ||  Delete Al |
Profile ID | Owner Type | Profile Summary |

Current'Mazx. Profile; 0/, Current/Max. Rule: 0/768

Figure 4.203 - ACL > Access Profile List

The contents of Access Profile List table include:

Profile ID: Indicates the profile Identification number. The possible configured profile IDs are 1~50, and
profile ID 51~55 are reserved for the pre-defined features.

Owner Type: The owner type of ACL profile; it can be normal ACL, Voice VLAN or Surveillance VLAN.
Profile Summary: Displays the profile summary.

Show Details: To display an ACL'’s profile details. The ACL profile details are displayed below the ACL table.
Show Rules: To show the access rule in this profile.

To add a new rule, please see Access Rule List in the next section.

Delete: To delete an access profile.

To manually add a profile, click Add ACL Profile:

Add ACL Profile o Safegua_r'd
Select Profile ID 1 v
Select Frame Type MAC ACGL
*IPv4 ACL ICMP A

P46 ACL
Facket content ACL Select

*fou can select the field in the packet to create filtering mask

L2 Header IPv4 DSCPITOS ICMP

Source IP Mask | Mask Generate

IPvd4 Address
Destination IP Mask | Mask Generate

| Bl |

Figure 4.204 - Add ACL Profile
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The steps of adding an access profile is like below:

1) After selecting the Profile ID and Frame Type (MAC, IPv4, IPv6 or Packet content ACL), specify
attributes like Untagged/Tagged (for MAC), ICMP/IGMP/TCP/UDP/Protocol ID (for IPv4), or
ICMPV6/TCP/UDP (for IPv6), then click Select and a simplified frame diagram will be displayed.

2) Select the field of interest and related columns will be displayed in lower part of the page. Enter the
filtering mask and click Create when done. A filtering mask is to specify the digit that you want to check. For
example, if you want to check a network of 192.168.1.0/24, then you should enter the IP mask as
255.255.255.0.

NOTE: You cannot select Payload in a MAC ACL,
or L2 Header in IP ACL.

3) After the Profile ID has been created, it will go back to the main Access Profile List page.

ACL > ACL Finder

The ACL Finder page is used to help user to find a previously configured ACL entry. To search for an entry,
enter the Profile ID from the drop-down menu, select a port that you wish to view and click Find. The table
on the lower half of the screen will display the entries. To delete an entry click the corresponding Delete
button.

ACL Finder O Safeguard

ACL rule finder helps you identify any rule has been assigned to a specific port
Profile ID |Any ¥ | Pors | Find |

Profile ID Access|D Profile Type Summary Action

Figure 4.205 - ACL > ACL Finder

ACL > CPU Filter Configuration Wizard
The CPU Filter Configuration Wizard will aid with the creation of CPU Filter Rules.
CPU Filter Configuration Wizard Q Ssfeguard.

CPU Filter Global Settings: * Enabled Disabled | Apply

General CPU Filter Rules

From

Any v |

To

Any V| |

Service Type

Any v |

Action

Permit v |

Parts

| | exi1.2.4-6)

| Apply |
Note:
CPU Filter Wizard will create the access profile and rule automatically.
For advanced access profilefrule setting. you can manually configure itin CPU Filter Access Profile List.

Figure 4.206 - ACL > CPU Filter Configuration Wizard

CPU Filter Global Settings: To enable or disable the CPU filter feature.
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Press Apply for the settings to take effect.

From: Specify the origin of accessible packets. The possible values are:
Any - Indicates CPU Filter action will be on packets from any source.
MAC Address - Indicates CPU Filter action will be on packets from this MAC address.
IPv4 Addresses - Indicates CPU Filter action will be on packets from this IPv4 source address.
IPv6 - Indicates CPU Filter action will be on packets from this IPv6 source address.
To: Specify the destination of accessible packets. The possible values are:
Any - Indicates CPU Filter action will be on packets to any source.

MAC Address - Indicates CPU Filter action will be on packets to this MAC address. The field of
format is XX-XX-XX-XX-XX-XX.

IPv4 Addresses - Indicates CPU Filter action will be on packets to this IPv4 source address.

IPv6 - Indicates CPU Filter action will be on packets to this IPv6 source address.
Service Type: Specify the type of service. The possible values are:

Any - Indicates CPU Filter action will be on packets of any service type.

Ether type - Specifies an Ethernet type for filtering packets.

ICMP All - Indicates CPU Filter action will be on all ICMP packets.

IGMP - IGMP packets can be filtered by IGMP message type.

TCP All - Indicates CPU Filter action will be on all TCP Packets.

TCP Source Port - Take effect if TCP Source Port matches.

TCP Destination Port - Take effect if TCP Destination Port matches.

UDP All - Indicates CPU Filter action will be on all UDP Packets.

UDP Source Port - Take effect if UDP Source Port matches.

UDP Destination Port - Take effect if UDP Destination Port matches.
Action: Specify the CPU Filter forwarding action matching the rule criteria.

Permit - Forwards packets if all other CPU Filter criteria are met.

Deny - Drops packets if all other CPU Filter criteria is met.

Press Apply for the settings to take effect.

ACL > CPU Filter Access Profile List

The CPU Filter Access Profile List provides information for configuring CPU Profiles manually. CPU Filter
Access profiles are attached to interfaces, and define how packets are forwarded if they match the CPU
Filter criteria.

CPU Filter Access Profile List O Safeguard

Add CPU Filter Prafile Celete Al

Frofile 0 | Owner Type Profile Summary | | |

CurrentiMax. Profile; 043, CurrentMax, Rule: 00

Figure 4.207 - ACL > CPU Filter Access Profile List

The contents of CPU Filter Access Profile List table include:
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Profile ID: Indicates the profile Identification number. The possible configured profile IDs are 1~50, and
profile ID 51 is reserved for Voice VLAN.

Owner Type: The owner type of CPU Filter profile, it can be normal CPU Filter, Voice VLAN or Surveillance
VLAN.

Profile Summary: Displays the profile summary.

Show Details: To display a CPU Filter’s profile details. The CPU Filter profile details are displayed below the
CPU Filter table.

Edit/New Rules: To configure or add the CPU access rule in this profile.
To add a new rule, please see Add CPU Filter Profile in the next section.
Delete All: To delete all access profile.

To manually add a profile, click Add CPU Filter Profile.

Add CPU Filter Profile o _ngg&uanq ]
Select Profile ID 1 v
Select Frame Type MAC Filter
IPv4 Filter
* Py Filter Traffic Class ¥ Select

You can select the field in the packet to create filtering mask

L2 Header IPv6 Class
IPv6 Address
Source [PvE Mask IMask Generate
Destination IPvé Mask Mask Generate

Figure 4.208 - ACL > CPU Filter Access Profile List -Add CPU Filter Profile

The steps of adding a CPU Filter profile is like below:

1) After selecting the Profile ID and Frame Type (MAC, IPv4 or IPv6), specify attributes like
Untagged/Tagged (for MAC), or ICMP/IGMP/TCP/UDP/Protocol ID (for IPv4), or Traffic Class (for IPv6), then
click Select and a simplified frame diagram will be displayed.

2) Select the field of interest and related columns will be displayed in lower part of the page. Enter the
filtering mask and click Create when done. A filtering mask is to specify the digit that you want to check. For
example, if you want to check a network of 192.168.1.0/24, then you should enter the IP mask as
255.255.255.0.

3) After the Profile ID has been created, it will go back to the main CPU Filter Access Profile List page.

ACL > CPU Filter Finder

The CPU Filter Finder page is used to help user to find a previously configured CPU entry. To search for an
entry, enter the Profile ID from the drop-down menu, select a port that you wish to view and click Find. The
table on the lower half of the screen will display the entries. To delete an entry click the corresponding
Delete button.

CPU Filter Finder o Safeguard

CPUTilter rule finder helps you identify any rule has been assigned to a specific port
Frofile ID | Any ¥ Parts Find

Frofile ID Access ID Profile Type  Summary Action

Figure 4.209 - ACL > CPU Filter Finder

ACL > ACL Flow Meter

ACL Flow Metering table is a per flow bandwidth control used to limit the bandwidth of the ingress traffic.
When the users create an ACL rule to filter packets, a metering rule can be created to associate with this
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ACL rule to limit traffic. The step of bandwidth is 64kbps. Due to limited metering rules, not all ACL rules can
associate with a metering rule.

ACLFlowMeter ... 0 ssicguerd |

Profile ID | | Access ID (1-128) | | Find
| Add || wviewAl || Deleteall |
Profile 1D Access ID Mode
Page, 01 v Back | Next

Figure 4.210 - ACL > ACL Flow Meter

Profile ID: The pre-configured Profile ID for which to configure the Flow Metering parameter.
Access ID (1-128): The pre-configured Access ID for which to configure the Flow Metering parameters.

Enter the appropriate information and click Find the entries will be displayed on the lower half of the table.
To edit and entry click the corresponding Modify button, to delete an entry click the corresponding Delete
button, to add a new entry click the Add button which will display the following window for the user to
configure.

Profle D (1) ([ ]

AgcessID (1-128) [ ]

Rate (Kbps) [ |(8a-1024000)
Burst Size (Kbyte} [ lwo-1018)

* Drop Packet

Remarcpsce ([ ]03)

Mode Rate

Rate Exceeded

<Pl M apply [

Figure 4.211 - ACL > Add ACL Flow Meter

Profile ID (1-6): Specify the profile ID.

Access ID (1-128): Specify the Access ID that will be used to configure the Flow Metering parameters, enter
a value between 1 and 128.

Mode: To be used the corresponding information.

- Rate: Specify the committed information Rate of the packet. The range is from 64 to 1024000
kbyte.
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- Burst Size: Specify the committed Burst Size of the packet. The range is from 0 to 1016 kbyte.
Rate Exceed: Specifies the action when the packet is in yellow color mode.

- Drop Packet: Drops the packet.

- Replace DSCP: Allow user to change the DSCP of the packet.
Click Apply to make the configurations take effect.

PoE > PoE Port Settings (DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME only)

DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME supports Power over Ethernet (PoE) as defined by the
IEEE specification.DGS-1210-10P/ME supplies power to PD device up to 30W, DGS-1210-28P/ME supplies
power to PD device up to 15.4W for port 5~24 and 30W for port 1~4, DGS-1210-28MP/ME supplies power to
PD device up to 30W for port 1~24, DGS-1210-52P/ME supplies power to PD device up to 15.4W for port
9~24 and 30W for port 1~8, DGS-1210-52MP/ME supplies power to PD device up to 15.4W for port 9~48
and 30W for port 1~8, and DGS-1210-52MPP/ME supplies power to PD device up 30W for port 1~48,
meeting IEEEB02.3af standards and pre-802.3at standards.

DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME works with all D-Link 802.3af or 802.3at capable devices.
The Switch also works in PoE mode with all non-802.3af capable D-Link AP, IP Cam and IP phone
equipment via the PoE splitter DWL-P50.

IEEE 802.3at defined that the PSE provides power according to the following classification:

Class |Usage Output power limit by PSE
0 Default 15.4W

1 Optional  |4.0W
2 Optional  |7.0W
3 Optional 15.4W
4 Reserved [30W

The PoE port table will display the PoE status including, Port Enable, Power Limit, Power (W), Voltage (V),
Current (mA), Classification, Port Status. You can select From Port / To Port to control the PoE functions of
a port. DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME will auto disable the ports if port current is over
375mA in 802.3af mode or 625mA in pre-802.3at mode.

% Note: The PoE Status information of Power

“  current, Power Voltage, and Current is the power

usage information of the connected PD; please
"Refresh" to renew the information.

ﬁ_ Note: For DGS-1210-10P/ME, the port 1 ~ port 8 are compliance
% with 802.3at. The total POE budget is 78 Watts.

For DGS-1210-28P/ME, the port 1 ~ port 4 are compliance with
802.3at, and the port 5 ~ port 24 are compliance with 802.3af. The
total PoE budget is 193 Watts.
For DGS-1210-28MP/ME, the port 1 ~ port 24 are compliance with
802.3at and 802.3af. The total PoE budget is 370 Watts.
For DGS-1210-52P/ME, the port 1 ~ port 8 are compliance with
802.3at, and the port 9 ~ port 24 are compliance with 802.3af. The
total POE budget is 193 Watts.
For DGS-1210-52MP/ME, the port 1 ~ port 8 are compliance with
802.3at, and the port 9 ~ port 48 are compliance with 802.3af. The
total PoE budget is 370 Watts.
For DGS-1210-52MPP/ME, the port 1 ~ port 48 are compliance with
802.3at. The total PoE budget is 740 Watts.
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PoE Port Settings O Ssfeguard
From Port To Port State Time Range Priority Delay Power Detect  Power Limit User Define
1 M 24 v|[Enabled v |HA v |[Mormal v Digabled ¥ Auta o T wats
Apply || Refresh |
CEIEY Pawer
Fort State Time Range Priority Power Lirnit FPower(W) Voltaged) CurrentimsAy Classification Status)
Detect

1| Enabled HiA, Low | Disabled . 00 0o 00 hiA, F%";’é

2 | Enabled it Low | Disabled . 0o o 00 Mg P%VF"F[

3 | Enabled s Low | Disabled | - 0.0 0o 00 A P%";’é

4 | Enabled HiA, Low | Disabled . 00 0o 00 hiA, F%";’é

5 | Enabled i Low | Disabled . 0o o 00 hiA P%VF"F[

5 | Enabled i, Low | Disabled . 0o 0o 00 Rk, P%VF"F[

7 | Enabled HiA, Low | Disabled . 00 0o 00 hiA, F%";’é

& | Enabled i Low | Disabled . 0o o 00 hiA P%VF"F[

5 | Enabled i, Low | Disabled . 0o 0o 00 Rk, P%VF"F[
10 | Enabled M, Low | Disabled - 00 0o 00 hiA, F%";’;
11 | Enabled HiA, Low | Disabled . 00 0o 00 hiA, F%";’é
12 | Enabled it Low | Disabled . 0o o 00 Mg P%VF"F[ .

y
HNote : 1. The port 1 to port 4 can be set a power limit between 1'% and 30W. Max power used by PSE: Class 1 4w Class 22 TW, Class 3 15.4W, Class 4 300y

2 The port 5to port 24 can be set a power limit between 1W and 15 4w Max power used by PSE: Class 10 4W, Class 20 TW, Class 3 1544

Figure 4.212 — PoE > PoE Port Settings

From Port/To Port: Specifies the PoE function of a port or ports.
State: Select “Enabled” or “Disabled” to configure PoE function for designated port(s). Default is Enabled.

Time Range: Select the PoE time profile configured from Time-Based PoE > Time Range Settings to enable
the time-based PoE function on designated port(s). Default setting is N/A.

Priority: Configure the power supply priority as “Low”, “Normal”, or “High” on designated port(s). Default is
Normal.

Delay Power Detect: Configure the delay power detection. Default is Disabled. This switch conforms to
IEEE 802.3af and 802.3at standards. The IEEE PoE standard requires a switch to shut off power to a port if
the power draw is less than 10mA within a 400ms time interval. To support some non-standard devices that
may take longer, you may enable this feature to extend the time interval to 500ms. If the PD is still not
powering on, please contact the vendor of your device for support.

Power Limit: This function allows you to manually set the port power current limitation to be given to the PD.
To protect the DGS-1210-28P/ME and the connected devices, the power limit function will disable the PoE
function of the port when the power is overloaded. Select from "Class 1", "Class 2", "Class 3", “Class 4",
User Define and "Auto" for the power limit. "Auto” will negotiate and follow the classification from the PD
power current based on the 802.3at standard. Select User Define then input the power budget (from 1 to
30W) to manually assign an upper limit of port power budget on designated port(s).

Click Apply to make the configurations take effect or click Refresh to redisplay the table.

K‘ Note: For the PoE Port Settings table, if the
classification was shown as “Legacy PD”, it will be
classified to non-AF PD or Legacy PD.

\‘ Note: The ports 1-4 are capable of feeding power
up to 30 watts to devices with the LLDP-Med
function is enabled of the connected PD. Or the
ports can only feeding power up to 15.4 watts.
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POE > PoE System Settings (DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME only)

This PoE System Settings page will display the PoE status including System Budget Power, Support Total
Power, Remainder Power, and The ratio of system power supply.

PoE Sysiem settings O Safeguard
System Power Threshold 193,00y (7.1-193.0)

System Setting Disconnect Method Dieny low priotity port ¥ Lpply
Systetm Power Status

System Budget Power 193 W

Support Total Power 0wy

Remainder Power 193 W

The ratio of systermn power supply 0%

Note : If power disconnection method is setto deny nesxt port, then the system can not utilize out of its maximum power capacity.

Figure 4.213 - PoE > PoE System Settings

System Power Threshold: Manually configure the system power budget 7.1 ~ 193.0 watts for DGS-1210-
28P/ME.

System Setting Disconnect Method: Defines the method used to deny power to a port once the threshold
is reached. The possible fields are:

Deny next port: When the power budget is exceeded, the next port attempting to power up is
denied, regardless of the port priority.

Deny low priority port: The port with the lower priority will be shut down to allow the higher priority
port to power up.

Click Apply to make the configurations take effect.

System Power Status: Displays the system power status of device.
System Budget Power: Displays the total POE power budget of this switch.
Support Total Power: Displays the current used power of the switch.
Remainder Power: Displays the spare power of the switch.

The ratio of system power supplied: Displays the percentage of system power supplied of the
switch.

Time-Based PoE > Time Range Settings
The Time Profile page allows users to configure the time profile settings of the device

Time Range Setting O Safeguard
Time Range

Range Narme |:|

Diate From Day| 2002 v | |1 v/ |1 ¥ ToDay 2003 ¥ | |1 ¥v[|1 ¥

Hours(HH Mt Start Tirme 00 v |00 v End Tirng 00 v |00 v

Weekdays Won L Tue wed L Thy L Fri L) Sat L Sun Select All Days Apply

Mote:Ifthe End Time is hefore the Start Time the End Time will be set to the following day.

Total Entries:0

Time Range Information

Range Narme inieekdays Frorm Day To Day Start Time: End Titne

Figure 4.214 — Time-Based PoE > Time Range Settings

Range Name: Specifies the range name.

Date: Specifies the From Day and To Day.

Hours(HH MM): Specifies the Start Time and End Time.
Weekdays: Specifies the work day.
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Click Apply to create a new time range or click Delete to delete a time profile from the table.

LLDP > LLDP Global Settings

LLDP (Link Layer Discovery Protocol) provides IEEE 802.1AB standards-based method for switches to
advertise themselves to neighbor devices, as well as to learn about neighbor LLDP devices. The switch will
keep the information in the Management Information Base (MIB). SNMP utilities can learn the network
topology by obtaining the MIB information in each LLDP device. The LLDP function is enabled by default.

LLDP Global Settings Q Safeguard
LLDP Enabled '® Disabled | Apply
Message TX Hold Multiplier (2-10)

Message TX Interval (5 - 32768 ) sec

LLDP Reinit Delay (1-10} sec

LLDP TX Delay (1-8182) sec Apply

LLDP System Information

Chassis ID Subtype macAddress

Chassis ID 00-01-02-03-04-05

System Name

System Description DGS-1210-28/ME 7.00.076

Figure 4.215 — LLDP > LLDP Global Settings

LLDP: When this function is Enabled, the switch can start to transmit, receive and process the LLDP packets.
For the advertisement of LLDP packets, the switch announces the information to its neighbor through ports.
For the receiving of LLDP packets, the switch will learn the information from the LLDP packets advertised
from the neighbor in the neighbor table. Click Apply to make the change effective.

Message TX Hold Multiplier (2-10): This parameter is a multiplier that determines the actual TTL value
used in an LLDPDU. The default value is 4.

Message TX Interval (5-32768): This parameter indicates the interval at which LLDP frames are transmitted
on behalf of this LLDP agent. The default value is 30 seconds.

LLDP Reinit Delay (1-10): This parameter indicates the amount of delay from the time adminStatus
becomes "disabled" until re-initialization is attempted. The default value is 2 seconds.

LLDP TX Delay (1-8192): This parameter indicates the delay between successive LLDP frame
transmissions initiated by value or status changes in the LLDP local systems MIB. The value for txDelay is
set by the following range formula: 1 < txDelay < (0.25 °— msgTxInterval). The default value is 2 seconds.

LLDP > Basic LLDP Port Settings

The Basic LLDP Port Settings page displays LLDP port information and contains parameters for configuring
LLDP port settings.

Basic LLDP Port Settings o _Sefgghuand
From Port To Port Notification State  Admin Status Port Description  System Narme Systern Description  System Capabilities
1 v 28 v Disabled ¥ TA_Only v Dizabled ¥ Disabled ¥ Dizabled ¥ Disabled ¥
Anply Refresh
Port Motification State Admin Status Port Description System Name System Description System Capabilities
1 Disable TH_and_RX Disable Digable Disable Disable
2 Disahle TH_and_R¥ Disahle Disable Disahle Dizable
3 Disahle T_and_RX¥ Disahle Disahle Disahle Disahle
4 Disahle T#_and_RX¥ Disahle Disahle Disahle Disahle
5 Disahle T#_and_RH Disahle Disahle Dizsahle Disahle
6 Disable TH_and_RX Disable Disable Disable Disable
7 Disable TH_and_RX Digable Digable Disable Disable
8 Disahle TH_and_R¥ Disahle Disable Disahle Dizable
] Disahle Tr_and_RX Disahle Disable Disahle Disable

Figure 4.216- LLDP > Basic LLDP Port Settings

From Port/ To Port: A consecutive group of ports may be configured starting with the selected port.
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Notification State: Specifies whether notification is sent when an LLDP topology change occurs on the port.
The possible field values are:

Enabled — Enables LLDP notification on the port.
Disabled — Disables LLDP noatification on the port. This is the default value.

Admin Status: Specifies the LLDP transmission mode on the port. The possible field values are:
TX_Only — Enables transmitting LLDP packets only.
RX_Only — Enables receiving LLDP packets only.
TX_and_RX — Enables transmitting and receiving LLDP packets. This is the default.
Disabled — Disables LLDP on the port.

Port Description: Specifies whether the Port Description TLV is enabled on the port. The possible field
values are:

Enabled — Enables the Port Description TLV on the port.
Disabled — Disables the Port Description TLV on the port.

System Name: Specifies whether the System Name TLV is enabled on the port. The possible field values
are:

Enabled — Enables the System Name TLV on the port.
Disabled — Disables the System Name TLV on the port.

System Description: Specifies whether the System Description TLV is enabled on the port. The possible
field values are:

Enabled — Enables the System Description TLV on the port.
Disabled — Disables the System Description TLV on the port.

System Capabilities: Specifies whether the System Capabilities TLV is enabled on the port. The possible
field values are:

Enabled — Enables the System Capabilities TLV on the port.
Disabled — Disables the System Capabilities TLV on the port.

Define these parameter fields. Click Apply to implement changes made and click Refresh to refresh the
table information.

LLDP > 802.1 Extension LLDP Port Settings
This 802.1 Extension LLDP Port Settings page is used to configure the LLDP Port settings.

802.1 Extension LLDP Port Settings O Ssfeguarnd
From Port 1 v

Ta Port 28 r

Port vLAR 1D Dizabled ¥

Protocal VLAN ID Disabled v |[vLan D <[ |
WLAN Name Disabled v |[vLaniD <[ ]

Protocal Identity Disabled v | [EAPOL v

Apply || Refresh |

=

o~ @ ;e |l g
&

Port VLAN 1D Protocol YLAN 1D Enahled YLAN Name Enahled Protocol Identity
Disable Disahle Mone} (Mone)
Dizable Disable (Mone) (rone)
Disable Disable (Mone) (rone)
Disable Disable (Mone) (rone)
Disable Disable (Mone) (Mone)
Disable Disable (Mone) Mone)
Disable Disahle {Manel (Mone)
Disahle Disahle Manel) (Maone)
Disahle Disahle Manel (Maone)
Disahle Disahle Manel (Mone)
Disahle Disahle Manel (Mone)
Disahle Disahle Moned {Maone)

Figure 4.217 — LLDP > 802.1 Extension LLDP Port Settings

=

=

From Port / To Port : A consecutive group of ports may be configured starting with the selected port.
Port VLAN ID : Specifies the Port VLAN ID to be enabled or disabled.
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Protocol VLAN ID : Specifies the VLAN ID to be enabled or disabled in the LLDP port. If select Enabled,
users can specifies the content of VLAN ID.

VLAN Name : Specifies the VLAN name to be enabled or disabled in the LLDP port. If select Enabled, users
can specifies the content of VLAN Name.

Protocol Identity : Specifies the Protocol Identity to be enabled or disabled in the LLDP port. If select
Enabled, users can specifies the EAPOL, LACP, GVRP, STP or ALL.

Click Apply to implement changes made and click Refresh to refresh the table information.

LLDP > 802.3 Extension LLDP Port Settings

The 802.3 Extension LLDP Port Settings page displays 802.3 Extension LLDP port information and contains
parameters for configuring 802.3 Extension LLDP port settings.

- 802.3 Extension LLDP Port Seftings O Ssfeguarnd |

MACIPHY : " .
From Port To Port ConfigurationiStatus Power Via MDI Link Aggregation Maximum Frame Size

1 v 20 v Digabled ¥ Digabled ¥ Disabled v Disabled ¥
Apply || Refresh |

i WMACIPHY Configuration/Status Powet via MDI Link Aggregation Maximum Frame Size
Disahle Disable Disahle Disable

0

1

2 Disable Disahle Disable Disahle
3 Disahle Disable Disahle Disable
4 Disahble Disahle Digable Disahle
I} Disahle Disahle Disahle Disahle
3]

7

8

9

Disahle Disable Disahle Disable
Disable Disable Disable Disable

Disahle Disable Disahle Disable
Disahle Disable Disahle Disable
10 Disable Disahle Disable Disahle
1" Disahle Disable Disahle Disable

Figure 4.218 — LLDP > 802.3 Extension LLDP Port Settings

From Port/To Port: A consecutive group of ports may be configured starting with the selected port.

MAC/PHY Configuration/Status: Specifies whether the MAC/PHY Configuration Status is enabled on the
port. The possible field values are:

Enabled — Enables the MAC/PHY Configuration Status on the port.
Disabled — Disables the MAC/PHY Configuration Status on the port.

Power Via MDI: Advertises the Power via MDI implementations supported by the port. The possible field
values are:

Enabled — Enables the Power via MDI configured on the port.
Disabled — Disables the Power via MDI configured on the port.

Link Aggregation: Specifies whether the link aggregation is enabled on the port. The possible field values
are:

Enabled — Enables the link aggregation configured on the port.
Disabled — Disables the link aggregation configured on the port.

Maximum Frame Size: Specifies whether the Maximum Frame Size is enabled on the port. The possible
field values are:

Enabled — Enables the Maximum Frame Size configured on the port.
Disabled — Disables the Maximum Frame Size configured on the port.

Define these parameter fields. Click Apply to implement changes made and click Refresh to refresh the
table information.

LLDP > LLDP Management Address Settings

The LLDP Management Address Settings allows the user to set management address which is included in
LLDP information transmitted.
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LLDP Management Address Settings o _ngggiuand_
From Faort To Port Address Type Address Port State
01 v R 1Pvd v ] Disahled ¥ Apply

Enabled Management Address Table

Enahled Mananement Address

(NONE)
2 (NONE)
3 (NONE)
4 (NONE)
5 (NONE)
] (NONE)
7 (NONE)
El (NONE)
] (NONE)
10 (NONE)
11 (NONE)
12 (NONE)

Figure 4.219 - LLDP > LLDP Management Address Settings

From Port/To Port: A consecutive group of ports may be configured starting with the selected port.
Address Type: Specify the LLDP address type on the port. The value is always IPv4.
Address: Specify the address.
Port State: Specify whether the Port State is enabled n the port. The possible field values are:
Enabled — Enables the port state configured on the port.
Disabled — Disables the port state configured on the port.
Click Apply to make the configurations take effect.

LLDP > LLDP Statistics Table

The LLDP Statistics page displays an overview of all LLDP traffic.
LLDP Statistics Table O Safegusrd

LLDP Statistics System

estonangeme T
T o
NumberorTable Doete 8
FumberorTablebrop 8
Fumberortabesgecs ——_[§

LLDP Statistics Ports

TYPort FramesTotal o ortFrames RxPort FramesErrors RxPort FramesTotal o0 OMTLVS FEEITILE RxPort AgeoutsTotal

DiscardedTotal DiscardedTotal UnrecognizedTotal

1 0 o
2 0 0 0 0 0 0 0
B 0 o o 0 0 o o
4 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0
T 0 o 0 0 0 0 o
8 0 0 0 0 0 0 0
8 o o o 0 o o o

Figure 4.220 - LLDP > LLDP Statistics Table

The following information can be viewed:
LLDP Statistics System: Displays the counters that refer to the whole switch.

Last Change Time — Displays the time for when the last change entry was last deleted or added. It
is also displays the time elapsed since last change was detected.

Number of Table Insert — Displays the number of new entries inserted since switch reboot.
Number of Table Delete — Displays the number of new entries deleted since switch reboot.

Number of Table Drop — Displays the number of LLDP frames dropped due to that the table was
full.

Number of Table Age Out — Displays the number of entries deleted due to Time-To-Live expiring.

LLDP Port Statistics: Displays the counters that refer to the ports.
TxPort FramesTotal — Displays the total number of LLDP frames transmitted on the port.

RxPort FramesDiscarded — Displays the total discarded frame number of LLDP frames received on
the port.

RxPort FramesErrors — Displays the Error frame number of LLDP frames received on the port.
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RxPort Frames — Displays the total number of LLDP frames received on the port.

RxPortTLVsDiscarded — Each LLDP frame can contain multiple pieces of information, known as
TLVs. If a TLV is malformed, it is counted and discarded.

RxPortTLVsUnrecognized — Displays the number of well-formed TLVs, but with a known type value.

RxPort Ageouts — Each LLDP frame contains information about how long time the LLDP information is valid.
If no new LLDP frame is received within the age out time, the LLDP information is removed, and the Age-Out
counter is incremented.

LLDP > LLDP Management Address Table

The LLDP Management Address Table page displays the detailed management address information for the
entry.

LLDP Management Address Table Q Safeguard

Management Address | IPv4 Address - Find

Total Entries: 2

No. Sublype Address IF Type oID Advertising Poris
1 IFv4 10.90.90.90 ifindex 1361212211 (NONE)
2 IPvE fe80:212:10ffe28:3395  ifindex 13612122141 [NONE)

Figure 4.221 - LLDP > LLDP Management Address Table

Management Address: Specifies IPv4 or IPv6 address then enter the address. Click Search and the table
will update and display the values required.

Subtype: Displays the managed address subtype. For example, MAC or IPv4.
Management Address: Displays the IP address.

IF Type: Displays the IF Type.

OID: Displays the SNMP OID.

Advertising Ports: Displays the advertising ports.

LLDP > LLDP Local Port Table
The LLDP Local Port Table page displays LLDP local port information.

LLDP Local Port Brief Table O Ssfeguard
i Port ID Subtype Port [T Fort Description Mormal Detailed
1 Interface Alias SlotOn D-Link DiG5-1210-28P/ME Rev.A1/6.10.8019 Port 1 | Wiew | | Wiew |
2 Interface Alias Slot0s2 D-Link Di55-1210-28P/ME Rev.A1f6.10.B019 Port 2 | Wiew | | Wiew |
3 Interface Alias Slot0r3 D-Link Dn35-1210-28P/ME Rev.A1/6.10.8019 Port 3 I Wiew | I Wiew |
4 Interface Alias Slot0/4 D-Link Di35-1210-28P/ME Rev.A1f6.10.B019 Port 4 | Wiew | | Wiew |
gl Interface Alias Slot0/s D-Link Di38-1210-28P/ME Rev.A1/6.10.8019 Port & I iew | I e |
B Interface Alias Glot0/B D-Link DGE-1210-28P/ME Rev.A1/6.10.8019 Port 6 | Wiew | | Wiew |
T Interface Alias Slot0/7 D-Link Di55-1210-28P/ME Rev.A1f6.10.B019 Port 7 I Wiew | I Wiew |
8 Interface Alias Slot0rg D-Link Dn35-1210-28P/ME Rev.A1/6.10.B019 Port 8 L Wiew | L Wiew |
ol Interface Alias Slot0/g D-Link Di35-1210-28P/ME Rev.A1f6.10.8019 Port 9 I Wiew | I Wiew |
10 Interface Alias SlotoM 0 D-Link DGS-1210-28P/ME Rev.A1/6.10.8019 Port 10 L e | L Wiew |

Figure 4.222 -LLDP > LLDP Local Port Table
No: Displays the port number.
Port ID Subtype: Displays the port ID subtype.
Port ID: Displays the port ID (Unit number/Port number).

Port Description: Displays the port description.

Click View of Normal column to display more information.
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e O O —————. 55582500,
. [

Port Id Subtype interface Alias
Port|d Slato1
Port Description Elhemet Interface

Port VID [

PPVID Entries Coun

[VLAN Mame Entries Count

ee detai

ee detai

Link Agaregation ee detai

Maximum Frame Size

Show LLOP Local Port Brief Table
Show LLDP Local Port Detailed Table

Figure 4.223 — LLDP > LLDP Local Port Normal Table

Click View of Detailed column to display detail information.
w

FortiD:1

PortId Subtype : Interface Alias
Port|d : Slot0M
Port Description : Ethernet Interface
Port PVID : 1
Management Address Count: 1
SubType . IPvd
Address : 10.90.90.90
IF Type : ifindex
0ID:1.3.6.1.21.2211
PPVID Entries Count: 0
(NONE)
VLAN Name Entries Count: 1
Entry: 1
Vian 1D :1
Vlan Mame : default
Protocol Identity Entries Count: 0
(NONE)
WMAC/PHY Configuration/Status :
Auto-negoriation Support : Mot Supported
Auto-negoriation Enabled : Disabled
Auto-negoriation Advertised Capability : 0000(hex)
Auto-negoriation Operational MAU Type : 0000(hex)
Power Via MDI
Link Agaregation
Aggregation Capability : Mot Aggregated
Aggregation Status : Not Currently In Aggregation
Aggregation Part D < 1
Maximum Frame Size : 1522

Show LLDP Local Port Brief Table
Show LLDP Local Port Mormal Table

Figure 4.224 — LLDP > LLDP Local Port Detailed Table

LLDP > LLDP Remote Port Table

This LLDP Remote Port Table page is used to display the LLDP Remote Port Brief Table. Select port
number and click Search to display additional information.
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w

PortiD | Pot1 v Find

FortiD 1

Remate Entities Count: 0
(MOME)

Mormal : Wiew Mormal
Detailed : View Detailed

Figure 4.225 — LLDP > LLDP Remote Port Table

To view the settings for a remote port, click View Normal and the following page displays.
w

PortlD 1

Remate Entities Count: 0
(NONE)

Show LLDP Remote Port Brief Table
Show LLDP Remote Port Detailed Table

Figure 4.226 — LLDP > LLDP Remote Port Normal Table

To view the detail settings for a remote port, click View Detailed and the following page displays.
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LLDP Remote Port Detailed Table O Safeguard

PortiD: 1

Remote Entities Count: 0
(NOME)

Show LL DP Remote Port Brief Table
Show LLDP Remote Port Normal Table

Figure 4.227 - LLDP > LLDP Remote Port Detailed Table

LLDP > LLDP-MED Settings

By selecting a range of ports (From Port and To Port), the power PSE TLV type can be enabled for all
selected ports to indicate the power source equipment (PSE) switch to transmit high power (15.4 to 30 Watts)
to the pre-standard of 802.3at power devices via LLDP MDI TLV. Through this feature, the PSE can provide
precise output power to the pre-standard of 802.3at power devices and achieve optimal power management.

LLDP MED Settings O Safeguard.|
=
LLDP-MED Power PSE TLV Setting
From Port To Port Power PSE TLV
1 v 24 v Disable r Apply Refresh
Port Power PSE TLV

Figure 4.228 — LLDP > LLDP —-MED Settings

L3 Functions > IPv4 Static Route

The Switch supports static routing for IPv4 formatted addressing. User can create up to 256 static route
entries for IPv4. For IPv4 static routes, once a static route has been set, the Switch will send an ARP request
packet to the next hop router that has been set by the user. Once an ARP response has been retrieved by
the Switch from that next hop, the route becomes enabled. However, if the ARP entry already exists, an ARP
request will not be sent.

The Switch also supports a floating static route, which means that the user may create an alternative static
route to a different next hop. This secondary next hop device route is considered as a backup static route for
when the primary static route is down. If the primary route is lost, the backup route will uplink and its status
will become active. Entries into the Switch’s forwarding table can be made using both an IP address subnet
mask and a gateway.
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M
IPv4 Address | |
Netmask 24 (255.255.255.0) v
Gateway | |
Metric (1-65535) | |
Backup State Primary v
Add

Total Entries : 0

[Pvé Addross —|Netmask —|Gatoway | Mefric | Procol | Backup_|Staus | Dolete |

Figure 4.229 — L3 Functions > IPv4 Static Route

IPv4 Address: Specifies an IPv4 address to be assigned to the static route.
Netmask: Specifies a subnet mask to be applied to the corresponding subnet mask of the IPv4 address.

Gateway: Specifies the entry of a Gateway IP address to be applied to the corresponding gateway of the
IPv4 address.

Metric (1-65535): Represents the metric value of the IP interface entered into the table. The value ranges
between 1 and 65535.

Backup State: Each IP address can only have one primary route, while other routes should be assigned to
the backup state. When the primary route failed, Switch will try the backup routes according to the order
learnt by the routing table until route success. The field represents the Backup state that the Static and
Default Route is configured for.

Click Add to create a new IPv4 static route entry.

L3 Functions > IPv4 Routing Table Finder

The IPv4 routing table stores all the external routes information of the Switch. The IPv4 Routing Table
Finder page displays all the routing information on the Switch.

Routing Table Finder o ﬁﬁﬂhﬁﬁ
Metwark Address | | Ex:(172.18.208.11 or 172.18.208.11/24) Search

Total Entries : 0

[PAddress —|Netmask |Galeway ____|inferlaceName | Mefric _|Prolocol |
Figure 4.230 — L3 Functions > IPv4 Routing Table Finder
Network Address; Specifies the destination network address of the route to be displayed.
Click Search to display the information of specified route entry.

L3 Functions > IPv6 Static Route
A static entry of an IPv6 address can be entered into the Switch’s routing table for IPv6 formatted addresses.
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IPvE Address/Prefix | |
Length

Nexthop Address | | (e.0.: 3FFE:1)
Metric (1-65535) | |

Backup State Primary v

Add

Total Entries : 0

| IPV6 AddressPrefix [NextHop |NMerc |Proocol |Backup _|Stas | Delete |
Figure 4.231 - L3 Functions > IPv6 Static Route

IPv6 Address / Prefix Length: Specifies an IPv6 address to be assigned to the static route.

Nexthop Address: Specifies the corresponding IPv6 address for the next hop gateway address in IPv6
format.

Metric (1-65535): Specifies a metric of the IPv6 interface into the table representing the number of routers
between the Switch and the IPv6 address above. The value ranges between 1 and 65535.

Backup State: Each IPv6 address can only have one primary route, while other routes should be assigned
to the backup state. When the primary route failed, the Switch will try the backup routes according to the
order learnt by the routing table until route success. This field represents the backup state for the IPv6
configured. This field may be Primary or Backup.

Click Add to create a new IPv6 static route entry.

L3 Functions > IPv6 Routing Table Finder

The IPv6 routing table stores all the external routes information of the Switch. The IPv6 Routing Table
Finder page displays all the routing information on the Switch.

w

IPvE Netwaork Address | | Ex:(1234:1234 or 1234::11234/64) Search

Total Entries : 0

IPvE

Figure 4.232 — L3 Functions > IPv6 Routing Table Finder
Network Address; Specifies the destination network address of the route to be displayed.

Click Search to display the information of specified route entry.
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Appendix A - Ethernet Technology

This chapter will describe the features of the D-Link and provide some background information about
Ethernet/Fast Ethernet/Gigabit Ethernet switching technology.

Gigabit Ethernet Technology

Gigabit Ethernet is an extension of IEEE 802.3 Ethernet utilizing the same packet structure, format, and
support for CSMA/CD protocol, full duplex, and management objects, but with a tenfold increase in
theoretical throughput of over 100-Mbps Fast Ethernet and a hundredfold increase over 10-Mbps Ethernet.
Since it is compatible with all 10-Mbps and 100-Mbps Ethernet environments, Gigabit Ethernet provides a
straightforward upgrade without wasting existing investments in hardware, software, or trained personnel.

The increased speed and extra bandwidth offered by Gigabit Ethernet is essential in solving network
bottlenecks, which frequently develops as more advanced computer users and newer applications continue
to demand greater network resources. Upgrading key components, such as backbone connections and
servers to Gigabit Ethernet technology, can greatly improve network response times as well as significantly
speed up the traffic between subnets.

Gigabit Ethernet enables fast optical fiber connections to support video conferencing, complex imaging, and
similar data-intensive applications. Likewise, since data transfers occur 10 times faster than Fast Ethernet,
servers outfitted with Gigabit Ethernet NIC’s are able to perform 10 times the number of operations in the
same amount of time.

In addition, the phenomenal bandwidth delivered by Gigabit Ethernet is the most cost-effective method to
take advantage of today and tomorrow’s rapidly improving switching and routing internetworking
technologies. With expected advances in the coming years in silicon technology and digital signal processing,
which will enable Gigabit Ethernet to eventually operate over unshielded twisted-pair (UTP) cabling, a flexible
foundation for the next generation of network technology products will be created. This will outfit your
network with a powerful 1000-Mbps-capable backbone/server connection.

Fast Ethernet Technology

The growing importance of LANs, and the increasing complexity of desktop computing applications are
fueling the need for high performance networks. A number of high-speed LAN technologies have been
proposed to provide greater bandwidth and improve client/server response times. Among them, 100BASE-T
(Fast Ethernet) provides a non-disruptive, smooth evolution from the current 10BASE-T technology. The
non-disruptive and smooth evolution nature, and the dominating potential market base, virtually guarantees
cost-effective and high performance Fast Ethernet solutions.

100Mbps Fast Ethernet is a standard specified by the IEEE 802.3 LAN committee. It is an extension of the
10Mbps Ethernet standard with the ability to transmit and receive data at 100Mbps, while maintaining the
CSMA/CD Ethernet protocol. Since the 100Mbps Fast Ethernet is compatible with all other 10Mbps Ethernet
environments, it provides a straightforward upgrade and utilizes existing investments in hardware, software,
and personnel training.

Switching Technology

Another approach to push beyond the limits of Ethernet technology is the development of switching
technology. A switch bridges Ethernet packets at the MAC address level of the Ethernet protocol transmitting
among connected Ethernet or Fast Ethernet LAN segments.

Switching is a cost-effective way of increasing the total network capacity available to users on a local area
network. A switch increases capacity and decreases network loading by dividing a local area network into
different segments, which won't compete with each other for network transmission capacity.

The switch acts as a high-speed selective bridge between the individual segments. The switch, without
interfering with any other segments, automatically forwards traffic that needs to go from one segment to
another. By doing this the total network capacity is multiplied, while still maintaining the same network
cabling and adapter cards.
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Features

L2 Features

»

Supports up to 16K MAC address

QoS (Quality of Service)

s

Be able to classify packets according to
follow contents:

> Supports 256 static MAC - Switch port

> IGMP snooping: - 802.1p priority
- Supports 1024 multicast groups shared -VID
with MLD - MAC address
- Supports at least 256 static multicast - IP address

groups
Limited IP Multicast:

- Support up to 24 profiles and each
profile can add up to 1024 multicast
groups

- Able to configure the maximum multicast
group number for a port, ranging from 1-
256

- IPv6 Traffic Class

- TCP/UDP Port

- DSCP

-TOS

- Protocol type

- TCP/UDP port number Up to 8 queues

: - per port
MLD Snooping: , > Supports Strict / WRR mode in queue
- Supports 1024 MLD snooping groups handling

shared with IGMP

Support Port and Flow based bandwidth

- Supports 256 static multicast
control
addresses
» 802.1D Spanning Tree
> 802.1w RSTP AAA
> 802.1s MSTP: up to 64 instances > 802.1X Local/RADIUS/TACACS+ server
» Loopback Detection > 802.1X port-based/MAC-based access
» 802.3ad Link Aggregation: Support max 8 control
groups per device, 8 ports per group » RADIUS Accounting: Support Network
» Port mirroring accounting (for 802.1x user)
» IPv6 Neighbor Discovery: » User Account Privilege for Management
- Supports Max 512 ND entries Access:
- Support up to 64 static ND entries - Support 4 level user accounts
» SNTP - Operator (Read/Write)
» LLDP - Administrator (Read/Write)
» L2 Multicast Filtering - Power user (for account
management and service)
VLAN - User (read only)
»  802.1Q VLAN standard (VLAN Tagging)
> Total 4094 VLAN groups ACL
» Asymmetric VLAN » Max 6 ingress ACL profile, 128 ingress
» Management VLAN ACL rules per AC: profile, total 768
» ISM VLAN ingress ACL rules
» Private VLAN » Each rule can be associated to a single
> GVRP: Support 256 dynamic VLANs port, multiple ports
> VLAN Trunking »  Support different ACL policy packet
» Supports Port-based Q-in-Q contents:
- Switch port
L3 Features - MAC address
> ARP: - Ether type
- Max 256 ARP entries - IPv4 address
- Support 255 static ARP
- Support Gratuitous ARP - IPv6 address
> IPv4/IPv6 Static Route -TOS
- 802.1p
- DSCP
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- TCP/UDP port number
- IPv6 traffic class

Security

N e % % %

OAM

Trusted Host

Port Security: Support 64 MACs per port
Traffic Segmentation

D-Link Safeguard Engine

Broadcast Storm Control

DHCP Server Screening: Able to
configure IPv4 and IPv6 addresses for
DHCP server.

SSH: Support v2 and IPv6

SSL: Support v3, IPv4 and IPv6
Smart Binding

- Supports D-Link IMPB

- Supports ARP packet Inspection as default,
ARP and IP packet Inspection as option.

- Supports DHCP Snooping
Dos Attack Prevention

Cable Diagnostics: Detect and show
cable length and status
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802.3ah

- Support 802.3ah link layer remote
loopback and discovery

- 802.3ah D-Link extension: D-link

Undirectional Link Detection (DULD)

Management

% % % % % N

% % % N

Web-based GUI

D-Link proprietary CLI

Telnet Server

SNMP support

DHCP client

DHCP Relay: Support DHCP local relay,
option 82 and 12.

DHCPv6 Relay: Support DHCP local relay
and option 37

SNMP Trap

System Log: Support log server with 1Pv4
or IPv6 address

RMON v1/v2

Password access control
Password Encryption
Web-based configuration
restoration

Reset, Reboot

backup /



D-Link

. Building Networks for People.




	Table of Contents
	About This Guide
	Terms/Usage
	Copyright and Trademarks

	1  Product Introduction
	Switch Description
	Front Panel Description
	LED Indicators
	Rear Panel Description
	Side Panel Description
	Gigabit Fiber Ports
	Connecting the DPS-200A/500A/500DC to the RPS Port (for DGS-1210-10/12TS/20/28/28X/28XS/52/ME only)
	Installing the RPS into a Rack-mount Chassis (for DGS-1210-10/12TS/20/28/28X/28XS/52/ME only)
	DPS-800 Rack-mount Chassis


	2  Hardware Installation
	Step 1: Unpacking
	Step 2: Switch Installation
	Desktop or Shelf Installation
	Rack Installation

	Step 3 – Plugging in the AC Power Cord
	Power Failure


	3  Getting Started
	Management Options
	Using Web-based Management Interface
	Supported Web Browsers
	Connecting to the Switch
	Accessing the Web-based Management Interface

	Web-based Management
	D-Link Network Assistant (DNA)

	4  Configuration
	Web-based Management
	Tool Bar > Save Menu
	Save Configuration
	Save Log

	Tool Bar > Tool Menu
	Reset System
	Reboot Device
	Configuration Backup & Restore
	Firmware Backup & Upgrade
	Flash Information

	Tool Bar > Online Help
	Function Tree
	Device Information
	System > System Settings
	System > Firmware Information
	System > Serial Port Settings
	System > IP Interface
	System > Static ARP Settings
	System > IPv6 System Settings
	System > IPv6 Neighbor Settings
	System > DHCP Auto Configuration
	System > DHCP Auto Image
	System > Port Configuration > Port Settings
	System > Port Configuration > Port Description
	System > Port Configuration > Port Error Disabled
	System > Port Configuration > Port Media Type
	System > SNMP Settings > SNMP Global State
	System > SNMP Settings > SNMP User Table
	System > SNMP Settings > SNMP Group Table
	System > SNMP Settings > SNMP View Table
	System > SNMP Settings > SNMP Community Table
	System > SNMP Settings > SNMP Host Table
	System > SNMP Settings > SNMP Engine ID
	System > SNMP Settings > SNMP Trap Settings
	System > User Accounts
	System > MAC Address Aging Time
	System > ARP Aging Time Settings
	System > PPPoE Circuit ID Insertion Settings
	System > Web Settings
	System > Telnet Settings
	System > Password Encryption
	System > Ping Test
	System > MAC Notification Settings
	System > System Log Configuration > System Log Settings
	System > System Log Configuration > System Log Server
	System > Time Profile
	System > Power Saving
	System > IEEE802.3az EEE Settings
	System > SMTP Service > SMTP Server Settings
	System > SMTP Service > SMTP Service
	System > D-Link Discover Protocol Settings
	Configuration > Jumbo Frame
	Configuration > 802.1Q VLAN
	Configuration > Private VLAN > Private VLAN Settings
	Configuration > Private VLAN > Private VLAN Trunk
	Configuration > VLAN Status
	Configuration > MAC-Based VLAN Settings
	Configuration > GVRP Settings
	Configuration > GVRP Timer Settings
	Configuration > QinQ > QinQ Settings
	Configuration > QinQ > VLAN Translation CVID Entry Settings
	Configuration > Layer 2 Protocol Tunneling Settings
	Configuration > 802.1v Protocol VLAN > 802.1v Protocol Group Settings
	Configuration > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings
	Configuration > VLAN Trunk Settings
	Configuration > Link Aggregation > Port Trunkings
	Configuration > Link Aggregation > LACP Port Settings
	Configuration > BPDU Protection Settings
	Configuration > IGMP Snooping > IGMP Snooping
	Configuration > IGMP Snooping > IGMP Access Control Settings
	Configuration > IGMP Snooping > ISM VLAN Settings
	Configuration > IGMP Snooping > Host Table
	Configuration > IGMP Snooping > IP Multicast Profile Settings
	Configuration > IGMP Snooping > Limited Multicast Range Settings
	Configuration > IGMP Snooping > Max Multicast Group Settings
	Configuration > IGMP Snooping > IGMP Snooping Static Group Settings
	Configuration > MLD Snooping > MLD Snooping Settings
	Configuration > MLD Snooping > MLD Host Table
	Configuration > Port Mirroring
	Configuration > Loopback Detection
	Configuration > SNTP Settings > Time Settings
	Configuration > SNTP Settings > TimeZone Settings
	Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Global Settings
	Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Interface Settings
	Configuration > DHCP Local Relay Settings
	Configuration > DHCPv6 Relay Settings
	Configuration > DHCPv6 Relay Option38 Settings
	Configuration > Spanning Tree > STP Bridge Global Settings
	Configuration > Spanning Tree > STP Port Settings
	Configuration > Spanning Tree > MST Configuration Identification
	Configuration > Spanning Tree > STP Instance Settings
	Configuration > Spanning Tree > MSTP Port Information
	Configuration > Ethernet OAM > Ethernet OAM Port Settings
	Configuration > Ethernet OAM > Ethernet OAM Event Configuration
	Configuration > DDM > DDM Settings
	Configuration > DDM > DDM Temperature Threshold Settings
	Configuration > DDM > DDM Voltage Settings Threshold Settings
	Configuration > DDM > DDM Bias Current Threshold Settings
	Configuration > DDM > DDM TX Power Threshold Settings
	Configuration > DDM > DDM RX Power Threshold Settings
	Configuration > DDM > DDM Status Table
	Configuration > DULD > DULD Global Settings
	Configuration > DULD > DULD Port Settings
	Configuration > Multicast Forwarding & Filtering > Multicast Filtering
	Configuration > ERPS Setting
	QoS > Traffic Control
	QoS > Bandwidth Control
	QoS > CoS Scheduling Mechanism
	QoS > CoS Output Scheduling
	QoS > 802.1p Default Priority
	QoS > 802.1p User Priority
	QoS > DSCP Priority Settings
	QoS > Priority Settings
	RMON > RMON Basic Settings
	RMON > RMON Ethernet Statistics Configuration
	RMON > RMON History Control Configuration
	RMON > RMON Alarm Configuration
	RMON > RMON Event Configuration
	Security > Trusted Host
	Security > Safeguard Engine
	Security > CPU Protect
	Security > Gratuitous ARP
	Security > Port Security
	Security > SSL Settings
	Security > Smart Binding > Smart Binding Settings
	Security > Smart Binding > Smart Binding
	Security > Smart Binding > White List
	Security > Smart Binding > Black List
	Security > Smart Binding > DHCP Snooping List
	Security > 802.1X > 802.1X Settings
	Security > 802.1X > 802.1X User
	Security > 802.1X > 802.1X Authentication RADIUS
	Security > 802.1X > 802.1X Guest VLAN
	Security > MAC Address Table > Static MAC
	Security > MAC Address Table > Dynamic Forwarding Table
	Security > MAC Address Table > Auto Learning Vlan Settings
	Security > Access Authentication Control > Authentication Policy Settings
	Security > Access Authentication Control > Application Authentication Settings
	Security > Access Authentication Control > Authentication Server Group
	Security > Access Authentication Control > Authentication Server
	Security > Access Authentication Control > Login Method Lists
	Security > Access Authentication Control > Enable Method Lists
	Security > Access Authentication Control > Local Enable Password Settings
	Security > Traffic Segmentation
	Security > DoS Prevention Settings
	Security > DHCP Server Screening > DHCP Server Screening Port Settings
	Security > DHCP Server Screening > DHCP Server Screening Vlan Settings
	Security > DHCP Server Screening > Filter DHCP Server
	Security > DHCP Server Screening > Filter DHCPv6 Server
	Security > DHCP Server Screening > Filter ICMPv6
	Security > SSH Settings > SSH Settings
	Security > SSH Settings > SSH Authmode and Algorithm Settings
	Security > SSH Settings > SSH User Authentication Lists
	Security > MAC-based Access Control (MAC) > MAC-based Access Control Settings
	Security > MAC-based Access Control (MAC) > MAC-based Access Control Local Settings
	Security > MAC-based Access Control (MAC) > MAC-based Access Control Authentication State
	Monitoring > Statistics
	Monitoring > Session Table
	Monitoring > CPU Utilization
	Monitoring > Memory Utilization
	Monitoring > Port Utilization
	Monitoring > Packet Size
	Monitoring > Packets > Transmitted (TX)
	Monitoring > Packets > Received (RX)
	Monitoring > Packets > UMB Cast (RX)
	Monitoring > Errors > Received (RX)
	Monitoring > Errors > Transmitted (TX)
	Monitoring > Cable Diagnostics
	Monitoring > System Log
	Monitoring > Browse ARP Table
	Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log
	Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics
	Monitoring > IGMP Snooping > IGMP Snooping Group
	Monitoring > IGMP Snooping > IGMP Snooping Host
	Monitoring > MLD Snooping > MLD Snooping Group
	Monitoring > Port Access Control > RADIUS Authentication
	Monitoring > Port Access Control > RADIUS Account Client
	Monitoring > sFlow > sFlow Global Settings
	Monitoring > sFlow > sFlow Analyzer Server Settings
	Monitoring > sFlow > sFlow Flow Sampler Settings
	Monitoring > sFlow > sFlow Counter Poller Settings
	ACL > ACL Configuration Wizard
	ACL > Access Profile List
	ACL > ACL Finder
	ACL > CPU Filter Configuration Wizard
	ACL > CPU Filter Access Profile List
	ACL > CPU Filter Finder
	ACL > ACL Flow Meter
	PoE > PoE Port Settings (DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME only)
	PoE > PoE System Settings (DGS-1210-10P/28P/28MP/52P/52MP/52MPP/ME only)
	Time-Based PoE > Time Range Settings
	LLDP > LLDP Global Settings
	LLDP > Basic LLDP Port Settings
	LLDP > 802.1 Extension LLDP Port Settings
	LLDP > 802.3 Extension LLDP Port Settings
	LLDP > LLDP Management Address Settings
	LLDP > LLDP Statistics Table
	LLDP > LLDP Management Address Table
	LLDP > LLDP Local Port Table
	LLDP > LLDP Remote Port Table
	LLDP > LLDP-MED Settings
	L3 Functions > IPv4 Static Route
	L3 Functions > IPv4 Routing Table Finder
	L3 Functions > IPv6 Static Route
	L3 Functions > IPv6 Routing Table Finder


	Appendix A - Ethernet Technology
	Gigabit Ethernet Technology
	Fast Ethernet Technology
	Switching Technology

	Appendix B - Ethernet Technology
	Features
	L2 Features
	VLAN
	L3 Features
	QoS (Quality of Service)
	Security
	OAM
	Management



