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As the third anniversary of  Russia’s  ful l-scale
invasion of  Ukraine approaches,  the f irst  phase of  the
sanctions response has run its  course.  The tempo of
packages has declined and the hard work of  ensuring
effective implementation – and punishing those that
faci l itate evasion – must advance.

The geopolit ical  landscape has also changed.  The
nexus between Russia,  North Korea,  Iran and China is
strengthening;  and many countries in the sanctions
coalit ion have new leaders –  some of  whom have very
different attitudes to sanctions.  The change of
President in the US may also affect  the transatlantic
status quo.

Inconsistencies in implementation and enforcement
remain,  and these must st i l l  be addressed,  but it  is
also t ime to take Europe’s  sanctions effort  and
capabil ity  to the next  level  by strengthening
standalone capacity and developing stronger
partnerships with l ikeminded third countries.

Against  this  background,  SIFMANet offers  its  third set
of  sanctions recommendations,  which wil l  drive our
work in 2025,  shaped to reflect  this  changing
background whilst  ensuring that the international
security role sanctions are intended to play for
Europe is  cemented and strengthened,  whether
against  Russia or  other threats.  
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Six Steps for Success

Get Serious on Enforcement

Whilst  new sanctions targets should be identif ied as Russia’s
circumvention activity  continues,  this  should not ecl ipse ensuring
existing regimes are ful ly  implemented and fai lures –  whether
intentional  or  not –  are punished and publicised.  

Embed an Intel l igence-led Approach 

Provide Better Intelligence to Customs and Enforcement Agencies:
Develop secure,  technology-based platforms for  intergovernmental
and cross-border customs and f inancial  data sharing,  to expedite the
identif ication of  i l l ic it  transactions and enhance capacit ies for
investigations.
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Provide Better Intelligence to the Private Sector:  I f  sanctions are to
be a core pi l lar  of  Europe’s  security,  the private sector –  as key
implementers –  must be given the necessary information to act
effectively.  Europe should establish a sanctions intell igence hub that
informs – and thus enhances – private sector implementation.  

Publicise Enforcement Action:  The EU’s 14th package requires the
sharing of  enforcement information between member states and the
Commission.  This  information should be publicised in order to provide
learning to the private sector.

Leverage Investigative Journalism: With l itt le  intel l igence coming to
the private sector from governments,  investigative journalism is
invaluable.  A fusion and analysis  hub of  investigative reporting should
be established.



Evasion Through Virtual  Assets is  Accelerating:  Europe should
develop a dedicated virtual  asset  (VA)  public-private partnership on
sanctions evasion to bring together blockchain analytics providers,  VA
exchanges,  f inancial  institutions and EU/national  competent
authorit ies to boost understanding of  and responses to VA-based
sanctions evasion.  

Focus on Achil les’  Heels

Don’t Treat Corporates as Banks:  Sanctions engagement with the
private sector,  in the main,  st i l l  v iews the community through a
banking lens.  Banks have 15-20 years of  experience of  sanctions
implementation;  most corporates are new to the topic.  Engagement
needs to be tai lored accordingly.  
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Strengthen Maritime Sanctions Enforcement:  In  l ine with the need
for greater  intel l igence sharing,  a  Europe-wide marit ime sanctions
evasion tracking system should be developed using AIS and other
information system, and the private sector ( insurance,  ship brokers,
owners and other industry participants)  should be empowered to
identify  and disrupt shadow fleet/oil  price cap evasion targets.  Non-
compliance should be publicly  punished.  Governments should work
with the shipping industry to avoid wholesale derisking and expand
legit imate use of  G7 shipping services.

Anticipate New Developments4

Monitor Development of  New Payment Systems: New payment
systems are central  to the development of  sanctions evasion.  Europe’s
sanctions strategy should address the use of  these systems by entit ies
seeking access to the UK or single market.
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Engage with third country private sector who are more sensit ive to
sanctions r isk than their  governments.  Promote information-sharing to
highlight sanctions evasion r isks –  and consequences – to support
private sector compliance within these jurisdictions.

Develop a Sanctions Strategic Communications Cell

A More Nuanced Understanding of  Third Countries is  Required:
Third countries’  perspectives on sanctions vary.  Understanding and
responding to the drivers of  decision-making – including economic
security and historic  trade t ies and polit ical  al ignment – is  key.
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Mitigate Financial  Sector De-Risking: The international  banking
community is  under intense pressure from G7 capitals  to act  as the
global  sanctions enforcer.  This  wil l  inevitably lead to detrimental  de-
risking,  result ing in geopolit ical  recriminations,  unless policymakers
heighten their  engagement.

Create Channels for Sanctions Collaboration with Third
Countries’  Private Sectors
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