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Counter Terrorism Financing Policy1 
 
Foreword 

RUSI is committed to conducting its business according to all relevant laws and regulations, as well as 
ensuring it complies with its obligations and manages the risks it is exposed to adequately. Given that RUSI 
conducts projects in high-risk areas where terrorist organizations and individuals are present, a policy to 
properly address terrorism financing risks is required.  

The policy’s main objective is to prevent RUSI’s funds from inadvertently reaching the hands of terrorist 
organizations and/or individuals, as well as complying with the Charity Commission’s guidelines on how 
non-profit organisations need to protect themselves from potential terrorist abuse. For information on how 
RUSI ensures it does not receive any funds from terrorist organisations see the Research- New Funder Due 
Diligence Policy, which can be found on SharePoint under Central Services/Risk & Compliance. 
 
Application 

This policy is mandatory for all of RUSI’s employees, contractors and subcontractors and should be abided 
by even if there are contractual obligations, policies or procedures which contradict the guidelines 
established herein. 
 
Definitions 

There is no universally accepted definition of terrorism, terrorist organisation or terrorism financing. For 
the purposes of this policy the following definitions, based on those established in the Terrorism Act of 
2000 of the United Kingdom, will apply: 

Terrorism: The action or threat of action designed to influence the government or intimidate the public or 
a section of it through the use of violence against a person, property, and the endangerment of a person’s 
life, the creation of serious risks to the health and safety of the public and/or the disruption of an electronic 
system. 

Terrorist Organisation: A terrorist organisation is any group of people who as a common objective plan 
to engage or do in fact engage in acts of terrorism, regardless of their size or effectiveness. 

 
 
 
1 This policy does not form part of any employee's contract of employment, and it may be amended at any time. 
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Terrorism Financing: The action of inviting others to provide funds, receiving funds or giving funds with 
the knowledge or suspected knowledge that said funds will be used for terrorism purposes.  

 
Third Party Risk Management 

RUSI’s first line of defence to prevent any dealings with terrorist organisations or individuals is adequate 
knowledge of the third parties with which it engages. “Third parties” refers to employees, subcontractors 
and partners. “Adequate knowledge” entails subjecting all third parties to a due diligence procedure. The 
due diligence procedure required will depend on the relationship of the third party with RUSI and the value 
of the contract. These procedures are detailed in the RUSI Bank Details Vetting Procedure (Suppliers) and 
the RUSI Due Diligence Procedure (Subcontractors) found in the Risk and Compliance area of SharePoint. 
The procedures are summarised below: 

 

Suppliers with invoices below £1,000 • Prima facie assessment by Project Officer 

Subcontractors with contracts below £1,000 • Prima facie assessment by Project Officer 
• Sanctions screening 

Suppliers with invoices at or above £1,000 • Sanctions screening  
• Bank details verbally confirmed by the 

Operations Administrator 

Subcontractors with contracts at or above £1,000 • Sanctions screening 
• Bank details confirmed confirmed (bank 

statement, or verbally confirmed, as 
appropriate) 

• Completion of the relevant due diligence 
form (found in the Risk and Compliance 
area of SharePoint) 

Sanctions screenings to verify the third party has no known ties to terrorist organisations. Said screening 
will be conducted using World-Check. The sanction lists that will be checked include but are not limited to 
the following sanctions lists (a full list of the sanctions lists World-Check screens against can be provided on 
request): 

1. The UK’s Consolidated List of Designated Individuals and Entities 
2. The UK’s Financial Sanctions Targets 
3. The United Nations’ Security Council’s Terrorist List  



 
 

 

 

 
 

3 

Royal United Services Institute  
for Defence and Security Studies  
 
Founded in 1831  
Patron: His Majesty The King 
President: HRH the Duke of Kent KG 

The Royal United Services Institute  
61 Whitehall, London  
SW1A 2ET  
United Kingdom 

+44 (0)207 747 2600  
enquiries@rusi.org  
rusi.org  
@RUSI_org 

The Royal United Services Institute for Defence and Security Studies  
RUSI is registered as a charity in England and Wales  
Charity number: 210639  
VAT number: GB752275038 

4. The United States’ Office of Foreign Assets Control List of Sanctioned Individuals and 
Entities 

Once all documents and information are received, the Operations Administrator will verify. If successful, 
the third party will be entered into RUSI’s database to undergo periodic sanctions screenings. All third 
parties will be required to update their information yearly to ensure that RUSI’s database remains accurate, 
and no major changes have occurred since the onboarding process was completed. 

No funds may be paid unless a third party has undergone an adequate due diligence process 
and has been approved by the corresponding areas. 
 

Red Flags and Management of Alerts 

If a potential third party is flagged during the due diligence process the need for an enhanced due diligence 
process will be triggered. This process will include verifying key individuals (i.e., main shareholders, general 
manager, CEO, CFO, etc.) in the organisation to ensure they have not been included in the sanctions lists set 
out above. If there is an alert in relation to an individual a general online verification will be made to verify 
any negative press or concerning behaviour in social media. Approval of any individual or organisation who 
has triggered an alert in the initial due diligence process will require approval from the CFO to be 
onboarded.  

If after conducting the enhanced due diligence it is concluded that the third party appears to have links with 
terrorist organisations through funding, involvement in terrorist attacks or by having defended terrorist 
acts publicly, it will be rejected immediately.  

Any attempts of terrorist organisations or individuals to obtain funding or give funds to RUSI will be 
considered a serious incident and will have to be reported to the following authorities in accordance with 
RUSI’s Whistleblowing Policy:  

• The UK Financial Intelligence Unit under Part 7 of the Proceeds of Crime Act 2002 (POCA) and the 
Terrorism Act 2000. 

• The Police 
• The Charity Commission 

 

No Cash Policy 

In addition to the controls described above, RUSI has a strict no-cash policy by which payments to 
subcontractors and suppliers will only be made via bank transfer. All funding/donations will need to be 
transferred via a reputable financial entity as well and acceptance of any form of crypto currency is strictly 
prohibited. In rare cases where payment by bank transfer is not possible then any alternative arrangement 
must be discussed with and expressly approved by the CFO or in their absence the Head of Finance.  
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