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AM API: Automatic Update for Asset Name

API affected /qps/rest/2.0/search/am/hostasset/
New or Updated APIs Updated API
DTD or XSD changes No

A host asset name is derived based on the key attributes (such as DNS,
NETBIOS,INSTANCE_ID, IP address). Currently, if an attribute name changed, then it did
not automatically reflect in the host asset name. Users had to manually rename such host
assets.

To avoid this manual and tedious task, we have now introduced the automatic override
feature. If you enable this feature, the asset name is automatically updated across your
enterprise, whenever any key attribute (such as DNS, NETBIOS,INSTANCE_ID, IP address)
changes. The automatically updated asset name is also reflected in the response of search
host asset APIL.

Note: The automatic override for asset name is an optional feature and is disabled by
default. To enable this feature for your subscription, please contact Qualys Support.

Once you enable this feature, the host asset name is automatically updated whenever any
of the key attribute changes. You can also disable the automatic override for specific
assets by manually renaming the asset name and selecting check box to prevent
automatic update of asset name.
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WAS API: API Support for Catalog functions

API affected /qps/rest/3.0/get/was/catalog/{id}
/qps/rest/3.0/count/was/catalog
/qps/rest/3.0/search/was/catalog
/qps/rest/3.0/update/was/catalog/{id}
/qps/rest/3.0/delete/was/catalog/{id}
/qps/rest/3.0/updateEntries/was/catalog
/qps/rest/3.0/addToSubscription/was/catalog/{id}

New or Updated APIs New
DTD or XSD changes New

With this release, we are providing API support for catalog functions that are currently
available only from WAS UL Using these APIs, you can get the details of the catalog
entries, find the total number of entries in the catalog, update, delete the catalog entries,
add a web application entry to subscription to create a web application and update the
entries in the catalog to add the data discovered in the most recent VM scan results within
your account.

Get details of a catalog entry
Search catalog entries
Count catalog entires
Update catalog entries
Delete catalog entries
Update entries in catalog

Add to subscription
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Get details of a catalog entry
/qps/rest/3.0/get/was/catalog/{id}
[GET]

View the details of a catalog entry that is in your scope. In the output, “Comment” tag will
show the comment added by the system and comment added by you.

Permissions
- You must have the WAS module enabled.
- You must have the "API access" and "Access WAS module" permissions.

- You must have the "WAS . CATALOG.ACCESS" permission.

Input Parameters

The element “id” (integer) is required, where “id” identifies the catalog entry.

Sample - View details of a catalog entry

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X
"https://qual ysapi.qualys. conl gps/rest/ 3.0/ get/was/ cat al og/ 306904"

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Cat al og>
<i d>306904</i d>
<i pAddress>10. 113. 196. 17</ i pAddr ess>
<port >80</ port>
<oper ati ngSyst enpMacOS X 9. 0. 0</ oper ati ngSyst enr
<sour ce>VM _SCAN</ sour ce>
<f qdn>10- 113- 196- 17. bogus. t | d</ f gdn>
<net bi osNane>SYS_10_113_196_17</ net bi osNane>
<st at us>NEW/ st at us>
<conmment s>
<count >4</ count >
<list>
<Conmment >
<cont ent s>
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<! [ CDATA[ Wb Application added from scan
consol i dated data fromVM]>
</ cont ent s>
<cr eat edDat e>2018- 05- 18T10: 33: 55Z</ cr eat edDat e>
</ Conment >
<Conmment >
<cont ent s>
<! [ CDATA| asdasd] ] >
</ cont ent s>
<aut hor >
<i d>1918433</i d>
<user nanme>qual ys_j oe</ user nane>
<firstNane>
<! [ CDATA[ qual ys] ] >
</firstName>
<l ast Nanme>
<! [ CDATA[j oe]]>
</l ast Name>
</ aut hor >
<cr eat edDat €>2020- 10- 22T07: 47: 25Z</ cr eat edDat e>
</ Comrent >
<Conmment >
<cont ent s>
<![ CDATA[ Entry added to subscription as ' Catal og
Web Application: 10-113-196-17. bogus.tld, Port 80']]>
</ cont ent s>
<cr eat edDat €>2020- 10- 12T10: 16: 45Z</ cr eat edDat e>
</ Corment >
</list>
</ coment s>
<cr eat edDat e>2018- 05- 18T10: 33: 55Z</ cr eat edDat e>
<updat edDat e>2020- 10- 22T07: 47: 25Z</ updat edDat e>
<updat edBy>
<i d>1918433</i d>
<user nanme>qual ys_j oe</ user nane>
<first Name>
<! [ CDATA[ qual ys] ] >
</firstName>
<| ast Nane>
<! [ CDATA[j ce]] >
</ | ast Name>
</ updat edBy>
</ Cat al og>
</ dat a>
</ Ser vi ceResponse>
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Search catalog entries

gps/rest/3.0/search/was/catalog

[POST]

Returns a list of catalog entries based on the search criteria.

Permissions

- You must have the WAS module enabled.

- You must have the "API access" and "Access WAS module" permissions.

- You must have the "WAS.CATALOG.ACCESS" permission.

Input Parameters

These elements are optional and act as filters. When multiple elements are specified,
parameters are combined using a logical AND.

Parameter Description

id (integer) The ID of the catalog entry.

ipAddress (integer) The IP address of the discovered host.We support wild
card character * for numbers in IP Address. For example,
10.11.196.* or 10.11.** are valid patterns for IP address.
Examples of Invalid patterns:*1.123.123.123, 1*1.123.123.123
and 1%.123.123.123

port (integer) The port number of the discovered service.

source (text) The source of the catalog entries. Valid values are:
VM_SCAN, VM_MAP, and WAS_SCAN.

Status (text) The status of the entry. Valid values are NEW, ROGUE,
APPROVED, IGNORED, IN_SUBSCRIPTION.

operatingSystem (text) The operating system of discovered host.

netbiosName (text) The NetBIOS name of the discovered host.

fgdn (text) The fully qualified domain name of the discovered host.

createdDate (date) The date and time when the catalog entry is created.
The date format is YYYY-MM-DDTHH:MM:SSZ. For example:
2018-05-18T10:33:54Z

UpdatedDate (date) The updated date and time when the catalog entry is

updated. The date formatis YYYY-MM-DDTHH:MM:SSZ. For
example: 2018-05-18T10:33:54Z.
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Sample - Search catalog entries with IP address
Let us view all catalog entries in the user’s scope.

AP] Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ search/was/ catal og" <
file.xm

Note: “file.xm” contains the request POST data.

Request POST data

<Servi ceRequest >
<filters>
<Criteria field="ipAddress"
operat or ="EQUALS">10. 113. *. *</Criteri a>
</filters>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Cat al og>
<i d>306909</i d>
<i pAddr ess>10. 113. 196. 192</i pAddr ess>
<port>443</port>
<oper ati ngSystenmrUbuntu / Fedora / Tiny Core Linux / Linux
3. x</ oper ati ngSyst en»>
<sour ce>VM SCAN</ sour ce>
<st at us>ROGUE</ st at us>
<cr eat edDat e>2018- 05- 18T10: 33: 55Z</ cr eat edDat e>
<updat edDat €>2020- 05- 19T13: 50: 08Z</ updat edDat e>
<updat edBy>
<i d>1918433</i d>
<user nanme>qual ys_j oe</ user nanme>
<first Name>
<! [ CDATA[ qual ys]]>
</firstNanme>
<l ast Name>
<! [ CDATA[j oe]] >
</ | ast Name>
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</ updat edBy>
</ Cat al og>
<Cat al og>
<i d>306906</i d>
<i pAddress>10. 113. 196. 18</i pAddr ess>
<por t >80</ port >
<oper ati ngSyst em>W ndows XP Servi ce Pack 2</operatingSystenp
<sour ce>VM SCAN</ sour ce>
<f qdn>10- 113- 196- 18. bogus. t| d</ f gdn>
<net bi osNane>SYS 10 113 196_18</ net bi osNane>
<st at us>ROGUE</ st at us>
<cr eat edDat e>2018- 05- 18T10: 33: 55Z</ cr eat edDat e>
<updat edDat €>2020- 05- 19T13: 50: 08Z</ updat edDat e>
<updat edBy>
<i d>1918433</i d>
<user name>qual ys_j oe</ user nane>
<firstName>
<!'[ CDATA[ qual ys]] >
</firstNane>
<l ast Name>
<! [ CDATA[j oe] ] >
</ | ast Nane>
</ updat edBy>
</ Cat al og>
</ dat a>
</ Servi ceResponse>

Count catalog entires
/qps/rest/3.0/count/was/catalog
[GET] [POST]

Return the total number of catalog entries in the user’s scope.

Permissions
- You must have the WAS module enabled.
- You must have "API access" and "Access WAS module" permissions.

- You must have the "WAS . CATALOG.ACCESS" permission.

Input Parameters

These elements are optional and act as filters. When multiple elements are specified,
parameters are combined using a logical AND.

Parameter Description
id (integer) The ID of the catalog entry.
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Parameter Description

ipAddress (integer) The IP address of the discovered host.We support wild
card character * for numbers in IP Address. For example,
10.11.196.* or 10.11.** are valid patterns for IP address.

Examples of Invalid patterns:*1.123.123.123, 1*1.123.123.123
and 1%.123.123.123

port (integer) The port number of the discovered service.

source (text) The source of the catalog entries. Valid values are:
VM_SCAN, VM_MAP, and WAS_SCAN.

Status (text) The status of the entry. Valid values are NEW, ROGUE,
APPROVED, IGNORED, IN_SUBSCRIPTION.

operatingSystem (text) The operating system of discovered host.

netbiosName (text) The NetBIOS name of the discovered host.

fqdn (text) The fully qualified domain name of the discovered host.

createdDate (date) The date and time when the catalog entry is created.

The date format is YYYY-MM-DDTHH:MM:SSZ. For example:
2018-05-18T10:33:54Z

UpdatedDate (date) The updated date and time when the catalog entry is
updated. The date format is YYYY-MM-DDTHH:MM:SSZ. For
example: 2018-05-18T10:33:54Z.

Sample - Get count of catalog entries (no criteria)
Return the number (count) of all catalog entries in the user’s scope.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X
"https://qual ysapi.qual ys. conif gps/rest/ 3. 0/ count/was/ cat al og"

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1355</ count >
</ Ser vi ceResponse>
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Update catalog entries
gps/rest/3.0/update/was/catalog/{id}
[POST]

Update the status and comments for a catalog entry which is in your scope. Want to find
an ID of a catalog entry to use as input? See Search catalog entries.

Permissions

- You must have the WAS module enabled.

- You must have the "API access" and "Access WAS module" permissions.

- You must have the "WAS.CATALOG.ACCESS" and "WAS.CATALOG.ENTRY.UPDATE"

permissions.

Input Parameters

Parameter Description

id (integer) The element “id” is required, where “id”
identifies a catalog entry.

status (text) This is an optional parameter. The status can be updated
to one of these statuses: ROGUE, NEW, APPROVED and
IGNORED. IN_SUBSCRIPTION status can not be updated using
the Update APL

Comments (text) This is an optional parameter. You can add comments
but you can not update/delete existing comments.

Sample - Update a catalog entry
Let us update the status of the catalog entry and add a comment to the entry.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST" --
data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ cat al og/ 368106" <
file.xm

Note: “file.xm” contains the request POST dat a.

Request POST data

<Servi ceRequest >
<dat a>
<Cat al og>
<st at us>ROGUE</ st at us>
<comment s>

10
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<add>
<Conment >
<content s>
<! [ CDATA] Comment 1]]>
</ cont ent s>
</ Comrent >
</ add>
</ comrent s>
</ Cat al og>
</ dat a>
</ Servi ceRequest >

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf gps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Cat al og>
<i d>368106</i d>
</ Cat al og>
</ dat a>
</ Servi ceResponse>

Delete catalog entries
/qps/rest/3.0/delete/was/catalog/{id}
[POST]

Delete a catalog entry which is in your scope. Want to find an ID of a catalog entry to use
as input? See Search catalog entries.

Permissions
- You must have the WAS module enabled.
- You must have the "API access" and "Access WAS module" permissions.

-You must have the "WAS.CATALOG.ACCESS" and "WAS.CATALOG.ENTRY.DELETE"
permissions.

Input Parameters

The element “id” (integer) is required, where “id” identifies a catalog entry.

11
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These elements are optional and act as filters. When multiple elements are specified,
parameters are combined using a logical AND.

Parameter Description
id (integer) The element “id” identifies a catalog entry.
ipAddress (integer) The IP address of the discovered host.We support wild

card character * for numbers in IP Address. For example,
10.11.196.* or 10.11.** are valid patterns for IP address.

Examples of Invalid patterns:*1.123.123.123, 1*1.123.123.123
and 1%.123.123.123

port (integer) The port number of the discovered service.

source (text) The source of the catalog entries. Valid values are:
VM_SCAN, VM_MAP, and WAS_SCAN.

Status (text) The status of the entry. Valid values are NEW, ROGUE,
APPROVED, IGNORED, IN_SUBSCRIPTION.

operatingSystem (text) The operating system of discovered host.

netbiosName (text) The NetBIOS name of the discovered host.

fgdn (text) The fully qualified domain name of the discovered host.

createdDate (date) The date and time when the catalog entry is created.

The date format is YYYY-MM-DDTHH:MM:SSZ. For example:
2018-05-18T10:33:54Z

UpdatedDate (date) The updated date and time when the catalog entry is
updated. The date formatis YYYY-MM-DDTHH:MM:SSZ. For
example: 2018-05-18T10:33:54Z.

Sample - Delete a catalog entry
Let us delete a catalog entry with ID 368106.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ del et e/ was/ cat al og/ 368106"

XML Qutput

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>

12
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<Cat al og>
<i d>368106</i d>
</ Cat al og>
</ dat a>
</ Servi ceResponse>

Update entries in catalog

/qps/rest/3.0/updateEntries/was/catalog

[POST]

Update the entries in the catalog to add data discovered in the most recent VM scan
results within your account.

Permissions

- You must have the WAS module enabled.

- You must have the "API access" and "Access WAS module" permissions.

- You must have the "WAS.CATALOG.ACCESS" and "WAS.CATALOG.UPDATE" permissions.

Sample - Update entries in the catalog

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ updat eEnt ri es/ was/ cat al og"

XML Output

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ cat al og. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>

Add to subscription
/qps/rest/3.0/addToSubscription/was/catalog/{id}

[POST]

Add a web application entry to subscription to create a web application.

Permissions
- You must have the WAS module enabled.

13
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- You must have the "API access" and "Access WAS module" permissions.

- You must have the "WAS.CATALOG.ACCESS" and
"WAS.CATALOG.ENTRY.ADD_TO_SUBSCRIPTION" permissions.

Input Parameters

The element “id” (integer) is required, where “id” identifies the catalog entry.

API Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ addToSubscri pti on/ was/ cat al og/
306904"

XML Qutput

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ ver si
on. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<success>
<i ds>413904, 413906</ i ds>
<count >1</ count >
</ success>
<dupl i cat e>
<count >1</ count >
<i ds>413905</i ds>
</ dupl i cat e>
<error>
<count >2</ count >
<errorMessage>Invalid URL for web application catal og
entries: 413907Some error occurred for web application
catal og entries: 413908
</ error Message>
</error>
</ dat a>
</ Servi ceResponse>

New XSD
<platform API server>/qps/xsd/3.0/was/catalog.xsd

<?xm version="1.0" encodi ng="UTF-8"?>

<xs: schema
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed">

14
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<l-- REQUEST -->
<xs:el ement name="Servi ceRequest" >
<xs: conpl exType>
<xs:all>
<xs: el ement name="filters" type="Servi ceRequestFilters"
m nCccurs="0"/>
<xs: el ement name="preferences"
t ype="Servi ceRequest Pr ef erences” m nCccurs="0"/>
<xs: el erent name="data" type="Servi ceRequest Data"
m nCccurs="0"/>
</xs:all>
</ xs: conpl exType>
</ xs: el emrent >

<xs: conpl exType name="Servi ceRequest Filters">
<Xs:sequence>
<xs:el ement nanme="Criteria" type="Criteria"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Criteria">
<xs: si npl eCont ent >
<xs:extension base="xs:string">
<xs:attribute nane="field" type="xs:string"/>
<xs:attribute name="operator">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="CONTAI NS"/ >
<xs:enuneration value="IN'/>
<xs:enuneration val ue="EQUALS"/ >
<xs:enumeration val ue="NOT EQUALS"/>
<xs: enumeration val ue="GREATER"'/ >
<xs:enuneration val ue="LESSER'/ >
<xs: enuneration val ue="NONE"/ >
</xs:restriction>
</ xs: si mpl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:conpl exType name="Servi ceRequest Pr ef er ences" >
<xs:all>
<xs:el ement nane="startFrom d" type="xs:long" m nCccurs="0"/>
<xs:el ement nane="startFronffset" type="xs:int"
m nCccurs="0"/>
<xs:el ement nane="limtResults" type="xs:int" mnQccurs="0"/>
</xs:all>
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</ xs: conpl exType>

<xs: conpl exType name="Servi ceRequest Dat a" >
<Xs:sequence>
<xs: el ement name="Cat al og" type="Catal og" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<!-- RESPONSE -->
<xs: el ement name="Servi ceResponse" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="responseCode" type="ResponseCode"/>
<xs: el ement nane="responseErrorDetails"
type="ResponseError bj ect" m nCccurs="0"/>
<xs:el ement nane="count" type="xs:int" mnCccurs="0"/>
<xs: el ement nane="hasMreRecords" type="xs: bool ean"
m nCccurs="0"/>
<xs:el ement name="|astld" type="xs:|ong" m nCccurs="0"/>
<xs:el ement nane="data" type="Servi ceResponseDat a"
m nQccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >

<xs: si npl eType nane="ResponseCode" >
<xs:restriction base="xs:string">

<xs:enuneration val ue="AUTH_CREDENTI ALS_NEEDED"/ >
<xs:enuneration val ue="CANNOT_BE_NULL"/>
<xs:enumeration val ue="1NVALI D XM."/ >
<xs:enumneration val ue="1NVALI D CREDENTI ALS"/ >
<xs:enuneration val ue="I NVALI D_API _VERSI ON'/ >
<xs:enuneration val ue="1NVALI D_PARAM'/ >
<xs:enuneration val ue="1NVALID URL"/>
<xs:enuneration val ue="1 NVALI D REQUEST"/ >
<xs:enumeration val ue="NOT_FOUND'/ >
<xs:enuneration val ue="OTHER ERROR'/ >
<xs:enuneration val ue=" OPERATI ON_NOT_SUPPORTED"/ >
<xs:enuneration val ue="EVALUATI ON_EXPI RED"/ >
<xs:enuneration val ue="JM5_SERVER DOMN'/ >
<xs:enuneration val ue="RM _SERVER DOMN'/ >
<xs:enumeration val ue="SUCCESS"/ >
<xs:enumneration val ue="STI LL_PROCESSI NG'/ >
<xs:enuneration val ue="UNAUTHORI ZED"/ >
<xs:enuneration val ue="UNAUTHORI ZED_DESTI NATI ON_APPS"/ >
<xs:enuneration val ue="UN DENTI FI ED_PRODUCER"/ >
<xs:enuneration val ue="UNKNOAN_OBJECT"/ >
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</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType name="ResponseError Obj ect">
<XS:sequence>
<xs: el ement nane="errorMessage" type="xs:string"/>
<xs:el ement nane="errorResol uti on" type="xs:string"
m nCccurs="0"/>
<xs:el ement name="internal Error Codel d* type="xs:int"
m nQccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Servi ceResponseDat a" >
<Xs:sequence>
<xs: el ement nane="Catal og" type="Catal og" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="User" >
<xs:all>
<xs:el ement nane="id" type="xs:long" m nCccurs="0"/>
<xs:el ement nane="usernane" type="xs:string" m nQccurs="0"/>
<xs:el ement nanme="firstNane" type="Cdata" m nCQccurs="0"/>
<xs:el ement nanme="| ast Nane" type="Cdata" m nCccurs="0"/>
</xs:all>
</ xs: conpl exType>

<xs:conpl exType name="Cdat a">
<xs: si npl eCont ent >
<xs:extension base="xs:string"/>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>

<xs: conpl exType name="Conment Li st" >

<xs:all>
<xs:el ement name="count" type="xs:int" mnCccurs="0"/>
<xs:el ement name="list" mnCccurs="0" >

<xs: conpl exType>
<Xs:sequence>
<xs: el emrent nanme="Coment" type="Conment"
m nCccur s="0" nmaxCQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="set" m nCccurs="0" >
<xs:conpl exType>
<Xs:sequence>

17



Qualys Cloud Platform v3.x
WAS APIL: API Support for Catalog functions

<xs: el ement name="Comment" type="Conment"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="add" m nCccurs="0" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="Conmment" type="Conment"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</xs:all>
</ xs: conpl exType>

<xs:conpl exType name="Conment ">
<xs:all>
<xs:el ement name="contents" type="Cdata"/>
<xs:el ement name="aut hor" type="User" m nCccurs="0"/>
<xs: el ement name="creat edDate" type="xs:dateTi ne"
m nCccur s="0"/>
</xs:all>
</ xs: conpl exType>

<xs:conpl exType nanme="Cat al og" >
<Xs: sequence>
<xs: el ement nanme="id" type="xs:long" m nCccurs="0"/>
<xs: el ement nanme="i pAddress" type="xs:string" mnQccurs="0"/>
<xs:el ement name="port" type="xs:integer" mnCccurs="0"/>
<xs:el ement nanme="operatingSysten' type="xs:string"
m nCccurs="0"/>
<xs:el ement nane="source" type="Catal ogSource" m nCccurs="0"/>
<xs: el ement name="fqdn" type="xs:string" m nQccurs="0"/>
<xs: el ement name="net bi osNanme" type="xs:string"
m nQccur s="0"/ >
<xs:el ement nane="status" type="Catal ogStatus" m nCccurs="0"/>
<xs:el ement nane="comments" type="ComentList" m nCccurs="0"/>
<xs: el ement name="creat edDate" type="xs:dateTi ne"
m nCccur s="0"/>
<xs: el ement name="updat edDat e" type="xs:dateTi ne"
m nQccur s="0"/ >
<xs:el ement name="updat edBy" type="User" m nQccurs="0"/>
</ xs: sequence>
</ xs: conmpl exType>

<xs: si npl eType nane="Cat al ogSource" >

<xs:restriction base="xs:string">
<xs:enuneration val ue="VM MAP"/ >
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<xs:enuneration val ue="VM SCAN'/ >
<xs:enumeration val ue="WAS_SCAN'/ >
</xs:restriction>

</ xs: si npl eType>

<xs:si npl eType nane="Cat al ogSt at us" >
<xs:restriction base="xs:string">

<XS:
<XS:
<XS:
<XS:
<XS:

enuneration
enuneration
enuneration
enuneration
enuneration

</xs:restriction>
</ xs: si mpl eType>

</ xs: schema>

val ue="NEW / >

val ue="ROGUE"/ >

val ue=" APPROVED"/ >

val ue="1 GNORED"/ >

val ue="1 N_SUBSCRI PTI ON'/ >
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WAS API: Retrieve Retest Status for a Finding

API affected /qps/rest/3.0/retestStatus/was/finding/{id}
New or Updated APIs New
DTD or XSD changes No

We have introduced a new API “Retrieve Retest Status” API to retrieve the status of the
retest for a finding. This will help you to automate scanning and retesting processes. The
API will return one of these statuses: NO_RETEST, UNDER_RETEST, RETESTED,
CANCELING, and CANCELED

Permissions

- You must have the WAS module enabled.

- You must have the "API access" and "Access WAS module" permissions.

- You must have the View permission.

Input Parameters

The API supports POST method. The Input parameters are id or uniqueld. We support
optional filters that are available for the Search Finding API.

Parameter Description

id (integer) ID of the finding (WebAppVuln or
WebAppSensitiveContent).

uniqueld (value) The 36-bit unique id assigned to the finding.

A PI Request

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. coni gps/rest/3.0/retestStatus/was/findi ng/ 27300
74"

XML Qutput

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schema- i nst ance"

xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ findi ng. xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<Ret est >

<r et est St at us>UNDER_RETEST</ r et est St at us>

</ Ret est >
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</ dat a>
</ Servi ceResponse>
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